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Simple, lightweight, scalable Python API wrapper for the Identity Services Engine APIs

Welcome to the docs! ciscoisesdk is a community developed Pythonic wrapping of the Identity Services Engine APIs
(for API versions: 3.0.0, 3.1.0 and 3.1.1). The package represents all of the Cisco Identity Services Engine API
interactions via native Python tools. Making working with the Cisco Identity Services Engine APIs in Python a native
and natural experience.

ciscoisesdk helps you get things done faster. We take care of the API semantics, and you can focus on writing your
code.

With ciscoisesdk, you can easily:
* Interact with the Identity Services Engine APIs in an interactive Python session
* Quickly create code that enables you get something done in Identity Services Engine

» Leverage the API wrapper to cleanly add Identity Services Engine functionality to your project without having
to write the boilerplate code for working with the Identity Services Engine APIs

To dive in and see how ciscoisesdk makes your life better, check out the Quickstart!

Warning: The minimum supported version is ISE 3.1. Future releases may drop the ISE version 3.0.0.
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CHAPTER
ONE

THE USER GUIDE

1.1 Installation

1.1.1 PIP Install

ciscoisesdk is available via PIP and the Python Package Index (PyPI). To install ciscoisesdk, simply run this command
from your terminal of choice:

$ pip install ciscoisesdk

The ciscoisesdk package is distributed as a source distribution (no binaries).

1.1.2 PIP Upgrade

To ensure that you have the latest version, check-for and install upgrades via PIP:

$ pip install ciscoisesdk --upgrade

1.1.3 Get the Source Code

ciscoisesdk is developed on GitHub. If you like and use this package, please take a few seconds to Star the package on
the CiscolSE/ciscoisesdk GitHub page. Your feedback and contributions are always welcome.

Use the following command to download the source code (GIT repository):

$ git clone https://github.com/CiscoISE/ciscoisesdk.git

You can then install the package to your environment, with the following command:

$ python setup.py install

Copyright (c) 2021 Cisco and/or its affiliates.



https://pypi.python.org/pypi/ciscoisesdk
https://github.com/CiscoISE/ciscoisesdk

ciscoisesdk Documentation, Release 1.3.1

1.2 Introduction

1.2.1 Work with the Identity Services Engine APIs in Native Python!

Sure, working with the Identity Services Engine APIs is easy (see api_docs). They are RESTful, naturally structured,
require only a simple Access Token for authentication, and the data is elegantly represented in intuitive JSON. What
could be easier?

import requests

URL = 'https://dcloud-dna-ise-rtp.cisco.com/ers/config/networkdevice’
ACCESS_TOKEN = '<your_access_token>'

filter_query = '<filter_query>'
headers = {'authorization': ACCESS_TOKEN,
'Content-type': 'application/json;charset=utf-8'}

params_data = { 'filter': filter_query }
response = requests.get(URL, params=params_data, headers=headers)
if response.status_code == 200:

device_response = response.json

if device_response.get('SearchResult') and device_response['SearchResult'].get(
—'resources'):

for device in device_response['SearchResult']['resources']:

print('{:20s}{}"'.format(device['id'], device[ 'name']))

else:

# Oops something went wrong... Better do something about it.

print(response.status_code, response.text)

Like I said, EASY. However, in use, the code can become rather repetitive. . .
* You have to setup the environment every time
* You have to remember URLSs, request parameters and JSON formats (or reference the docs)
* You have to parse the returned JSON and work with multiple layers of list and dictionary indexes

Enter ciscoisesdk, a simple API wrapper that wraps all of the Identity Services Engine API calls and returned JSON
objects within native Python objects and methods.

With ciscoisesdk, the above Python code can be consolidated to the following:

from ciscoisesdk import api

api_ = api.IdentityServicesEngineAPI (username="admin',
password="'Clscol2345",
uses_api_gateway=True,
base_url="https://dcloud-dna-ise-rtp.cisco.com',
version="'3.1.1",
verify=True)

# Or even just api_ = api.IdentityServicesEngineAPI(username='admin', password='Clscol2345
—»') as others have those values by default.
try:

device_response = api_.network_device.get_network_device(filter='name.EQ.Test').
-,response
if device_response.SearchResult and device_response.SearchResult.resources:

(continues on next page)
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(continued from previous page)

for device in device_response.SearchResult.resources:
print(’ '.format(device.hostname, device.upTime))
except ApiError as e:
print(e)

ciscoisesdk handles all of this for you:

e Reads your Identity Services Engine credentials from environment variables (IDEN-
TITY_SERVICES_ENGINE_ENCODED_AUTH, IDENTITY_SERVICES_ENGINE_USERNAME, IDEN-
TITY_SERVICES_ENGINE_PASSWORD)

e Reads your Identity Services Engine API version from environment variable IDEN-
TITY_SERVICES_ENGINE_VERSION. Supported versions: 3.0.0, 3.1.0 and 3.1.1. Now with version
and base_url, you have more control.

» Controls whether to verify the server’s TLS certificate or not according to the verify parameter.

* Reads  your  Identity Services  Engine  debug  from  environment  variable = IDEN-
TITY_SERVICES_ENGINE_DEBUG. Boolean, it controls whether to log information about Identity
Services Engine APIs’ request and response process.

* Wraps and represents all Identity Services Engine API calls as a simple hierarchical tree of native-Python meth-
ods (with default arguments provided everywhere possible!)

¢ If your Python IDE supports auto-completion (like PyCharm), you can navigate the available methods and object
attributes right within your IDE

» Represents all returned JSON objects as native Python objects - you can access all of the object’s attributes using
native dot.syntax

¢ Automatic Rate-Limit Handling Sending a lot of requests to Identity Services Engine? Don’t worry; we have
you covered. Identity Services Engine will respond with a rate-limit response, which will automatically be
caught and “handled” for you. Your requests and script will automatically be “paused” for the amount of time
specified by Identity Services Engine, while we wait for the Identity Services Engine rate-limit timer to cool
down. After the cool-down, your request will automatically be retried, and your script will continue to run as
normal. Handling all of this requires zero (0) changes to your code - you’re welcome.

Just know that if you are are sending a lot of requests, your script might take longer to run if your requests are
getting rate limited.

All of this, combined, lets you do powerful things simply:

from ciscoisesdk import IdentityServicesEngineAPI
from ciscoisesdk.exceptions import ApiError

# Get allowed protocols
search_result = api_.allowed_protocols.get_all().response.SearchResult
if search_result and search_result.resources:
for resource in search_result.resources:
resource_detail = api_.allowed_protocols.get_by_id(resource.id).response.
—AllowedProtocols
print("Id {}\nName \nallowChap \n".format(resource_detail.id, resource_detail.
—name, resource_detail.allowChap))

# Filter network device
device_list_response = api_.network_device.get_all(filter="name.EQ.ISE_EST_Local_Host_19

%')

(continues on next page)
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device_responses = device_list_response.response.SearchResult.resources
device_response = device_responses[0]

# Get network device detail
device_response_detail = api_.network_device.get_by_id(device_response.id).response.
—NetworkDevice

# Delete network device
delete_device = api_.network_device.delete_by_id(device_response.id)

# Create network device
try:

network_device_response = api_.network_device.create(name="'ISE_EST Local_Host_19',.
—network_device_iplist=[{"ipaddress": "127.35.0.1", "mask": 32}])

print("Created, new Location ".format(network_device_response.headers.Location))
except api_Error as e:
print(e)

Head over to the Quickstart page to begin working with the Identity Services Engine APIs in native Python!

1.2.2 MIT License

ciscoisesdk is currently licensed under the MIT Open Source License, and distributed as a source distribution (no
binaries) via PyPI, and the complete source code is available on GitHub.

1.2.3 ciscoisesdk License

MIT License
Copyright (c) 2021 Cisco and/or its affiliates.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documen-
tation files (the “Software”), to deal in the Software without restriction, including without limitation the rights to use,
copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom
the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PAR-
TICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFT-
WARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Copyright (c) 2021 Cisco and/or its affiliates.

6 Chapter 1. The User Guide



https://opensource.org/licenses/MIT

ciscoisesdk Documentation, Release 1.3.1

1.3

Quickstart

Dive in! ...to get started using the ciscoisesdk package:

Make sure that you have:

ciscoisesdk installed

ciscoisesdk upgraded to the latest version

1.3.1 Pass your Identity Services Engine Access Token

To interact with the Identity Services Engine APIs, you must have a Identity Services Engine Access Token. A Identity
Services Engine Access Token is how the Identity Services Engine APIs validate access and identify the requesting

user.

As a best practice, you can store your Identity Services Engine ‘credentials’ as an environment variables in your devel-
opment or production environment.

By default, ciscoisesdk will look for the following environment variables to create new connection objects:

IDENTITY_SERVICES_ENGINE_DEBUG - Tells the SDK whether to log request and response information. Useful
for debugging and seeing what is going on under the hood. Defaults to False.

IDENTITY_SERVICES_ENGINE_VERSION - Identity Services Engine API version to use. Defaults to ‘3.1.1°.

IDENTITY_SERVICES_ENGINE_ENCODED_AUTH - It takes priority. It is the username:password encoded in base
64. For example ‘ZGV2bmV0dXNIcjpDaXNjbzEyMyEK’ which decoded is ‘devnetuser:Ciscol123!

IDENTITY_SERVICES_ENGINE_USERNAME - HTTP Basic Auth username.
IDENTITY_SERVICES_ENGINE_PASSWORD - HTTP Basic Auth password.

IDENTITY_SERVICES_ENGINE_USES_API_GATEWAY - Enables or disables the usage of the API Gateway. De-
faults to True.

IDENTITY_SERVICES_ENGINE_BASE_URL - The base URL to be prefixed to the individual API endpoint
suffixes. It is used if the IDENTITY_SERVICES_ENGINE_USES_API_GATEWAY is True. Defaults to
‘https://dcloud-dna-ise-rtp.cisco.com’.

IDENTITY_SERVICES_ENGINE_UI_BASE_URL - The Ul base URL to be prefixed to the individual ISE UI API
endpoint suffixes. It is used if the IDENTITY_SERVICES_ENGINE_USES_API_GATEWAY is False.

IDENTITY_SERVICES_ENGINE_ERS_BASE_URL - The ERS base URL to be prefixed to the individual ISE ERS
API endpoint suffixes. It is used if the IDENTITY_SERVICES_ENGINE_USES_API_GATEWAY is False.

IDENTITY_SERVICES_ENGINE_MNT_BASE_URL - The MNT base URL to be prefixed to the individual ISE MNT
API endpoint suffixes. It is used if the IDENTITY_SERVICES_ENGINE_USES_API_GATEWAY is False.

IDENTITY_SERVICES_ENGINE_PX_GRID_BASE_URL - The PX_GRID base URL to be pre-
fixed to the individual ISE PX_GRID API endpoint suffixes. It is used if the IDEN-
TITY_SERVICES_ENGINE_USES_API_GATEWAY is False.

IDENTITY_SERVICES_ENGINE_SINGLE_REQUEST_TIMEOUT - Timeout (in seconds) for RESTful HTTP re-
quests. Defaults to 60.

IDENTITY_SERVICES_ENGINE_WAIT_ON_RATE_LIMIT - Enables or disables automatic rate-limit handling.
Defaults to True.

IDENTITY_SERVICES_ENGINE_VERIFY - Controls whether to verify the server’s TLS certificate or not. Defaults
to True.

1.3.
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However, you choose to set it, if  you have IDENTITY_SERVICES_ENGINE_VERSION,
IDENTITY_SERVICES_ENGINE_USERNAME and IDENTITY_SERVICES_ENGINE_PASSWORD, or
IDENTITY_SERVICES_ENGINE_VERSION and IDENTITY_SERVICES_ENGINE_ENCODED_AUTH environment
variables, you are good to go. ciscoisesdk will use them to create your access token when creating new
IdentityServicesEngineAPI objects.

If you don’t want to set your credentials as environment variables, you can manually provide them as parameters when
creating a IdentityServicesEngine API object.

Note: The ciscoisesdk assumes that the ERS APIs and OpenAPIs are enabled. If uses_api_gateway is True, the
ciscoisesdk assumes that your ISE API Gateway is enabled as well.

1.3.2 Set credentials as environment variables

There are many places and diverse ways that you can set an environment variable, which can include:
* A setting within your development IDE
* A setting in your container / PaaS service
* A statement in a shell script that configures and launches your app

It can be as simple as setting it in your CLI before running your script. ..

$ IDENTITY_SERVICES_ENGINE_USERNAME=your_username_here
IDENTITY_SERVICES_ENGINE_PASSWORD=your_password_here
$ python myscript.py

A

..or putting your credentials in a shell script that you source when your shell starts up or before your run a script:

$ cat mycredentials.sh

export IDENTITY_SERVICES_ENGINE_ENCODED_AUTH=your_encoded_auth_here
$ source mycredentials.sh

$ python myscript.py

1.3.3 Create a IdentityServicesEngineAPIl “Connection Object”

To make interacting with the Identity Services Engine APIs as simple and intuitive as possible, all of the APIs have
‘wrapped’ underneath a single interface. To get started, import the IdentityServicesEngineAPI class and create
an API “connection object”.

>>> from ciscoisesdk import IdentityServicesEngineAPI
>>> api = IdentityServicesEngineAPI()

As discussed above (Pass your Identity Services Engine Access Token), ciscoisesdk defaults to pulling from envi-
ronment variables to generate your access token. If you do not have those environment variables set and you try to
create a new IdentityServicesEngineAPI object without providing them, a AccessTokenError will be raised (a
ciscoisesdkException subclass).

>>> from ciscoisesdk import IdentityServicesEngineAPI
>>> api = IdentityServicesEngineAPI()
Traceback (most recent call last):

File "<stdin>", line 1, in <module>

(continues on next page)
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(continued from previous page)

File "ciscoisesdk/api/__init__.py", line 356, in __init__
raise AccessTokenError(error_message)

AccessTokenError: You need an access token to interact with the Identity Services Engine
APIs. Identity Services Engine uses HTTP Basic Auth to create an access
token. You must provide the username and password or just
the encoded_auth, either by setting each parameter or its
environment variable counterpart (IDENTITY_SERVICES_ENGINE_USERNAME,
IDENTITY_SERVICES_ENGINE_PASSWORD, IDENTITY_SERVICES_ENGINE_ENCODED_AUTH).

If you don’t provide a known version and try to create a new IdentityServicesEngineAPI, a VersionError will
be raised.

>>> from ciscoisesdk import IdentityServicesEngineAPI
>>> api = IdentityServicesEngineAPI(username='devnetuser',
password="'Ciscol23!",
base_url="https://dcloud-dna-ise-rtp.cisco.com',
version='0.1.12")
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
File "ciscoisesdk/api/__init__.py", line 344, in __init__
raise VersionError(error_message)
VersionError: Unknown API version, known versions are 3.0.0, 3.1.0 and 3.1.1.

Use the arguments to manually provide enough information for the HTTP Basic Auth process, when creating a new
IdentityServicesEngineAPI connection object.

>>> from ciscoisesdk import IdentityServicesEngineAPI

>>> # Create a IdentityServicesEngineAPI connection object;

>>> # Using encoded_auth, with Identity Services Engine API version 3.1.1

>>> api = IdentityServicesEngineAPI(encoded_auth='YWRtaW46QzFzY28xMjMONQo=",
base_url="https://dcloud-dna-ise-rtp.cisco.com",
version="'3.1.1",

- uses_api_gateway=True)

>>> # Create a IdentityServicesEngineAPI connection object;

>>> # Using username, and password, with ISE API version 3.1.1

>>> api = IdentityServicesEngineAPI(username="'admin', password='Clscol2345",
uses_api_gateway=True,
base_url="https://dcloud-dna-ise-rtp.cisco.com",
version='3.1.1")

Use the arguments to provide the URLs required depending on the uses_api_gateway value.

Note: If uses_api_gateway is True, the ciscoisesdk assumes that your ISE API Gateway is enabled.

>>> from ciscoisesdk import IdentityServicesEngineAPI

>>> # (Create a IdentityServicesEngineAPI connection object;

>>> # Using API Gateway (since it was enabled on ISE)

>>> api = IdentityServicesEngineAPI(username="admin',
password="Clscol2345",
uses_api_gateway=True,
base_url="https://dcloud-dna-ise-rtp.cisco.com',

(continues on next page)
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version='3.1.1",
v verify=True)
>>> # Not using API Gateway
>>> api = IdentityServicesEngineAPI(username='devnetuser', password='Ciscol23!",
uses_api_gateway=False,

B ers_base_url="https://dcloud-dna-ise-rtp.cisco.
—com:9060",

ui_base_url="https://dcloud-dna-ise-rtp.cisco.com:443
e mnt_base_url="https://dcloud-dna-ise-rtp.cisco.
—com:443",
B px_grid_base_url="https://dcloud-dna-ise-rtp.cisco.
—com:8910",

version='3.1.1")

Note that this can be very useful if you are reading authentication credentials from a file or database and/or when you
want to create more than one connection object.

>>> from ciscoisesdk import IdentityServicesEngineAPI

>>> kingston_auth = 'ZG5hY2VudGVydXNlcjpDaXNjbzEyMyEK'

>>> london_auth = ('london', 'rcx®cf43!")

>>> kingston_api = IdentityServicesEngineAPI(encoded_auth=kingston_auth, base_url=
—"https://dcloud-dna-ise-rtp.cisco.com", version='3.1.1")

>>> london_api = IdentityServicesEngineAPI(*london_auth, base_url="https://128.107.71.
<+199:443",

version='"3.1.1", uses_api_gateway=True) # *_
—Unpacks tuple

1.3.4 API Gateway

If uses_api_gateway is True, the ciscoisesdk assumes that the API Gateway is enabled.
If uses_api_gateway is True you only need to set your base_url.

If uses_api_gateway is False you need to set the ers_base_url, ui_base_url, mnt_base_url and px_grid_base_url.

Warning:
1. Ensure that you have enabled the ERS APIs and OpenAPIs.
2. Make sure to check the ISE settings for the API Gateway, and set the uses_api_gateway accordingly.

If you don’t provide the URLs necessary and try to create a new IdentityServicesEngineAPI, a TypeError will
be raised.

>>> from ciscoisesdk import IdentityServicesEngineAPI
>>> # Create a IdentityServicesEngineAPI connection object;
>>> # it uses Identity Services Engine username and password, with ISE API version 3.1.1
>>> # The base_url used by default is “from ciscoisesdk.config import DEFAULT_BASE_URL®
>>> api = IdentityServicesEngineAPI(username="admin',

password="Clscol2345",

uses_api_gateway=True,

(continues on next page)
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base_url=None,
version="'3.1.1",
e verify=True)
Traceback (most recent call last):

File "<stdin>", line 1, in <module>

api = IdentityServicesEngineAPI(username="'admin',

File "ciscoisesdk/api/__init__.py", line 336, in __init__

File "ciscoisesdk/utils.py", line 165, in check_type
TypeError: We were expecting to receive an instance of one of the following types:
'basestring'; but instead we received None which is a 'NoneType'.

>>> # Other way to create IdentityServicesEngineAPI connection object; if it does not.
—use the API Gateway

>>> api = IdentityServicesEngineAPI(username='devnetuser', password='Ciscol23!",
uses_api_gateway=False,

- ers_base_url="https://dcloud-dna-ise-rtp.cisco.
—com:9060",

ui_base_url="https://dcloud-dna-ise-rtp.cisco.com:443
e mnt_base_url="https://dcloud-dna-ise-rtp.cisco.
—com:443",
B # px_grid_base_url="https://dcloud-dna-ise-rtp.cisco.
—com:8910",

e version="3.1.1")
Traceback (most recent call last):

File "<stdin>", line 1, in <module>

api = IdentityServicesEngineAPI(username="admin',

File "ciscoisesdk/api/__init__.py", line 341, in __init__

File "ciscoisesdk/utils.py", line 165, in check_type
TypeError: We were expecting to receive an instance of one of the following types:
'basestring'; but instead we received None which is a 'NoneType'.

1.3.5 Certificates

Besides username, password, encoded_auth, base_url, and version, there are other parameters when creating the
IdentityServicesEngineAPI, many of them have a default value (check Package Constants for more).

When dealing with certificates, the most important one is the verify parameter.

To avoid getting errors like the following:

>>> from ciscoisesdk import IdentityServicesEngineAPI
>>> own_api = IdentityServicesEngineAPI(encoded_auth="dXNlcm5hbWU6cGFzc3dvcmQK',

. base_url="https://128.107.71.199:443", version='3.1.1", uses_api_gateway=True)
requests.exceptions.SLError: HTTPSConnectionPool (host="128.107.71.199', port=443):
Max retries exceeded with url: /dna/system/api/v1/auth/token (Caused by
SSLError (SSLCertVerificationError(1l, '[SSL: CERTIFICATE_VERIFY_FAILED] certificate
verify failed: self signed certificate in certificate chain (_ssl.c:1076)"')))
>>>

Include the verify parameter and set it to False:

1.3. Quickstart 11
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>>> from ciscoisesdk import IdentityServicesEngineAPI
>>> own_api = IdentityServicesEngineAPI(encoded_auth="'dXNlcm5hbWU6cGFzc3dvemQK',

. base_url="https://128.107.71.199:443", version='1.3.0",

. verify=False)
InsecureRequestWarning: Unverified HTTPS request is being made. Adding certificate
verification is strongly advised. See: https://urllib3.readthedocs.io/en/latest/
—advanced-usage.html#ssl-warnings

InsecureRequestWarning)
>>>

You will see urllib3 warnings instead. If you want to disable them, the easiest way is with:

>>> import urllib3
>>> urllib3.disable_warnings()

1.3.6 Package Constants

The following are the default values pulled from ciscoisesdk.config and used when creating the connection ob-
ject.

DEFAULT_DEBUG = 'False'
debug default value.

DEFAULT_VERSION = '3.1.1°
version default value.

DEFAULT_BASE_URL = 'https://dcloud-dna-ise-rtp.cisco.com’
base_url default value.

DEFAULT_SINGLE_REQUEST_TIMEOUT = 60
single_request_timeout default value. Timeout (in seconds) for the RESTful HTTP requests.

DEFAULT_WAIT_ON_RATE_LIMIT = True
wait_on_rate_limit default value. Enables or disables automatic rate-limit handling.

DEFAULT_VERIFY = True
verify default value. Controls whether to verify the server’s TLS certificate or not.

DEFAULT_USES_API_GATEWAY = True
uses_api_gateway default value. Controls whether ISE use the gateway or not.

USES_API_GATEWAY_ENVIRONMENT_VARIABLE = 'IDENTITY_SERVICES_ENGINE_USES_API_GATEWAY'
name of the environment uses_api_gateway variable

UI_BASE_URL_ENVIRONMENT_VARIABLE = 'IDENTITY_SERVICES_ENGINE_UI_BASE_URL'
name of the environment ui_base_url variable

ERS_BASE_URL_ENVIRONMENT_VARIABLE = 'IDENTITY_SERVICES_ENGINE_ERS_BASE_URL'
name of the environment ers_base_url variable

MNT_BASE_URL_ENVIRONMENT_VARIABLE = 'IDENTITY_SERVICES_ENGINE_MNT_BASE_URL'
name of the environment mnt_base_url variable

PX_GRID_BASE_URL_ENVIRONMENT_VARIABLE = 'IDENTITY_SERVICES_ENGINE_PX_GRID_BASE_URL'
name of the environment px_grid_base_url variable

12 Chapter 1. The User Guide
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1.3.7 Making API Calls

Now that you have created a IdentityServicesEngineAPI “connection object,” you are ready to start making API
calls.

>>> api.network_device.get_all(page=1,size=3).response.SearchResult.resources
[{'id': "4969bc30-ad2a-11eb-95af-£263cfO5£f605",

'name': 'ISE_EST_Local_Host_19',

'description': "',

'link': {'rel': 'self',

'href': 'https://198.18.133.27/ers/config/networkdevice/4969bc30-ad2a-11leb-95af-
—£263cf05£605',

"type': 'application/json'}},
{'id': 'a56f6360-a9fe-11eb-95af-f263cfO5f605",

'name': 'ISE_EST_Local_Host_92348',

'description': '',

'link': {'rel': 'self',

'href': 'https://198.18.133.27/ers/config/networkdevice/a56f6360-a9fe-11eb-95af-
—£263cf05f605',

"type': 'application/json'}},
{'id': '2ea03580-aal2-11eb-95af-£f263cf05£f605",

'name': 'Test_Device_4',

'description': '',

'link': {'rel': 'self',

'href': 'https://198.18.133.27/ers/config/networkdevice/2ea03580-aa02-11eb-95af-
—£263cf05f605"',

"type': 'application/json'}}]

It really is that easy.

All of the «calls have been wrapped and represented as native Python method calls, like
IdentityServicesEngineAPI.network_device.get_all() which gets the network devices summaries for
the Cisco ISE ERS - see the Network Device - Get All API endpoint documentation.

As you can see, we have represented the API endpoints using simple terms that are aligned with the API docs; for exam-
ple, representing the /ers/config/networkdevice APl endpointas anetwork_device.get_network_device()
method available underneath the IdentityServicesEngineAPI connection object.

A full list of the available API methods, with their descriptions and parameters, is available in the User API Doc.
A summary of the structure is available for each version supported

e v3.0.0

* v3.1.0

e v3.1.1

You can easily access and call any of these methods directly from your IdentityServicesEngineAPI connection
object:

>>> api.network_access_policy_set.get_all().response.response
[{'default': False,

'id': '£22b6a01-759b-47e2-99ea-2e062abdbbed’,

'name': 'Test Policy Set 1',

'description': 'Test Policy Set',

'hitCounts': O,

(continues on next page)
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'rank': O,

'state': 'enabled',

'condition': {'link': None,

'conditionType': 'ConditionReference',
'isNegate': False,

'name': 'My New Condition',

'id': '92bba708-1df6-4f03-9d40-d28b4cbh2d982"',
'description': 'New optional Description'},
'serviceName': 'Default Network Access',

'isProxy': False,

'link': {'rel': 'self',

'href': 'https://198.18.133.27/api/v1/policy/network-access/policy-set/£22b6a®1-759b-
—47e2-99%ea-2e062abdb6ed "',

"type': 'application/json'}}]

1.3.8 Catching Exceptions

If something should go wrong with the API call, an exception will be raised. ApiError exceptions are raised when an
error condition is returned from the Identity Services Engine cloud. Details will be provided in the error message.

>>> from ciscoisesdk import IdentityServicesEngineAPI, ApiError

>>> api = IdentityServicesEngineAPI(username="'devnetuser', password='Ciscol23!")

>>> # The uses_api_gateway is True by default and the base_url used by default is from.,
—sciscoisesdk.config import DEFAULT_BASE_URL®

>>> network_device_response = api.network_device.create_network_device(name='ISE_EST_
—Local_Host_19', network_device_iplist=[{"ipaddress": "127.35.0.1", "mask": 323}])
ApiError Traceback (most recent call last)
<ipython-input-71-afadb5c98c43> in <module>

----> 1 network_device_response = api.network_device.create_network_device(name="'ISE_EST_
—Local_Host_19', network_device_iplist=[{"ipaddress": "127.35.0.1", "mask": 323}])

2
ciscoisesdk/misc.py in check_response_code(response, expected_response_code)
63 raise RateLimitError(response)
64 else:
--> 65 raise ApiError(response)
66

ApiError: [400] - The request was invalid or cannot be otherwise served.

{
"ERSResponse" : {

"operation" : "POST-create-networkdevice",

"messages" : [ {
"title" : "Network Device Create failed: Device Name Already Exist",
"type" : "ERROR",
"code" : "Application resource validation exception"

1,

"link" : {
"rel" : "related",
"href" : "https://198.18.133.27/ers/config/networkdevice",
"type" : "application/xml"

}

(continues on next page)
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3
}

>>>

You can catch any errors returned by the Identity Services Engine cloud by catching ApiError exceptions in a try-
except block.

>>> from ciscoisesdk.exceptions import ApiError
>>> try:
e network_device_response = api.network_device.create_network_device(name='ISE_EST_
—~Local_Host_19', network_device_iplist=[{"ipaddress": "127.35.0.1", "mask": 32}])
. except ApiError as e:
. print(e)
ApiError: [400] - The request was invalid or cannot be otherwise served.

{
"ERSResponse" : {

"operation" : "POST-create-networkdevice",
"messages" : [ {
"title" : "Network Device Create failed: Device Name Already Exist",
"type" : "ERROR",
"code" : "Application resource validation exception"
1,
"link" : {
"rel" : "related",
"href" : "https://198.18.133.27/ers/config/networkdevice",
"type" : "application/xml"
}
}
3
>>>

ciscoisesdk will also raise a number of other standard errors (TypeError, ValueError, etc.); however, these errors
are usually caused by incorrect use of the package or methods and should be sorted while debugging your app.

1.3.9 Working with Returned Objects

The Identity Services Engine cloud returns data objects in JSON format, like so:

[
{
"default": false,
"id": "£22b6a01-759b-47e2-99ea-2e062abdbbed",
"name": "Test Policy Set 1",
"description": "Test Policy Set",
"hitCounts": 0,
"rank": 0,
"state": "enabled",
"condition": {
"link": null,
"conditionType": "ConditionReference",
"isNegate": false,

(continues on next page)
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"name": "My New Condition",
"id": "92bba708-1df6-4£f03-9d40-d28b4cb2d982",
"description": "New optional Description”
3,
"serviceName": "Default Network Access",
"isProxy": false,
"link": {
"rel": "self",

"href": "https://198.18.133.27/api/v1/policy/network-access/policy-set/f22b6a01-
—759b-47e2-99ea-2e062abdbbed",
"type": "application/json"
}
}

Sure, JSON data objects can easily be parsed and represented in Python using dictionaries, but when working with an
‘object’” wouldn’t it be nice to be able to work with it like an object - using native object syntax (like accessing attributes
using ‘.’ notation)? ciscoisesdk enables you to do just that:

>>> policy_set = api.network_access_policy_set.get_all().response.response
>>> policy_set[0].id

'£22b6a01-759b-47e2-99ea-2e062abdb6ed’

>>> policy_set[0].condition.conditionType

'ConditionReference’

>>> policy_set[0].condition.name

'My New Condition'

Representing and treating Identity Services Engine data objects as Python data objects, can really help clean up your
code and make coding easier:

1. You don’t need to create variables to hold all the data attributes, just use the attributes available underneath the
data object.

>>> # Do this

>>> device_list_response = api.network_device.get_all(filter="name.EQ.ISE_EST_Local_
—~Host_19")

>>> device_response = device_list_response.response.SearchResult.resources[0]

>>> device_response_detail = api.network_device.get_by_id(device_response.id).
—response.NetworkDevice

>>> # or even this

>>> filter_query = 'name.EQ.ISE_EST Local_Host_19'

>>> device_response_id = api.network_device.get_all(filter=filter_query).response.
—.SearchResult.resources[0].id

>>> device_response_detail = api.network_device.get_by_id(device_response_id).
—.response.NetworkDevice

2. When accessing ‘optional’ attributes, like device_list_response.response.SearchResult.
resources[0].id attribute of Identity Services Engine NetworkDevice object, the response object will
return None when the attribute is not present and will return the attribute’s value when it is present. This avoids
some boiler plate code and/or needless exception handling, when working with optional attributes.
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>>> devices_response = api.network_device.get_all().response
>>> # Instead of doing this
>>> if hasattr(devices_response, 'SearchResult') and hasattr(devices_response.
—.SearchResult, 'resources'):
devices = devices_response.SearchResult.resources
for d in devices:
if hasattr(d, 'id') and hasattr(d, 'description'):
# Do something with the configlist attribute
- print(d.id, d.description)
>>> # Or this
. try:
devices = devices_response.SearchResult.resources
. except AttributeError as e:
pass
. for d in devices:
# Do something with the configlList attribute
print(d.id, d.description)
. except AttributeError as e:
pass
>>> # You can do this, which is cleaner
>>> if devices_response.SearchResult and devices_response.SearchResult.resources:
for d in devices_response.SearchResult.resources:
if d.id and d.description:
# Do something with the configlist attribute
print(d.id, d.description)

3. It just feels more natural. :-) When iterating through sequences, and working with objects in those sequences
(see the next section), working with objects as objects is definitely more Pythonic.

The Zen of Python (PEP 20): “Beautiful is better than ugly.” “Simple is better than complex.”
The currently modeled Identity Services Engine Data Object with its functions, is available /ere in the User API Doc.
What if Identity Services Engine adds new data attributes?

Attribute access WILL WORK for the newly added attributes (yes, without a package update!). ciscoisesdk is written
to automatically take advantage of new attributes and data as they are returned.

1.3.10 Configuring Logging for ciscoisesdk

The main ciscoisesdk logger is ciscoisesdk.
Other loggers are ciscoisesdk.exceptions, ciscoisesdk.restsession and ciscoisesdk.api.custom_caller.
The ciscoisesdk adds only the logging.NullHandler following the logging recommendations for libraries

So you can add your logging handlers according to your needs.

import logging
import warnings
from ciscoisesdk import IdentityServicesEngineAPI

# Another way to disable warnings caused by (verify=False)
warnings.filterwarnings('ignore', message='Unverified HTTPS request')

(continues on next page)
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logger = logging.getLogger('simple_example')

logger.setLevel (logging.DEBUG)

# create console handler and set level to debug

ch = logging.StreamHandler()

# create formatter

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
# add formatter to ch

ch.setFormatter(formatter)

# add ch to logger

logger.addHandler(ch)

ch_ = logging.StreamHandler()
api = IdentityServicesEngineAPI(verify=False, debug=True)
logging.getLogger('ciscoisesdk') .addHandler(ch_)

logger.debug('simple message')
api.network_device.get_all() .response

1.3.11 Adding API call definitions

Custom caller functions help you:
1. Add support for custom API calls.

2. Add support for API calls that are/were not documented when the SDK was released.

from ciscoisesdk import api

# Create a IdentityServicesEngineAPI connection object;
# it uses Identity Services Engine sandbox URL, username and password, with Identity.
—Services Engine API version 3.1.1.,
# and requests to verify the server's TLS certificate with verify=True.
api_ = api.IdentityServicesEngineAPI (username="devnetuser",
password="Ciscol23!",
base_url="https://dcloud-dna-ise-rtp.cisco.com",
version='3.1.1",
verify=True

)

# Add your custom API call to the connection object.
# Define the get_hotspotportal function.
# Call it with:

# get_hotspotportal (params={'filter': 'mame.EQ.Hotspot Guest Portal'})
def get_hotspotportal (params):
return api_.custom_caller.call_api('GET', '/ers/config/hotspotportal', params)

# Add your custom API call to the connection object.

# Define the delete_hotspotportal_by_id function

# under the custom_caller wrapper.

# Call it with:

# api_.custom_caller.delete_hotspotportal_by_id('be456g16-14fd-4cac-94b7-ac3b8f9f")
api_.custom_caller.add_api('delete_hotspotportal_by_id',

(continues on next page)
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lambda _id:
api_.custom_caller.call_api(
'DELETE',

'/ers/config/hotspotportal/{id}",
path_params={

'id': _id,
b

# Advance usage example using Custom Caller functions.

def setup_custom():
Defines the get_hotspotportal_by_id and delete_hotspotportal_by_id functions
under the custom_caller wrapper, and with help documentation
in two different ways.

Check that they have been added with
'get_hotspotportal_by_id' in dir(api_.custom_caller)
'delete_hotspotportal_by_id' in dir(api_.custom_caller)

Quickly check that you indeed have them as functions with
type(getattr(api_.custom_caller, 'get_hotspotportal_by_id"))
type(getattr(api_.custom_caller, 'delete_hotspotportal_by_id"))

Check the documentation with
help(api_.custom_caller.get_hotspotportal _by_id)
help(api_.custom_caller.delete_hotspotportal_by_id)

o

# Alternative 1: Definition with helper function.
def _get_hotspotportal_by_id(_id):
"""Custom hostport portal API call, returns response attribute

Args:
_id(str): Hostport portal id.

Returns:
RestResponse: REST response with following properties:
- headers(MyDict): response headers.
- response(MyDict): response body as a MyDict object. Access the object
—'s properties by using the dot notation
or the bracket notation.
- content (bytes): representation of the request's response
- text(str): representation of the request's response
return api_.custom_caller.call_api(
'"GET',
'/ers/config/hotspotportal/{id}",
path_params={
'id': _id,
b

(continues on next page)
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# Finally add the function as an attribute.
api_.custom_caller.add_api('get_hotspotportal_by_id', _get_hotspotportal_by_id)

# Alternative 2: Definition with lambda function.
api_.custom_caller.add_api('delete_hotspotportal_by_id",

lambda _id:
api_.custom_caller.call_api(
'DELETE',

'/ers/config/hotspotportal/{id}',
path_params={
'id': _id,
B
)
# Finally add the documentation
api_.custom_caller.delete_hotspotportal_by_id. doc__ =
Custom global credential API call to delete hostport portal

Args:
_id(str): Hostport portal id.

Returns:
RestResponse: REST response with following properties:
- headers(MyDict): response headers.
- response(MyDict): response body as a MyDict object. Access the object's.
—properties by using the dot notation
or the bracket notation.
- content(bytes): representation of the request's response
- text(str): representation of the request's response

Check out the Custom Caller documentation to begin using it.

Copyright (c) 2021 Cisco and/or its affiliates.

1.4 User API Doc

1.4.1 IdentityServicesEngineAPI

The IdentityServicesEngineAPI class creates “connection objects” for working with the Identity Services Engine
APIs and hierarchically organizes the Identity Services Engine APIs and their endpoints underneath these connection
objects.
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Warning: The minimum supported version is ISE 3.1. Future releases may drop the ISE version 3.0.0.

IdentityServicesEngineAPlI summary structure

v3.0.0 summary

IdentityServicesEngineAPI

aci_bindings

get_aci_bindings() get_aci

aci_settings

get_aci_settings() get_ver

active_directory

create_active_directory()

admin_user get_admin_user_by_id() get
allowed_protocols create_allowed_protocol()
anc_endpoint apply_anc_endpoint () bulk_
anc_policy bulk_request_for_anc_poli
authentication authentication_api()
authorization_profile create_authorization_prof.
backup_and_restore cancel_backup () config_bac
byod_portal create_byod_portal () delet
certificate_profile create_certificate_profil
certificate_template get_certificate_template(
certificates bind_csr() delete_csr_by_i
clear_threats_and_vulnerabilities clear_threats_and_vulnera
consumer access_secret() activate_a

custom_caller

add_api() call_api()

device_administration_authentication_rules

create_device_admin_authe:

device_administration_authorization_exception_rules

create_device_admin_local.

device_administration_authorization_global_exception_rules

create_device_admin_polic

device_administration_authorization_rules

create_device_admin_autho.

device_administration_command_set

get_device_admin_command._.

device_administration_conditions

create_device_admin_condi

device_administration_dictionary_attributes_list

get_device_admin_dictiona.

device_administration_identity_stores

get_device_admin_identity.

device_administration_network_conditions

create_device_admin_netwo.

device_administration_policy_set

create_device_admin_polic

device_administration_profiles

get_device_admin_profiles

device_administration_service_names

get_device_admin_service_l

device_administration_time_date_conditions

create_device_admin_time_

downloadable_acl

create_downloadable_acl()

egress_matrix_cell

bulk_request_for_egress_m

endpoint

bulk_request_for_endpoint

endpoint_certificate

create_endpoint_certifica

endpoint_identity_group

create_endpoint_group() de

external_radius_server

create_external_radius_se.

filter_policy

create_filter_policy() del

guest_location

get_guest_location() get_g

guest_smtp_notification_configuration

create_guest_smtp_notific.

guest_ssid create_guest_ssid() delete
guest_type create_guest_type() delete
guest_user approve_guest_user_by_id(
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hotspot_portal

create_hotspot_portal () de

identity_groups

create_identity_group() ge

identity_sequence

create_identity_sequence(

internal_user

create_internal_user() del

ip_to_sgt_mapping

bulk_request_for_ip_to_sg

ip_to_sgt_mapping_group

bulk_request_for_ip_to_sg

mdm

get_endpoint_by_mac_addre.

misc

delete_all_sessions() get_

my_device_portal

create_my_device_portal()

native_supplicant_profile

delete_native_supplicant_|]

network_access_authentication_rules

create_network_access_aut.

network_access_authorization_exception_rules

create_network_access_loc

network_access_authorization_global_exception_rules

create_network_access_pol.

network_access_authorization_rules

create_network_access_aut.

network_access_conditions

create_network_access_con

network_access_dictionary

create_network_access_dic

network_access_dictionary_attribute

create_network_access_dic

network_access_dictionary_attributes_list

get_network_access_dictio

network_access_identity_stores

get_network_access_identi

network_access_network_conditions

create_network_access_net!

network_access_policy_set

create_network_access_pol.

network_access_profiles

get_network_access_profil

network_uccess_security_groups

get_network_access_securi

network_access_service_names

get_network_access_servic

network_access_time_date_conditions

create_network_access_tim

network_device

bulk_request_for_network_.

network_device_group

create_network_device_groi

node_deployment

delete_node() get_node_det

node_details

get_node_detail_by_id() ge

node_group create_node_group() delete
pan_ha disable_pan_ha() enable_pa
portal get_portal_by_id() get_por

portal_global_setting

get_portal_global_setting.

portal_theme

create_portal_theme() dele

profiler get_profiles()
profiler_profile get_profiler _profile_by_i
provider authorization() register_s

psn_node_details_with_radius_service

get_session_service_node(

pull_deployment_info

get_deployment_info() get_

px_grid_node

approve_px_grid_node() del

px_grid_settings

autoapprove_px_grid_setti

radius_failure

get_failures()

radius_server_sequence

create_radius_server_sequ

replication_status

get_node_replication_stati

repository

create_repository() delete

restid_store

create_rest_id_store() del

security_group_to_virtual_network

bulk_request_for_security.

security_groups

bulk_request_for_security.

security_groups_acls

bulk_request_for_security.

self_registered_portal

create_self_registered_po.
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session_directory

get_session_by_ip_address

sms_provider

get_sms_provider() get_sms

sponsor_group

create_sponsor_group () del

sponsor_group_member

get_sponsor_group_member (.

sponsor_portal

create_sponsor_portal () de

sponsored_guest_portal

create_sponsored_guest_po.

support_bundle_download

download_support_bundle()

support_bundle_status

get_support_bundle_status

support_bundle_trigger_configuration

create_support_bundle() ge

SXp_connections

bulk_request_for_sxp_conn

sxp_local_bindings

bulk_request_for_sxp_loca.

SXp_vpns

bulk_request_for_sxp_vpns

sync_ise_node

sync_node ()

system_certificate

create_system_certificate

system_health

get_healths() get_performa

tacacs_command_sets

create_tacacs_command_set:

tacacs_external_servers

create_tacacs_external_se.

tacacs_profile create_tacacs_profile() de
tacacs_server_sequence Create_tacacs_server_sequ
tasks get_task_status() get_task

telemetry_information

get_telemetry_info_by_id(

trust_sec_configuration

get_egress_matrices() get_

trust_sec_sxp

get_bindings()

version_and_patch

get_ise_version_and_patch

version_info

get_version_info()

v3.1.0 summary

IdentityServicesEngineAPI

aci_bindings

get_aci_bindings() get_aci

aci_settings

get_aci_settings() get_ver

active_directory

create_active_directory()

admin_user get_admin_user_by_id() get
allowed_protocols create_allowed_protocol()
anc_endpoint apply_anc_endpoint () bulk_
anc_policy bulk_request_for_anc_poli
authentication authentication_api()
authorization_profile create_authorization_prof.
backup_and_restore cancel_backup () config_bac
byod_portal create_byod_portal () delet
certificate_profile create_certificate_profil
certificate_template get_certificate_template(
certificates bind_csr() delete_csr_by_i
clear_threats_and_vulnerabilities clear_threats_and_vulnera
consumer access_secret() activate_a

custom_caller

add_api() call_api()

device_administration_authentication_rules

create_device_admin_authe:

device_administration_authorization_exception_rules

create_device_admin_local.

device_administration_authorization_global_exception_rules

create_device_admin_polic

1.4. User API Doc

23



ciscoisesdk Documentation, Release 1.3.1

device_administration_authorization_rules

create_device_admin_autho.

device_administration_command_set

get_device_admin_command._.

device_administration_conditions

create_device_admin_condi

device_administration_dictionary_attributes_list

get_device_admin_dictiona.

device_administration_identity_stores

get_device_admin_identity.

device_administration_network_conditions

create_device_admin_netwo.

device_administration_policy_set

create_device_admin_polic

device_administration_profiles

get_device_admin_profiles

device_administration_service_names

get_device_admin_service_l

device_administration_time_date_conditions

create_device_admin_time_

downloadable_acl

create_downloadable_acl()

egress_matrix_cell

bulk_request_for_egress_m

endpoint

bulk_request_for_endpoint

endpoint_certificate

create_endpoint_certifica

endpoint_identity_group

create_endpoint_group() de

external_radius_server

create_external_radius_se.

filter_policy

create_filter_policy() del

guest_location

get_guest_location() get_g

guest_smtp_notification_configuration

create_guest_smtp_notific.

guest_ssid create_guest_ssid() delete
guest_type create_guest_type() delete
guest_user approve_guest_user_by_id(
hotspot_portal create_hotspot_portal() de

identity_groups

create_identity_group() ge

identity_sequence

create_identity_sequence(

internal_user

create_internal_user() del

ip_to_sgt_mapping

bulk_request_for_ip_to_sg

ip_to_sgt_mapping_group

bulk_request_for_ip_to_sg

mdm

get_endpoint_by_mac_addre.

misc

delete_all_sessions() get_

my_device_portal

create_my_device_portal ()

native_supplicant_profile

delete_native_supplicant_|]

nbar_app

create_nbar_app() delete_r

network_access_authentication_rules

create_network_access_aut.

network_access_authorization_exception_rules

create_network_access_loc

network_access_authorization_global_exception_rules

create_network_access_pol.

network_access_authorization_rules

create_network_access_aut.

network_access_conditions

create_network_access_con

network_access_dictionary

create_network_access_dic

network_access_dictionary_attribute

create_network_access_dic

network_access_dictionary_attributes_list

get_network_access_dictio:

network_access_identity_stores

get_network_access_identi

network_access_network_conditions

create_network_access_net

network_access_policy_set

create_network_access_pol.

network_access_profiles

get_network_access_profil

network_access_security_groups

get_network_access_securi

network_access_service_names

get_network_access_servic

network_access_time_date_conditions

create_network_access_tim

network_device

bulk_request_for_network_.

network_device_group

create_network_device_groi
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node_deployment

delete_node() get_node_det

node_details

get_node_detail_by_id() ge

node_group create_node_group() delete
pan_ha disable_pan_ha() enable_pa
portal get_portal_by_id() get_por

portal_global_setting

get_portal_global_setting.

portal_theme

create_portal_theme() dele

profiler get_profiles()
profiler_profile get_profiler_profile_by_i
provider authorization() register._s

psn_node_details_with_radius_service

get_session_service_node(

pull_deployment_info

get_deployment_info() get_

px_grid_node

approve_px_grid_node() del

px_grid_settings

autoapprove_px_grid_settil

radius_failure

get_failures()

radius_server_sequence

create_radius_server_sequ

replication_status

get_node_replication_stati

repository

create_repository() delete

restid_store

create_rest_id_store() del

security_group_to_virtual_network

bulk_request_for_security.

security_groups

bulk_request_for_security.

security_groups_acls

bulk_request_for_security.

self_registered_portal

create_self_registered_po.

session_directory

get_session_by_ip_address

sg_vn_mapping

bulk_create_sg_vn_mapping.

sms_provider

get_sms_provider() get_sms

Sponsor_group

create_sponsor_group () del

sponsor_group_member

get_sponsor_group_member (

sponsor_portal

create_sponsor_portal () de

sponsored_guest_portal

create_sponsored_guest_po.

support_bundle_download

download_support_bundle()

support_bundle_status

get_support_bundle_status

support_bundle_trigger_configuration

create_support_bundle() ge

SXp_connections

bulk_request_for_sxp_conn

sxp_local_bindings

bulk_request_for_sxp_loca.

SXp_vpns

bulk_request_for_sxp_vpns

sync_ise_node

sync_node ()

system_certificate

create_system_certificate

system_health

get_healths() get_performa

tacacs_command_sets

create_tacacs_command_set:

tacacs_external_servers

create_tacacs_external_se.

tacacs_profile create_tacacs_profile() de
tacacs_server_sequence Create_tacacs_server_sequ
tasks get_task_status() get_task

telemetry_information

get_telemetry_info_by_id(

trust_sec_configuration

get_egress_matrices() get_

trust_sec_sxp

get_bindings()

version_and_patch

get_ise_version_and_patch

version_info

get_version_info()

virtual_network

bulk_create_virtual_netwo.
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vn_vlan_mapping

| bulk_create_vn_vlan_mappi:

v3.1.1 summary

IdentityServicesEngineAPI

aci_bindings

get_aci_bindings() get_aci

aci_settings

get_aci_settings() get_ver

active_directory

create_active_directory()

admin_user

get_admin_user_by_id() get

allowed_protocols create_allowed_protocol()
anc_endpoint apply_anc_endpoint () bulk_
anc_policy bulk_request_for_anc_poli
authentication authentication_api()
authorization_profile create_authorization_prof.
backup_and_restore cancel_backup () config_bac
byod_portal create_byod_portal () delet
certificate_profile create_certificate_profil
certificate_template get_certificate_template(
certificates bind_csr() delete_csr_by_i
clear_threats_and_vulnerabilities clear_threats_and_vulnera
consumer access_secret() activate_a

custom_caller

add_api() call_api()

device_administration_authentication_rules

create_device_admin_authe:

device_administration_authorization_exception_rules

create_device_admin_local.

device_administration_authorization_global_exception_rules

create_device_admin_polic

device_administration_authorization_rules

create_device_admin_autho.

device_administration_command_set

get_device_admin_command._.

device_administration_conditions

create_device_admin_condi

device_administration_dictionary_attributes_list

get_device_admin_dictiona.

device_administration_identity_stores

get_device_admin_identity.

device_administration_network_conditions

create_device_admin_netwo.

device_administration_policy_set

create_device_admin_polic

device_administration_profiles

get_device_admin_profiles

device_administration_service_names

get_device_admin_service_.

device_administration_time_date_conditions

create_device_admin_time_

downloadable_acl

create_downloadable_acl()

egress_matrix_cell

bulk_request_for_egress_m

endpoint

bulk_request_for_endpoint

endpoint_certificate

create_endpoint_certifica

endpoint_identity_group

create_endpoint_group() de

external_radius_server

create_external_radius_se.

filter_policy

create_filter_policy() del

guest_location

get_guest_location() get_g

guest_smtp_notification_configuration

create_guest_smtp_notific

guest_ssid create_guest_ssid() delete
guest_type create_guest_type() delete
guest_user approve_guest_user_by_id(
hotspot_portal create_hotspot_portal () de

identity_groups

create_identity_group() ge
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identity_sequence

create_identity_sequence(

internal_user

create_internal_user() del

ip_to_sgt_mapping

bulk_request_for_ip_to_sg

ip_to_sgt_mapping_group

bulk_request_for_ip_to_sg

licensing configure_smart_state() cr
mdm get_endpoint_by_mac_addre.
misc delete_all_sessions() get_

my_device_portal

create_my_device_portal ()

native_supplicant_profile

delete_native_supplicant_|]

nbar_app

create_nbar_app() delete_r

network_access_authentication_rules

create_network_access_aut.

network_access_authorization_exception_rules

create_network_access_loc

network_access_authorization_global_exception_rules

create_network_access_pol.

network_access_authorization_rules

create_network_access_aut.

network_access_conditions

create_network_access_con

network_access_dictionary

create_network_access_dic

network_access_dictionary_attribute

create_network_access_dic

network_access_dictionary_attributes_list

get_network_access_dictio

network_access_identity_stores

get_network_access_identi

network_access_network_conditions

create_network_access_net!

network_access_policy_set

create_network_access_pol.

network_access_profiles

get_network_access_profil

network_uccess_security_groups

get_network_access_securi

network_access_service_names

get_network_access_servic

network_access_time_date_conditions

create_network_access_tim

network_device

bulk_request_for_network_.

network_device_group

create_network_device_groi

node_deployment

delete_node() get_node_det

node_details

get_node_detail_by_id() ge

node_group add_node () create_node_grc
node_services get_interfaces() get_profi
pan_ha get_pan_ha_status() update
patching install_hotpatch() install
portal get_portal_by_id() get_por

portal_global_setting

get_portal_global_setting.

portal_theme

create_portal_theme() dele

profiler get_profiles()

profiler_profile get_profiler_profile_by_i
provider authorization() register_s
proxy get_proxy_connection() upc

psn_node_details_with_radius_service

get_session_service_node (

pull_deployment_info

get_deployment_info() get_

px_grid_node

approve_px_grid_node() del

px_grid_settings

autoapprove_px_grid_settil

radius_failure

get_failures()

radius_server_sequence

create_radius_server_sequ

repository

create_repository() delete

restid_store

create_rest_id_store() del

security_group_to_virtual_network

bulk_request_for_security.

security_groups

bulk_request_for_security.
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security_groups_acls

bulk_request_for_security.

self_registered_portal

create_self_registered_po.

session_directory

get_session_by_ip_address

sg_vn_mapping

bulk_create_sg_vn_mapping.

sms_provider

get_sms_provider() get_sms

sponsor_group

create_sponsor_group () del

sponsor_group_member

get_sponsor_group_member (.

sponsor_portal

create_sponsor_portal () de

sponsored_guest_portal

create_sponsored_guest_po.

support_bundle_download

download_support_bundle()

support_bundle_status

get_support_bundle_status

support_bundle_trigger_configuration

create_support_bundle() ge

S)C]?_C()I’IHEC'[['OI’[S

bulk_request_for_sxp_conn

sxp_local_bindings

bulk_request_for_sxp_loca.

SXp_vpns

bulk_request_for_sxp_vpns

system_certificate

create_system_certificate

system_health

get_healths() get_performa

tacacs_command_sets

create_tacacs_command_set:

[aCCICS_@X[E}"I’ZCI[_SE}’VE}’S

create_tacacs_external_se.

tacacs_profile create_tacacs_profile() de
tacacs_server_sequence Create_tacacs_server_sequ
tasks get_task_status() get_task
telemetry get_transport_gateway () up

telemetry_information

get_telemetry_info_by_id(

trust_sec_conﬁgLtration

get_egress_matrices() get_

trust_sec_sxp

get_bindings()

version_and_patch

get_ise_version_and_patch

version_info

get_version_info()

virtual_network

bulk_create_virtual_netwo.

vn_vlan_mapping

bulk_create_vn_vlan_mappil

IdentityServicesEngineAPI Class

class IdentityServicesEngineAPI
Identity Services Engine API wrapper.

Creates a ‘session’ for all API calls through a created IdentityServicesEngine API object. The ‘session’ handles

authentication, provides the needed headers, and checks all responses for error conditions.

IdentityServicesEngine API wraps all of the individual Identity Services Engine APIs and represents them in a

simple hierarchical structure.

__init__ (username=None, password=None, encoded_auth=None, uses_api_gateway=True,

base_url="https://dcloud-dna-ise-rtp.cisco.com’, ui_base_url=None, ers_base_url=None,

mnt_base_url=None, px_grid_base_url=None, single_request_timeout=60,

wait_on_rate_limit=True, verify=True, version='3.1.1', debug="'False', object_factory=<function

mydict_data_factory>, validator=<class

‘ciscoisesdk.models.schema_validator.SchemaValidator'>)

Create a new IdentityServicesEngineAPI object. An access token is required to interact with the Identity
Services Engine APIs. This package supports two methods for you to pass the authorization token:

1. Provide a encoded_auth value (username:password encoded in base 64). This has priority over

the following method

28
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2. Provide username and password values.

This package supports two methods for you to set those values:

1. Provide the parameter. That is the encoded_auth or username and password parameters.

2.

If an argument is not supplied, the package checks for its environment variable

counterpart. ~ That is the IDENTITY_SERVICES_ENGINE_ENCODED_AUTH, IDEN-
TITY_SERVICES_ENGINE_USERNAME, IDENTITY_SERVICES_ENGINE_PASSWORD.

When not given enough parameters an AccessTokenError is raised.
Parameters
e uses_api_gateway (bool,basestring) - Controls whether we
use the ISE’s API Gateway to make the request. Defaults to the
IDENTITY_SERVICES_ENGINE_USES_API_GATEWAY (or IDEN-

TITY_SERVICES_ENGINE_USES_API_GATEWAY_STRING) environment variable
or ciscoisesdk.config. DEFAULT_USES_API_GATEWAY if the environment variables
are not set.

base_url (basestring) — The base URL to be prefixed to the individual
API endpoint suffixes, used when uses_api_gateway is True.  Defaults to the
IDENTITY_SERVICES _ENGINE BASE URL environment variable or ciscois-
esdk.config. DEFAULT_BASE_URL if the environment variable is not set.

ui_base_url (basestring) — The UI base URL to be prefixed to the individual ISE
UI API endpoint suffixes, used when uses_api_gateway is False. Defaults to the IDEN-
TITY_SERVICES_ENGINE_BASE_URL environment variable if set.

ers_base_url (basestring) — The ERS base URL to be prefixed to the individual ISE
ERS API endpoint suffixes, used when uses_api_gateway is False. Defaults to the IDEN-
TITY_SERVICES_ENGINE_BASE_URL environment variable if set.

mnt_base_url (basestring) — The MNT base URL to be prefixed to the individual ISE
MNT API endpoint suffixes, used when uses_api_gateway is False. Defaults to the IDEN-
TITY_SERVICES_ENGINE_BASE_ URL environment variable if set.

px_grid_base_url (basestring) — The PxGrid base URL to be prefixed to the individ-
ual ISE PxGrid API endpoint suffixes, used when uses_api_gateway is False. Defaults to
the IDENTITY_SERVICES_ENGINE_BASE_URL environment variable if set.

username (basestring) — HTTP Basic Auth username.
password (basestring) — HTTP Basic Auth password.
encoded_auth (basestring) —- HTTP Basic Auth base64 encoded string.

single_request_timeout (int) — Timeout (in seconds) for RESTful HTTP requests.
Defaults to the IDENTITY_SERVICES_ENGINE_SINGLE_REQUEST_TIMEOUT en-
vironment variable or ciscoisesdk.config. DEFAULT_SINGLE_REQUEST_TIMEOUT if
the environment variable is not set.

wait_on_rate_limit (bool) — Enables or disables automatic rate-limit handling. De-
faults to the IDENTITY_SERVICES_ENGINE_WAIT_ON_RATE_LIMIT environment
variable or ciscoisesdk.config. DEFAULT_WAIT_ON_RATE_LIMIT if the environment
variable is not set.

verify (bool,basestring) — Controls whether we verify the server’s TLS
certificate, or a string, in which case it must be a path to a CA bundle to
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use. Defaults to the IDENTITY_SERVICES_ENGINE_VERIFY (or IDEN-
TITY_SERVICES_ENGINE_VERIFY_STRING) environment variable or ciscois-
esdk.config. DEFAULT_VERIFY if the environment variables are not set.

e version (basestring) — Controls which version of IDENTITY_SERVICES_ENGINE
to use. Defaults to the IDENTITY_SERVICES_ENGINE_VERSION environment vari-
able or ciscoisesdk.config. DEFAULT_VERSION if the environment variable is not set.

e debug (bool,basestring) — Controls whether to log information about Iden-
tity Services Engine APIs’ request and response process. Defaults to the IDEN-
TITY_SERVICES_ENGINE_DEBUG environment variable or False if the environment
variable is not set.

* object_factory (callable)— The factory function to use to create Python objects from
the returned Identity Services Engine JSON data objects.

e validator (callable) - The factory class with function
json_schema_validate(model:string) that returns an object with function validate(obj:dict)
is used to validate Python objects sent in the request body.

Returns A new IdentityServicesEngine API object.
Return type IdentityServicesEngineAPI
Raises

» TypeError — If the parameter types are incorrect.

¢ AccessTokenError — If an access token is not provided via the access_token argument
or an environment variable.

» VersionError —If the version is not provided via the version argument or an environment
variable, or it is not a Identity Services Engine API supported version [‘3.0.0°, ‘3.1.0°,
3.1.1°].

property uses_api_gateway
If the Identity Services Engine API uses an API Gateway.

property session
The Identity Services Engine API session.

property session_ui
The Identity Services Engine UI API session.

property session_ers
The Identity Services Engine ERS API session.

property session_mnt
The Identity Services Engine MNT API session.

property session_px_grid
The Identity Services Engine PxGrid API session.

property access_token
The access token used for API calls to the Identity Services Engine service.

property version
The API version of Identity Services Engine.

property verify
The verify (TLS Certificate) for the API endpoints.

property base_url
The base URL prefixed to the individual API endpoint suffixes for ERS and Custom Caller operations.
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property single_request_timeout
Timeout (in seconds) for an single HTTP request.

property wait_on_rate_limit
Automatic rate-limit handling enabled / disabled.

property ui_base_url
The ui base URL prefixed to the individual API endpoint suffixes for UI operations.

property ers_base_url
The ers base URL prefixed to the individual API endpoint suffixes for ERS operations.

property mnt_base_url
The mnt base URL prefixed to the individual API endpoint suffixes for MNT operations.

property px_grid_base_url
The px_grid base URL prefixed to the individual API endpoint suffixes for PxGrid operations

authentication

class Authentication
Identity Services Engine Authentication API.

Wraps the Identity Services Engine Authentication API and exposes the API as native Python methods that return
native Python objects.

property verify
The verify (TLS Certificate) for the API endpoints.

property base_url
The base URL for the API endpoints.

property single_request_timeout
Timeout in seconds for the API requests.

authentication_api (username, password, encoded_auth=None)
Exchange basic auth data for a Authorization Basic encoded value that can be used to invoke the APIs.

Parameters
¢ username (basestring) — HTTP Basic Auth username.
» password (basestring) — HTTP Basic Auth password.
¢ encoded_auth (basestring) — HTTP Basic Auth base64 encoded string.

Returns An AccessToken object with the access token provided by the Identity Services Engine
cloud.

Return type AccessToken

Raises TypeError — If the parameter types are incorrect.
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custom_caller

class CustomCaller
Identity Services Engine CustomCaller.

Identity Services Engine CustomCaller allows API creation.

add_api (name, oby)
Adds an api call to the CustomCaller.

Parameters

* name (str)—name you want to set to the api client, has to follow python variable naming
rule.

* obj (object) — api call which is actually a calling call_api method.

call_api (method, resource_path, raise_exception=True, original_response=False, **kwargs)
Handles the requests and response.

Parameters
» method (basestring) — type of request.
» resource_path (basestring) — URL in the request object.
e raise_exception (bool) — If True, http exceptions will be raised.

e original_response (bool) — If True, MyDict (JSON response) is returned, else re-
sponse object.

» path_params (dict) (optional) — Find each path_params’ key in the resource_path
and replace it with path_params’ value.

e params (optional) — Dictionary or bytes to be sent in the query string for the Request.

» data (optional)— Dictionary, bytes, or file-like object to send in the body of the Request.
¢ json (optional) — json data to send in the body of the Request.

* headers (optional) — Dictionary of HTTP Headers to send with the Request.

» cookies (optional) — Dict or CookieJar object to send with the Request.

» files (optional) — Dictionary of ‘name’: file-like-objects (or {‘name’: (‘filename’,
fileobj)}) for multipart encoding upload.

¢ auth (optional) — Auth tuple to enable Basic/Digest/Custom HTTP Auth.

e timeout (float, tuple) (optional)— How long to wait for the server to send data
before giving up, as a float, or a (connect timeout, read timeout) tuple.

e allow_redirects (bool) (optional)—bool. Setto Trueif POST/PUT/DELETE redi-
rect following is allowed.

» proxies (optional) — Dictionary mapping protocol to the URL of the proxy.

e verify (bool,string) (optional) — if True, the SSL cert will be verified. A
CA_BUNDLE path can also be provided as a string.

» stream (optional) — if False, the response content will be immediately downloaded.

e cert (basestring, tuple) (optional) - if String, path to ssl client cert file (.pem).
If Tuple, (‘cert’, ‘key’) pair
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Returns If original_response is True returns the original object response, else returns a JSON re-
sponse with access to the object’s properties by using the dot notation or the bracket notation.
Defaults to False.

Return type RestResponse or object
Raises
» TypeError — If the parameter types are incorrect.

* HTTPError — If the Identity Services Engine cloud returns an error.

IdentityServicesEngineAPI v3.0.0

aci_bindings

class AciBindings
Identity Services Engine ACIBindings API (version: 3.0.0).

Wraps the Identity Services Engine ACIBindings API and exposes the API as native Python methods that return
native Python objects.

get_aci_bindings (filter_by=None, filter_value=None, page=None, size=None, sort=None, sort_by=None,
headers=None, **query_parameters)
This API allows clients to retrieve all the bindings that were sent to Cisco ISE by ACI or received on ACI
from Cisco ISE.The binding information will be identical to the information on ACI bindings page in the
Cisco ISE UL Filtering will be based on one attribute only, such as ip/sgt/vn/psn/learnedFrom/learnedBy
with CONTAINS mode of search.

Parameters
* page (int) — page query parameter. Page number.
e size (int) — size query parameter. Number of objects returned per page.
* sort (basestring) — sort query parameter. sort type asc or desc.

¢ sort_by (basestring) — sortBy query parameter. sort column by which objects needs to
be sorted.

e filter_by (basestring, list, set, tuple)- filterBy query parameter.
e filter_value (basestring, list, set, tuple)-filterValue query parameter.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response

Return type RestResponse
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Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_all (filter_by=None, filter_value=None, page=None, size=None, sort=None, sort_by=None,
headers=None, **query_parameters)
Alias for get_aci_bindings

get_aci_bindings_generator (filter_by=None, filter_value=None, page=None, size=None, sort=None,
sort_by=None, headers=None, **query_parameters)
This API allows clients to retrieve all the bindings that were sent to Cisco ISE by ACI or received on ACI
from Cisco ISE.The binding information will be identical to the information on ACI bindings page in the
Cisco ISE UL Filtering will be based on one attribute only, such as ip/sgt/vn/psn/learnedFrom/learnedBy
with CONTAINS mode of search.

Parameters
e page (int) — page query parameter. Page number.
e size (int) - size query parameter. Number of objects returned per page.
* sort (basestring) — sort query parameter. sort type asc or desc.

¢ sort_by (basestring) — sortBy query parameter. sort column by which objects needs to
be sorted.

e filter_by (basestring, list, set, tuple)- filterBy query parameter.
e filter_value (basestring, list, set, tuple)-filterValue query parameter.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
A generator object containing the following object.

* RestResponse: REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response
Return type Generator
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_all_generator (filter_by=None, filter_value=None, page=None, size=None, sort=None,
sort_by=None, headers=None, **query_parameters)
Alias for get_aci_bindings_generator
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get_version(headers=None, **query_parameters)
This API helps to retrieve the version information related to the Cisco ACI bindings.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
aci_settings

class AciSettings
Identity Services Engine ACISettings API (version: 3.0.0).

Wraps the Identity Services Engine ACISettings API and exposes the API as native Python methods that return
native Python objects.

get_aci_settings (headers=None, **query_parameters)
This API allows the client to get ACI Settings.

Parameters
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response

Return type RestResponse
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Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_all (headers=None, **query_parameters)
Alias for get_aci_settings

test_aci_connectivity (headers=None, **query_parameters)
This API allows the client to test ACI Domain Manager connection.

Parameters
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
» ApiError — If the Identity Services Engine cloud returns an error.

update_aci_settings_by_id(id, aci50=None, aci51=None, aciipaddress=None, acipassword=None,
aciuser_name=None, admin_name=None, admin_password=None,
all_sxp_domain=None, default_sgt_name=None, enable_aci=None,
enable_data_plane=None, enable_elements_limit=None,
ip_address_host_name=None, |3_route_network=None,
max_num_iepg_from_aci=None, max_num_sgt_to_aci=None,
specific_sxp_domain=None, specifix_sxp_domain_list=None,
suffix_to_epg=None, suffix_to_sgt=None, tenant_name=None,
untagged_packet_iepg_name=None, headers=None, payload=None,
active_validation=True, **query_parameters)

This API allows the client to update ACI settings.

Parameters
* aci50 (boolean) — Enable 5.0 ACI Version, property of the request body.
e aci51 (boolean) — Enable 5.1 ACI Version, property of the request body.

¢ aciipaddress (string) — ACI Domain manager Ip Address., property of the request
body.

* acipassword (string) — ACI Domain manager Password., property of the request body.
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aciuser_name (string) — ACI Domain manager Username., property of the request
body.

admin_name (string) — ACI Cluster Admin name, property of the request body.
admin_password (string) — ACI Cluster Admin password, property of the request body.
all_sxp_domain (boolean) — allSxpDomain, property of the request body.
default_sgt_name (string) — defaultSgtName, property of the request body.
enable_aci (boolean) — Enable ACI Integration, property of the request body.
enable_data_plane (boolean) — enableDataPlane, property of the request body.

enable_elements_limit (boolean) — enableElementsLimit, property of the request
body.

id (basestring) — Resource UUID value, property of the request body.

ip_address_host_name (string) — ACI Cluster IP Address / Host name, property of
the request body.

13_route_network (string) — 13RouteNetwork, property of the request body.

max_num_iepg_from_aci (integer) — maxNumlepgFromAci, property of the request
body.

max_num_sgt_to_aci (integer) — maxNumSgtToAci, property of the request body.
specific_sxp_domain (boolean) — specificSxpDomain, property of the request body.

specifix_sxp_domain_list (1ist) — specifixSxpDomainList, property of the request
body (list of strings).

suffix_to_epg (string) — suffixToEpg, property of the request body.
suffix_to_sgt (string) — suffixToSgt, property of the request body.
tenant_name (string) — tenantName, property of the request body.

untagged_packet_iepg_name (string) — untaggedPacketlepgName, property of the
request body.

id - id path parameter.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

payload (dict) — A JSON serializable Python object to send in the body of the Request.
active_validation (bool) — Enable/Disable payload validation. Defaults to True.

**query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns

REST response with following properties:

* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by

using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response

* text(str): representation of the request’s response

Return type RestResponse
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Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

update_by_id(id, aci50=None, aci51=None, aciipaddress=None, acipassword=None, aciuser_name=None,
admin_name=None, admin_password=None, all_sxp_domain=None,
default_sgt_name=None, enable_aci=None, enable_data_plane=None,
enable_elements_limit=None, ip_address_host_name=None, 13_route_network=None,
max_num_iepg_from_aci=None, max_num_sgt_to_aci=None, specific_sxp_domain=None,
specifix_sxp_domain_list=None, suffix_to_epg=None, suffix_to_sgt=None,
tenant_name=None, untagged_packet_iepg_name=None, headers=None, payload=None,
active_validation=True, **query_parameters)

Alias for update_aci_settings_by_id

get_version(headers=None, **query_parameters)
This API helps to retrieve the version information related to the Cisco ACI settings.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.

anc_endpoint

class AncEndpoint

Identity Services Engine ANCEndpoint API (version: 3.0.0).

Wraps the Identity Services Engine ANCEndpoint API and exposes the API as native Python methods that return
native Python objects.

get_anc_endpoint_by_id(id, headers=None, **query_parameters)
This API allows the client to get an ANC endpoint by ID.

Parameters
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 id (basestring) — id path parameter.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
» ApiError — If the Identity Services Engine cloud returns an error.

get_by_id(id, headers=None, **query_parameters)
Alias for get_anc_endpoint_by_id

clear_anc_endpoint (additional_data=None, headers=None, payload=None, active_validation=True,
**query_parameters)
This API allows the client to clear the required configuration.

Parameters
e additional_data (1ist)— additionalData, property of the request body (list of objects).
* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict) — A JSON serializable Python object to send in the body of the Request.
* active_validation (bool) — Enable/Disable payload validation. Defaults to True.

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises

» TypeError — If the parameter types are incorrect.

1.4.
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¢ MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

clear (additional_data=None, headers=None, payload=None, active_validation=True, **query_parameters)
Alias for clear_anc_endpoint

get_anc_endpoint (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None,
headers=None, **query_parameters)

This API allows the «client to get all the ANC endpoints. Filter: [name]
To search resources by wusing toDate column,follow the format: DD-MON-YY
(Example:13-SEP-18) Day or  Year:GET  /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/filter=toDate. CONTAINS.SEP Date:GET

lers/config/guestuser/filter=toDate. CONTAINS.13-SEP-18 Sorting: [name].
Parameters
* page (int) — page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
» sortasc (basestring) — sortasc query parameter. sort asc.
e sortdsc (basestring) — sortdsc query parameter. sort desc.

o filter (basestring, list, set, tuple) - filter query parameter. Simple filtering
should be available through the filter query string parameter. The structure of a filter
is a triplet of field operator and value separated with dots. More than one filter can be
sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Descrip-
tion), (EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), NENDSW: Not Ends
With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

» filter_type (basestring) — filterType query parameter. The logical operator common
to ALL filter criteria will be by default AND, and can be changed by using the parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

¢ **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

e ApiError — If the Identity Services Engine cloud returns an error.
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get_all (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None,
headers=None, **query_parameters)
Alias for get_anc_endpoint

get_anc_endpoint_generator (filter=None, filter_type=None, page=None, size=None, sortasc=None,
sortdsc=None, headers=None, **query_parameters)

This API allows the client to get all the ANC endpoints. Filter: [name]
To search resources by wusing toDate column,follow the format: DD-MON-YY
(Example:13-SEP-18) Day or  Year:GET  /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/?filter=toDate. CONTAINS.SEP Date:GET

/ers/config/guestuser/filter=toDate. CONTAINS.13-SEP-18 Sorting: [name].
Parameters
* page (int) — page query parameter. Page number.
e size (int) — size query parameter. Number of objects returned per page.
* sortasc (basestring) — sortasc query parameter. sort asc.
¢ sortdsc (basestring) — sortdsc query parameter. sort desc.

e filter (basestring, list, set, tuple)— filter query parameter. Simple filtering
should be available through the filter query string parameter. The structure of a filter
is a triplet of field operator and value separated with dots. More than one filter can be
sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Descrip-
tion), (EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), (NENDSW: Not Ends
With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

o filter_type (basestring) — filterType query parameter. The logical operator common
to ALL filter criteria will be by default AND, and can be changed by using the parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
A generator object containing the following object.

* RestResponse: REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response
Return type Generator
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

e ApiError — If the Identity Services Engine cloud returns an error.
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get_all_generator (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None,
headers=None, **query_parameters)
Alias for get_anc_endpoint_generator

apply_anc_endpoint (additional_data=None, headers=None, payload=None, active_validation=True,
**query_parameters)
This API allows the client to apply the required configuration.

Parameters
e additional_data (1ist)— additionalData, property of the request body (list of objects).
* headers (dict) — Dictionary of HTTP Headers to send with the Request .
e payload (dict) — A JSON serializable Python object to send in the body of the Request.
¢ active_validation (bool) — Enable/Disable payload validation. Defaults to True.

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

apply (additional_data=None, headers=None, payload=None, active_validation=True, **query_parameters)
Alias for apply_anc_endpoint

get_version(headers=None, **query_parameters)
This API helps to retrieve the version information related to the ANC Endpoint.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
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* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

bulk_request_for_anc_endpoint (operation_type=None, resource_media_type=None, headers=None,
payload=None, active_validation=True, **query_parameters)
This API allows the client to submit the bulk request.

Parameters
e operation_type (string) — operationType, property of the request body.
» resource_media_type (string) — resourceMediaType, property of the request body.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .
e payload (dict) — A JSON serializable Python object to send in the body of the Request.
e active_validation (bool) — Enable/Disable payload validation. Defaults to True.

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

bulk_request (operation_type=None, resource_media_type=None, headers=None, payload=None,
active_validation=True, **query_parameters)
Alias for bulk_request_for_anc_endpoint

monitor_bulk_status_anc_endpoint (bulkid, headers=None, **query_parameters)
This API allows the client to monitor the bulk request.

Parameters
¢ bulkid (basestring) — bulkid path parameter.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
* MalformedRequest - If the request body created is invalid.
» ApiError — If the Identity Services Engine cloud returns an error.

monitor_bulk_status(bulkid, headers=None, **query_parameters)
Alias for monitor_bulk_status_anc_endpoint

active_directory

class ActiveDirectory
Identity Services Engine ActiveDirectory API (version: 3.0.0).

Wraps the Identity Services Engine ActiveDirectory API and exposes the API as native Python methods that
return native Python objects.

get_active_directory_by_name(name, headers=None, **query_parameters)
This API allows the client to get Active Directory by name.

Parameters
* name (basestring) — name path parameter.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.

* MalformedRequest — If the request body created is invalid.
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e ApiError — If the Identity Services Engine cloud returns an error.

get_by_name (name, headers=None, **query_parameters)
Alias for get_active_directory_by_name

get_user_groups (id, additional_data=None, headers=None, payload=None, active_validation=True,
**query_parameters)
This API allows the client to get groups of which a given user is a member.

Parameters
e additional_data (1ist)— additionalData, property of the request body (list of objects).
¢ id (basestring) — id path parameter.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .
» payload (dict)— A JSON serializable Python object to send in the body of the Request.
e active_validation (bool) — Enable/Disable payload validation. Defaults to True.

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

load_groups_from_domain(id, ad_attributes=None, ad_scopes_names=None, adgroups=None,
advanced_settings=None, description=None, domain=None,
enable_domain_white_list=None, name=None, headers=None, payload=None,
active_validation=True, **query_parameters)
This API loads domain groups configuration from Active Directory into Cisco ISE.

Parameters
¢ ad_attributes (object) — Holds list of AD Attributes, property of the request body.

¢ ad_scopes_names (string) — String that contains the names of the scopes that the ac-
tive directory belongs to. Names are separated by comma. Alphanumeric, underscore (_)
characters are allowed, property of the request body.

* adgroups (object) — Holds list of AD Groups, property of the request body.
¢ advanced_settings (object) — advancedSettings, property of the request body.

e description (string) — No character restriction, property of the request body.
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¢ domain (string) — The AD domain. Alphanumeric, hyphen (-) and dot (.) characters are
allowed, property of the request body.

* enable_domain_white_list (boolean) — enableDomainWhiteList, property of the re-
quest body.

 id (basestring) — Resource UUID value, property of the request body.

e name (string) — Resource Name. Maximum 32 characters allowed. Allowed characters
are alphanumeric and .-_/characters, property of the request body.

¢ id - id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict) — A JSON serializable Python object to send in the body of the Request.
* active_validation (bool) — Enable/Disable payload validation. Defaults to True.

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

leave_domain (id, additional_data=None, headers=None, payload=None, active_validation=True,
**query_parameters)
This API makes a Cisco ISE node to leave an Active Directory domain.

Parameters
* additional_data (1ist)— additionalData, property of the request body (list of objects).
e id (basestring) — id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict) — A JSON serializable Python object to send in the body of the Request.
* active_validation (bool) — Enable/Disable payload validation. Defaults to True.

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:

¢ headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

is_user_member_of_groups (id, additional_data=None, headers=None, payload=None,
active_validation=True, **query_parameters)
This API verifies if the user is a member of the given groups.

Parameters
e additional_data (1ist)— additionalData, property of the request body (list of objects).
e id (basestring) — id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .
¢ payload (dict) — A JSON serializable Python object to send in the body of the Request.
* active_validation (bool) — Enable/Disable payload validation. Defaults to True.

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_trusted_domains (id, headers=None, **query_parameters)
This API gets the list of domains that are accessible through the given join point via trust relationships.

Parameters
¢ id (basestring) — id path parameter.

¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .
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» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

join_domain_with_all_nodes (id, additional_data=None, headers=None, payload=None,
active_validation=True, **query_parameters)
This API joins all Cisco ISE Nodes to an Active Directory domain.

Parameters
e additional_data (1ist)— additionalData, property of the request body (list of objects).

¢ id (basestring) — id path parameter.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

payload (dict) — A JSON serializable Python object to send in the body of the Request.
e active_validation (bool) — Enable/Disable payload validation. Defaults to True.

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
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leave_domain_with_all_nodes (id, additional_data=None, headers=None, payload=None,
active_validation=True, **query_parameters)
This API joins makes all Cisco ISE nodes leave an Active Directory domain.

Parameters
* additional_data (1ist)— additionalData, property of the request body (list of objects).
¢ id (basestring) — id path parameter.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .
» payload (dict) — A JSON serializable Python object to send in the body of the Request.
* active_validation (bool) — Enable/Disable payload validation. Defaults to True.

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_groups_by_domain(id, additional_data=None, headers=None, payload=None, active_validation=True,
**query_parameters)
This API lists the groups of the given domain.

Parameters
* additional_data (1ist)— additionalData, property of the request body (list of objects).
¢ id (basestring) — id path parameter.
e headers (dict) — Dictionary of HTTP Headers to send with the Request .
» payload (dict) — A JSON serializable Python object to send in the body of the Request.
¢ active_validation (bool) — Enable/Disable payload validation. Defaults to True.

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.
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* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_active_directory_by_id(id, headers=None, **query_parameters)
This API fetchs the join point details by ID. The ID can be retrieved with the Get All operation.

Parameters
e id (basestring) — id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_by_id(id, headers=None, **query_parameters)
Alias for get_active_directory_by_id

delete_active_directory_by_id(id, headers=None, **query_parameters)
This API deletes an AD join point from Cisco ISE.

Parameters
¢ id (basestring) — id path parameter.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:

* headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

delete_by_id(id, headers=None, **query_parameters)
Alias for delete_active_directory_by_id

join_domain(id, additional_data=None, headers=None, payload=None, active_validation=True,
**query_parameters)
This API joins a Cisco ISE node to an Active Directory domain.

Parameters
* additional_data (1ist)— additionalData, property of the request body (list of objects).
¢ id (basestring) — id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .
» payload (dict) — A JSON serializable Python object to send in the body of the Request.
* active_validation (bool) — Enable/Disable payload validation. Defaults to True.

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_active_directory(page=None, size=None, headers=None, **query_parameters)
This API lists all the join points for Active Directory domains in Cisco ISE.

Parameters

* page (int) — page query parameter. Page number.
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* size (int) - size query parameter. Number of objects returned per page.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
» ApiError — If the Identity Services Engine cloud returns an error.

get_all (page=None, size=None, headers=None, **query_parameters)
Alias for get_active_directory

get_active_directory_generator (page=None, size=None, headers=None, **query_parameters)
This API lists all the join points for Active Directory domains in Cisco ISE.

Parameters
* page (int) — page query parameter. Page number.
* size (int) — size query parameter. Number of objects returned per page.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

¢ **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
A generator object containing the following object.

* RestResponse: REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response
Return type Generator
Raises

* TypeError — If the parameter types are incorrect.

e MalformedRequest — If the request body created is invalid.
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ApiError — If the Identity Services Engine cloud returns an error.

get_all_generator (page=None, size=None, headers=None, **query_parameters)
Alias for get_active_directory_generator

create_active_directory (ad_attributes=None, ad_scopes_names=None, adgroups=None,

advanced_settings=None, description=None, domain=None,
enable_domain_white_list=None, id=None, name=None, headers=None,
payload=None, active_validation=True, **query_parameters)

This API creates an AD join point in Cisco ISE.

Parameters

ad_attributes (object) — Holds list of AD Attributes, property of the request body.

ad_scopes_names (string) — String that contains the names of the scopes that the ac-
tive directory belongs to. Names are separated by comma. Alphanumeric, underscore (_)
characters are allowed, property of the request body.

adgroups (object) — Holds list of AD Groups, property of the request body.
advanced_settings (object) — advancedSettings, property of the request body.
description (string) — No character restriction, property of the request body.

domain (string) — The AD domain. Alphanumeric, hyphen (-) and dot (.) characters are
allowed, property of the request body.

enable_domain_white_list (boolean) — enableDomainWhiteList, property of the re-
quest body.

id (string) — Resource UUID value, property of the request body.

name (string) — Resource Name. Maximum 32 characters allowed. Allowed characters
are alphanumeric and .-_/characters, property of the request body.

headers (dict) — Dictionary of HTTP Headers to send with the Request .
payload (dict) — A JSON serializable Python object to send in the body of the Request.
active_validation (bool) — Enable/Disable payload validation. Defaults to True.

**query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns

REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response

Return type RestResponse

Raises

TypeError — If the parameter types are incorrect.
MalformedRequest — If the request body created is invalid.

ApiError — If the Identity Services Engine cloud returns an error.
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create (ad_attributes=None, ad_scopes_names=None, adgroups=None, advanced_settings=None,
description=None, domain=None, enable_domain_white_list=None, id=None, name=None,
headers=None, payload=None, active_validation=True, **query_parameters)
Alias for create_active_directory

get_version(headers=None, **query_parameters)
This API helps to retrieve the version information related to the active directory.

Parameters
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.

admin_user

class AdminUser
Identity Services Engine AdminUser API (version: 3.0.0).

Wraps the Identity Services Engine AdminUser API and exposes the API as native Python methods that return
native Python objects.

get_admin_user_by_id(id, headers=None, **query_parameters)
This API allows the client to get an admin user by ID.

Parameters
e id (basestring) — id path parameter.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:

* headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_by_id(id, headers=None, **query_parameters)
Alias for get_admin_user_by_id

get_admin_users (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None,
headers=None, **query_parameters)

This API allows the client to get all the admin users. Filter: [firstName, lastName, ad-
minGroups, name, description, inactiveAccountNeverDisabled, includeSystemAlarmsInEmail,
email, enabled] To search resources by using toDate column,follow the format: DD-MON-
YY (Example:13-SEP-18) Day or Year:GET /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/filter=toDate. CONTAINS.SEP Date:GET
/ers/config/guestuser/ilter=toDate. CONTAINS.13-SEP-18 Sorting: [name, description].

Parameters
* page (int) — page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
» sortasc (basestring) — sortasc query parameter. sort asc.
e sortdsc (basestring) — sortdsc query parameter. sort desc.

o filter (basestring, list, set, tuple) - filter query parameter. Simple filtering
should be available through the filter query string parameter. The structure of a filter
is a triplet of field operator and value separated with dots. More than one filter can be
sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Descrip-
tion), (EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), NENDSW: Not Ends
With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

» filter_type (basestring) — filterType query parameter. The logical operator common
to ALL filter criteria will be by default AND, and can be changed by using the parameter.

¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.
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* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_all (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None,
headers=None, **query_parameters)
Alias for get_admin_users

get_admin_users_generator (filter=None, filter_type=None, page=None, size=None, sortasc=None,
sortdsc=None, headers=None, **query_parameters)

This API allows the client to get all the admin users. Filter: [firstName, lastName, ad-
minGroups, name, description, inactiveAccountNeverDisabled, includeSystemAlarmsInEmail,
email, enabled] To search resources by using toDate column,follow the format: DD-MON-
YY (Example:13-SEP-18) Day or Year:GET /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/filter=toDate. CONTAINS.SEP Date:GET
/ers/config/guestuser/ilter=toDate. CONTAINS.13-SEP-18 Sorting: [name, description].

Parameters
* page (int) — page query parameter. Page number.
* size (int) — size query parameter. Number of objects returned per page.
* sortasc (basestring) — sortasc query parameter. sort asc.
¢ sortdsc (basestring) — sortdsc query parameter. sort desc.

o filter (basestring, list, set, tuple) - filter query parameter. Simple filtering
should be available through the filter query string parameter. The structure of a filter
is a triplet of field operator and value separated with dots. More than one filter can be
sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Descrip-
tion), (EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), NENDSW: Not Ends
With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

o filter_type (basestring) — filterType query parameter. The logical operator common
to ALL filter criteria will be by default AND, and can be changed by using the parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:
— headers(MyDict): response headers.

— response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.
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— content(bytes): representation of the request’s response
— text(str): representation of the request’s response
Return type Generator
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_all_generator (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None,
headers=None, **query_parameters)
Alias for get_admin_users_generator

get_version(headers=None, **query_parameters)
This API helps to retrieve the version information related to the admin user.

Parameters
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

» ApiError — If the Identity Services Engine cloud returns an error.

allowed_protocols

class AllowedProtocols
Identity Services Engine AllowedProtocols API (version: 3.0.0).

Wraps the Identity Services Engine AllowedProtocols API and exposes the API as native Python methods that
return native Python objects.

get_allowed_protocol_by_name (name, headers=None, **query_parameters)
This API allows the client to get an allowed protocol by name.

Parameters

* name (basestring) — name path parameter.
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* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError — If the Identity Services Engine cloud returns an error.

get_by_name (name, headers=None, **query_parameters)
Alias for get_allowed_protocol_by_name

get_allowed_protocol_by_id(id, headers=None, **query_parameters)
This API allows the client to get an allowed protocol by ID.

Parameters
¢ id (basestring) — id path parameter.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:

* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_by_id(id, headers=None, **query_parameters)
Alias for get_allowed_protocol_by_id
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update_allowed_protocol_by_id(id, allow_chap=None, allow_eap_fast=None, allow_eap_md5=None,

allow_eap_tls=None, allow_eap_ttls=None, allow_leap=None,
allow_ms_chap_vI=None, allow_ms_chap_v2=None,
allow_pap_ascii=None, allow_peap=None,
allow_preferred_eap_protocol=None, allow_teap=None,
allow_weak_ciphers_for_eap=None, description=None,
eap_fast=None, eap_tls=None, eap_tls_Il_bit=None, eap_ttls=None,
name=None, peap=None, preferred_eap_protocol=None,
process_host_lookup=None, require_message_auth=None, teap=None,
headers=None, payload=None, active_validation=True,
**query_parameters)

This API allows the client to update an allowed protocol.

Parameters

allow_chap (boolean) — allowChap, property of the request body.
allow_eap_fast (boolean) — allowEapFast, property of the request body.
allow_eap_md5 (boolean) — allowEapMd5, property of the request body.
allow_eap_tls (boolean) — allowEapTIs, property of the request body.
allow_eap_ttls (boolean) — allowEapTtls, property of the request body.
allow_leap (boolean) — allowLeap, property of the request body.
allow_ms_chap_v1 (boolean) — allowMsChapV 1, property of the request body.
allow_ms_chap_v2 (boolean) — allowMsChapV2, property of the request body.
allow_pap_ascii (boolean) — allowPapAscii, property of the request body.
allow_peap (boolean) — allowPeap, property of the request body.

allow_preferred_eap_protocol (boolean)—allowPreferredEapProtocol, property of
the request body.

allow_teap (boolean) — allowTeap, property of the request body.

allow_weak_ciphers_for_eap (boolean)—allowWeakCiphersForEap, property of the
request body.

description (string) — description, property of the request body.

eap_fast (object) — The eapFast is required only if allowEapFast is true, otherwise it
must be ignored. The object eapFast contains the settings for EAP FAST protocol, property
of the request body.

eap_tls (object) — The eapTls is required only if allowEapTIs is true, otherwise it must
be ignored. The object eapTls contains the settings for EAP TLS protocol, property of the
request body.

eap_tls_1_bit (boolean) — eapTIsLBit, property of the request body.

eap_ttls (object) — The eapTtls is required only if allowEapTtls is true, otherwise it
must be ignored. The object eapTtls contains the settings for EAP TTLS protocol, property
of the request body.

id (basestring) — Resource UUID, Mandatory for update, property of the request body.
name (string) — Resource Name, property of the request body.

peap (object) — peap, property of the request body.
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» preferred_eap_protocol (string) — The preferredEapProtocol is required only if
allowPreferredEapProtocol is true, otherwise it must be ignored. Allowed Values:
EAP_FAST, PEAP, LEAP, EAP_MDS5, EAP_TLS, EAP_TTLS, TEAP, property of the
request body.

» process_host_lookup (boolean) — processHostLookup, property of the request body.
¢ require_message_auth (boolean)-requireMessageAuth, property of the request body.

* teap (object) — The teap is required only if allowTeap is true, otherwise it must be ig-
nored. The object teap contains the settings for TEAP protocol, property of the request
body.

¢ id - id path parameter.

¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

» payload (dict)— A JSON serializable Python object to send in the body of the Request.
e active_validation (bool) — Enable/Disable payload validation. Defaults to True.

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

update_by_id(id, allow_chap=None, allow_eap_fast=None, allow_eap_md5=None, allow_eap_tls=None,
allow_eap_ttls=None, allow_leap=None, allow_ms_chap_vI=None,
allow_ms_chap_v2=None, allow_pap_ascii=None, allow_peap=None,
allow_preferred_eap_protocol=None, allow_teap=None,
allow_weak_ciphers_for_eap=None, description=None, eap_fast=None, eap_tls=None,
eap_tls_l_bit=None, eap_ttls=None, name=None, peap=None,
preferred_eap_protocol=None, process_host_lookup=None, require_message_auth=None,
teap=None, headers=None, payload=None, active_validation=True, **query_parameters)

Alias for update_allowed_protocol_by_id

delete_allowed_protocol_by_id(id, headers=None, **query_parameters)
This API deletes an allowed protocol.

Parameters
¢ id (basestring) — id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
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» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

delete_by_id(id, headers=None, **query_parameters)
Alias for delete_allowed_protocol_by_id

get_allowed_protocols(page=None, size=None, headers=None, **query_parameters)
This API allows the client to get all the allowed protocols.

Parameters
* page (int) — page query parameter. Page number.
¢ size (int) - size query parameter. Number of objects returned per page.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_all (page=None, size=None, headers=None, **query_parameters)
Alias for get_allowed_protocols
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get_allowed_protocols_generator (page=None, size=None, headers=None, **query_parameters)
This API allows the client to get all the allowed protocols.

Parameters
* page (int) — page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:
— headers(MyDict): response headers.

— response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response
— text(str): representation of the request’s response
Return type Generator
Raises
e TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_all_generator (page=None, size=None, headers=None, **query_parameters)
Alias for get_allowed_protocols_generator

create_allowed_protocol (allow_chap=None, allow_eap_fast=None, allow_eap_md5=None,
allow_eap_tls=None, allow_eap_ttls=None, allow_leap=None,
allow_ms_chap_vI1=None, allow_ms_chap_v2=None, allow_pap_ascii=None,
allow_peap=None, allow_preferred_eap_protocol=None, allow_teap=None,
allow_weak_ciphers_for_eap=None, description=None, eap_fast=None,
eap_tls=None, eap_tls_l_bit=None, eap_ttls=None, name=None, peap=None,
preferred_eap_protocol=None, process_host_lookup=None,
require_message_auth=None, teap=None, headers=None, payload=None,
active_validation=True, **query_parameters)

This API creates an allowed protocol.

Parameters
¢ allow_chap (boolean) — allowChap, property of the request body.
* allow_eap_fast (boolean) — allowEapFast, property of the request body.
* allow_eap_md5 (boolean) — allowEapMd5, property of the request body.
¢ allow_eap_tls (boolean) — allowEapTIs, property of the request body.
¢ allow_eap_ttls (boolean) — allowEapTtls, property of the request body.

* allow_leap (boolean) — allowLeap, property of the request body.
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¢ allow_ms_chap_v1 (boolean) — allowMsChapV1, property of the request body.
¢ allow_ms_chap_v2 (boolean) — allowMsChapV2, property of the request body.
¢ allow_pap_ascii (boolean) — allowPapAscii, property of the request body.

* allow_peap (boolean) — allowPeap, property of the request body.

¢ allow_preferred_eap_protocol (boolean)— allowPreferredEapProtocol, property of
the request body.

¢ allow_teap (boolean) — allowTeap, property of the request body.

* allow_weak_ciphers_for_eap (boolean) - allowWeakCiphersForEap, property of the
request body.

¢ description (string) — description, property of the request body.

» eap_fast (object) — The eapFast is required only if allowEapFast is true, otherwise it
must be ignored. The object eapFast contains the settings for EAP FAST protocol, property
of the request body.

e eap_tls (object) — The eapTls is required only if allowEapTls is true, otherwise it must
be ignored. The object eapTls contains the settings for EAP TLS protocol, property of the
request body.

* eap_tls_1_bit (boolean) - eapTIsLBit, property of the request body.

e eap_ttls (object) — The eapTtls is required only if allowEapTtls is true, otherwise it
must be ignored. The object eapTtls contains the settings for EAP TTLS protocol, property
of the request body.

* name (string) — Resource Name, property of the request body.
* peap (object) — peap, property of the request body.

e preferred_eap_protocol (string) — The preferredEapProtocol is required only if
allowPreferredEapProtocol is true, otherwise it must be ignored. Allowed Values:
EAP_FAST, PEAP, LEAP, EAP_MDS5, EAP_TLS, EAP_TTLS, TEAP, property of the
request body.

¢ process_host_lookup (boolean) — processHostLookup, property of the request body.
e require_message_auth (boolean)-requireMessageAuth, property of the request body.

* teap (object) — The teap is required only if allowTeap is true, otherwise it must be ig-
nored. The object teap contains the settings for TEAP protocol, property of the request
body.

¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .
» payload (dict) — A JSON serializable Python object to send in the body of the Request.
¢ active_validation (bool) — Enable/Disable payload validation. Defaults to True.

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

1.4. User API Doc 63


https://docs.python.org/3/library/functions.html#object
https://docs.python.org/3/library/functions.html#object
https://docs.python.org/3/library/functions.html#object
https://docs.python.org/3/library/functions.html#object
https://docs.python.org/3/library/functions.html#object
https://docs.python.org/3/library/stdtypes.html#dict
https://docs.python.org/3/library/stdtypes.html#dict
https://docs.python.org/3/library/functions.html#bool

ciscoisesdk Documentation, Release 1.3.1

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

create (allow_chap=None, allow_eap_fast=None, allow_eap_md5=None, allow_eap_tls=None,
allow_eap_ttls=None, allow_leap=None, allow_ms_chap_vI=None, allow_ms_chap_v2=None,
allow_pap_ascii=None, allow_peap=None, allow_preferred_eap_protocol=None, allow_teap=None,
allow_weak_ciphers_for_eap=None, description=None, eap_fast=None, eap_tls=None,
eap_tls_l_bit=None, eap_ttls=None, name=None, peap=None, preferred_eap_protocol=None,
process_host_lookup=None, require_message_auth=None, teap=None, headers=None,
payload=None, active_validation=True, **query_parameters)

Alias for create_allowed_protocol

get_version(headers=None, **query_parameters)
This API helps to retrieve the version information related to the allowed protocols.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

» ApiError — If the Identity Services Engine cloud returns an error.
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anc_policy

class AncPolicy
Identity Services Engine AncPolicy API (version: 3.0.0).

Wraps the Identity Services Engine AncPolicy API and exposes the API as native Python methods that return
native Python objects.

get_anc_policy_by_name (name, headers=None, **query_parameters)
This API allows the client to get an ANC policy by name.

Parameters
* name (basestring) — name path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

 response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_by_name (name, headers=None, **query_parameters)
Alias for get_anc_policy_by_name

get_anc_policy_by_id(id, headers=None, **query_parameters)
This API allows the client to get an ANC policy by ID.

Parameters
¢ id (basestring) — id path parameter.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
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* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_by_id(id, headers=None, **query_parameters)
Alias for get_anc_policy_by_id

update_anc_policy_by_id(id, actions=None, name=None, headers=None, payload=None,
active_validation=True, **query_parameters)
This API allows the client to update an ANC policy.

Parameters

e actions (1ist) — QUARANTINE: Allows you to use Exception policies (authorization
policies) to limit or deny an endpoint access to the network. PORTBOUNCE: Resets the
port on the network device to which the endpoint is connected. SHUTDOWN : Shuts down
the port on the network device to which the endpoint is connected. RE_ AUTHENTICATE:
Re-authenticates the session from the endpoint., property of the request body (list of
strings. Available values are ‘QUARANTINE’, ‘PORTBOUNCE’, ‘SHUTDOWN’ and
‘RE_AUTHENTICATE’).

¢ id (basestring) — id, property of the request body.

* name (string) — name, property of the request body.

¢ id - id path parameter.

¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

» payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool) — Enable/Disable payload validation. Defaults to True.

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
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update_by_id(id, actions=None, name=None, headers=None, payload=None, active_validation=True,
**query_parameters)
Alias for update_anc_policy_by_id

delete_anc_policy_by_id(id, headers=None, **query_parameters)
This API allows the client to delete an ANC policy.

Parameters
¢ id (basestring) — id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

delete_by_id(id, headers=None, **query_parameters)
Alias for delete_anc_policy_by_id

get_anc_policy (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None,
headers=None, **query_parameters)
This API allows the client to get all the ANC policies. Filter:  [name] To search
resources by using toDate column,follow the format: DD-MON-YY (Example:13-
SEP-18) Day or Year:GET /ers/config/guestuser/ilter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/filter=toDate. CONTAINS.SEP Date:GET
/ers/config/guestuser/?filter=toDate. CONTAINS.13-SEP-18 Sorting: [name].

Parameters
* page (int) — page query parameter. Page number.
¢ size (int) - size query parameter. Number of objects returned per page.
* sortasc (basestring) — sortasc query parameter. sort asc.
* sortdsc (basestring) — sortdsc query parameter. sort desc.

o filter (basestring, list, set, tuple) - filter query parameter. Simple filtering
should be available through the filter query string parameter. The structure of a filter
is a triplet of field operator and value separated with dots. More than one filter can be
sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
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model description should specify if an attribute is a filtered field. (Operator: Descrip-
tion), (EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), NENDSW: Not Ends
With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

» filter_type (basestring) — filterType query parameter. The logical operator common
to ALL filter criteria will be by default AND, and can be changed by using the parameter.

¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

» ApiError — If the Identity Services Engine cloud returns an error.

get_all (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None,

headers=None, **query_parameters)
Alias for get_anc_policy

get_anc_policy_generator (filter=None, filter_type=None, page=None, size=None, sortasc=None,

sortdsc=None, headers=None, **query_parameters)

This API allows the client to get all the ANC policies. Filter: [name] To search
resources by using toDate column,follow the format: DD-MON-YY (Example:13-
SEP-18) Day or Year:GET /ers/config/guestuser/ilter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/filter=toDate. CONTAINS.SEP Date:GET

lers/config/guestuser/filter=toDate. CONTAINS.13-SEP-18 Sorting: [name].
Parameters
* page (int) — page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sortasc (basestring) — sortasc query parameter. sort asc.
e sortdsc (basestring) — sortdsc query parameter. sort desc.

e filter (basestring, list, set, tuple) - filter query parameter. Simple filtering
should be available through the filter query string parameter. The structure of a filter
is a triplet of field operator and value separated with dots. More than one filter can be
sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Descrip-
tion), (EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
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Starts With), NSTARTSW: Not Starts With), (ENDSW: Ends With), NENDSW: Not Ends
With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

filter_type (basestring) - filterType query parameter. The logical operator common
to ALL filter criteria will be by default AND, and can be changed by using the parameter.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

**query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns

A generator object containing the following object.

RestResponse: REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response

Return type Generator

Raises

TypeError — If the parameter types are incorrect.
MalformedRequest — If the request body created is invalid.

ApiError — If the Identity Services Engine cloud returns an error.

get_all_generator (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None,

headers=None, **query_parameters)

Alias for get_anc_policy_generator

create_anc_policy (actions=None, name=None, headers=None, payload=None, active_validation=True,

**query_parameters)

This API allows the client to create an ANC policy.

Parameters

actions (1ist) - QUARANTINE: Allows you to use Exception policies (authorization
policies) to limit or deny an endpoint access to the network. PORTBOUNCE: Resets the
port on the network device to which the endpoint is connected. SHUTDOWN : Shuts down
the port on the network device to which the endpoint is connected. RE_ AUTHENTICATE:
Re-authenticates the session from the endpoint., property of the request body (list of
strings. Available values are ‘QUARANTINE’, ‘PORTBOUNCE’, ‘SHUTDOWN’ and
‘RE_AUTHENTICATE’).

name (string) — name, property of the request body.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

payload (dict) — A JSON serializable Python object to send in the body of the Request.
active_validation (bool) — Enable/Disable payload validation. Defaults to True.

**query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
* MalformedRequest - If the request body created is invalid.
» ApiError — If the Identity Services Engine cloud returns an error.

create (actions=None, name=None, headers=None, payload=None, active_validation=True,
**query_parameters)
Alias for create_anc_policy

get_version(headers=None, **query_parameters)
This API helps to retrieve the version information related to the ANC policy.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

bulk_request_for_anc_policy(operation_type=None, resource_media_type=None, headers=None,
payload=None, active_validation=True, **query_parameters)
This API allows the client to submit the bulk request.

Parameters
e operation_type (string) — operationType, property of the request body.

» resource_media_type (string) — resourceMediaType, property of the request body.
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* headers (dict) — Dictionary of HTTP Headers to send with the Request .

payload (dict) — A JSON serializable Python object to send in the body of the Request.
* active_validation (bool) — Enable/Disable payload validation. Defaults to True.

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

bulk_request (operation_type=None, resource_media_type=None, headers=None, payload=None,
active_validation=True, **query_parameters)
Alias for bulk_request_for_anc_policy

monitor_bulk_status_anc_policy (bulkid, headers=None, **query_parameters)
This API allows the client to monitor the bulk request.

Parameters
* bulkid (basestring) — bulkid path parameter.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.

e MalformedRequest — If the request body created is invalid.
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e ApiError — If the Identity Services Engine cloud returns an error.

monitor_bulk_status (bulkid, headers=None, **query_parameters)
Alias for monitor_bulk_status_anc_policy

authorization_profile

class AuthorizationProfile
Identity Services Engine AuthorizationProfile API (version: 3.0.0).

Wraps the Identity Services Engine AuthorizationProfile API and exposes the API as native Python methods that

return native Python objects.

get_authorization_profile_by_name (name, headers=None, **query_parameters)
This API allows the client to get an authorization profile by name.

Parameters
* name (basestring) — name path parameter.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_by_name (name, headers=None, **query_parameters)
Alias for get_authorization_profile_by_name

get_authorization_profile_by_id(id, headers=None, **query_parameters)
This API allows the client to get an authorization profile by ID.

Parameters
e id (basestring) — id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns

REST response with following properties:
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headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response

Return type RestResponse

Raises

TypeError — If the parameter types are incorrect.
MalformedRequest — If the request body created is invalid.

ApiError — If the Identity Services Engine cloud returns an error.

get_by_id(id, headers=None, **query_parameters)
Alias for get_authorization_profile_by_id

update_authorization_profile_by_id(id, access_type=None, acl=None, advanced_attributes=None,

agentless_posture=None, airespace_acl=None,
airespace_ipv6_acl=None, asa_vpn=None,
authz_profile_type=None, auto_smart_port=None,
avc_profile=None, dacl_name=None, description=None,
easywired_session_candidate=None, interface_template=None,
ipv6_acl_filter=None, ipv6_dacl_name=None,
mac_sec_policy=None, name=None, neat=None,
profile_name=None, reauth=None, service_template=None,
track_movement=None, vlan=None,
voice_domain_permission=None, web_auth=None,
web_redirection=None, headers=None, payload=None,
active_validation=True, **query_parameters)

This API allows the client to update an authorization profile.

Parameters

access_type (string) — Allowed Values: ACCESS_ACCEPT, ACCESS_REJECT,
property of the request body.

acl (string) — acl, property of the request body.

advanced_attributes (1ist) — advancedAttributes, property of the request body (list
of objects).

agentless_posture (boolean) — agentlessPosture, property of the request body.
airespace_acl (string) — airespace ACL, property of the request body.
airespace_ipv6_acl (string) — airespacelPv6ACL, property of the request body.
asa_vpn (string) — asaVpn, property of the request body.

authz_profile_type (string) — Allowed Values: SWITCH, TRUSTSEC, TACACS
SWITCH is used for Standard Authorization Profiles, property of the request body.

auto_smart_port (string) — autoSmartPort, property of the request body.
avc_profile (string) — avcProfile, property of the request body.
dacl_name (string) — daclName, property of the request body.

description (string) — description, property of the request body.
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» easywired_session_candidate (boolean) — easywiredSessionCandidate, property of
the request body.

 id (basestring) — Resource UUID value, property of the request body.

* interface_template (string) — interfaceTemplate, property of the request body.
e ipv6_acl_filter (string) — ipvoACLFilter, property of the request body.

¢ ipv6_dacl_name (string) — ipv6DaclName, property of the request body.

e mac_sec_policy (string) - Allowed Values: MUST_SECURE,
MUST_NOT_SECURE, SHOULD_SECURE, property of the request body.

* name (string) — Resource Name, property of the request body.

* neat (boolean) — neat, property of the request body.

» profile_name (string) - profileName, property of the request body.

» reauth (object) — reauth, property of the request body.

* service_template (boolean) - serviceTemplate, property of the request body.
* track_movement (boolean) — trackMovement, property of the request body.

e vlan (object) — vlan, property of the request body.

* voice_domain_permission (boolean) — voiceDomainPermission, property of the re-
quest body.

¢ web_auth (boolean) — webAuth, property of the request body.
* web_redirection (object) — webRedirection, property of the request body.

¢ id - id path parameter.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

payload (dict) — A JSON serializable Python object to send in the body of the Request.
* active_validation (bool) — Enable/Disable payload validation. Defaults to True.

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

e ApiError — If the Identity Services Engine cloud returns an error.
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update_by_id(id, access_type=None, acl=None, advanced_attributes=None, agentless_posture=None,
airespace_acl=None, airespace_ipv6_acl=None, asa_vpn=None, authz_profile_type=None,
auto_smart_port=None, avc_profile=None, dacl_name=None, description=None,
easywired_session_candidate=None, interface_template=None, ipv6_acl_filter=None,
ipv6_dacl_name=None, mac_sec_policy=None, name=None, neat=None,
profile_name=None, reauth=None, service_template=None, track_movement=None,
vlan=None, voice_domain_permission=None, web_auth=None, web_redirection=None,
headers=None, payload=None, active_validation=True, **query_parameters)

Alias for update_authorization_profile_by_id

delete_authorization_profile_by_id(id, headers=None, **query_parameters)
This API deletes an authorization profile.

Parameters
e id (basestring) — id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

delete_by_id(id, headers=None, **query_parameters)
Alias for delete_authorization_profile_by_id

get_authorization_profiles(page=None, size=None, headers=None, **query_parameters)
This API allows the client to get all authorization profiles.

Parameters
* page (int)— page query parameter. Page number.
e size (int) - size query parameter. Number of objects returned per page.
e headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:

¢ headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_all (page=None, size=None, headers=None, **query_parameters)
Alias for get_authorization_profiles

get_authorization_profiles_generator (page=None, size=None, headers=None,
**query_parameters)
This API allows the client to get all authorization profiles.

Parameters
* page (int) — page query parameter. Page number.
¢ size (int) - size query parameter. Number of objects returned per page.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:
— headers(MyDict): response headers.

— response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response
— text(str): representation of the request’s response
Return type Generator
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_all_generator (page=None, size=None, headers=None, **query_parameters)
Alias for get_authorization_profiles_generator
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create_authorization_profile (access_type=None, acl=None, advanced_attributes=None,

agentless_posture=None, airespace_acl=None,
airespace_ipv6_acl=None, asa_vpn=None, authz_profile_type=None,
auto_smart_port=None, avc_profile=None, dacl_name=None,
description=None, easywired_session_candidate=None, id=None,
interface_template=None, ipv6_acl_filter=None,
ipv6_dacl_name=None, mac_sec_policy=None, name=None,
neat=None, profile_name=None, reauth=None, service_template=None,
track_movement=None, vlan=None, voice_domain_permission=None,
web_auth=None, web_redirection=None, headers=None,
payload=None, active_validation=True, **query_parameters)

This API creates an authorization profile.

Parameters

access_type (string) — Allowed Values: ACCESS_ACCEPT, ACCESS_REJECT,
property of the request body.

acl (string) — acl, property of the request body.

advanced_attributes (1ist) — advancedAttributes, property of the request body (list
of objects).

agentless_posture (boolean) — agentlessPosture, property of the request body.
airespace_acl (string) — airespace ACL, property of the request body.
airespace_ipv6_acl (string) — airespacelPv6ACL, property of the request body.
asa_vpn (string) — asaVpn, property of the request body.

authz_profile_type (string) — Allowed Values: SWITCH, TRUSTSEC, TACACS
SWITCH is used for Standard Authorization Profiles, property of the request body.

auto_smart_port (string) — autoSmartPort, property of the request body.
avc_profile (string) — avcProfile, property of the request body.
dacl_name (string) — daclName, property of the request body.
description (string) — description, property of the request body.

easywired_session_candidate (boolean) — easywiredSessionCandidate, property of
the request body.

id (string) — Resource UUID value, property of the request body.
interface_template (string) — interfaceTemplate, property of the request body.
ipv6_acl_filter (string) — ipv6ACLFilter, property of the request body.
ipv6_dacl_name (string) — ipvbDaclName, property of the request body.

mac_sec_policy (string) - Allowed Values: MUST_SECURE,
MUST_NOT_SECURE, SHOULD_SECURE, property of the request body.

name (string) — Resource Name, property of the request body.

neat (boolean) — neat, property of the request body.

profile_name (string) — profileName, property of the request body.
reauth (object) — reauth, property of the request body.

service_template (boolean) — serviceTemplate, property of the request body.
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* track_movement (boolean) — trackMovement, property of the request body.
¢ vlan (object) — vlan, property of the request body.

e voice_domain_permission (boolean) — voiceDomainPermission, property of the re-
quest body.

* web_auth (boolean) — webAuth, property of the request body.

* web_redirection (object) — webRedirection, property of the request body.

e headers (dict) — Dictionary of HTTP Headers to send with the Request .

» payload (dict) — A JSON serializable Python object to send in the body of the Request.
¢ active_validation (bool) — Enable/Disable payload validation. Defaults to True.

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
» ApiError — If the Identity Services Engine cloud returns an error.

create (access_type=None, acl=None, advanced_attributes=None, agentless_posture=None,
airespace_acl=None, airespace_ipv6_acl=None, asa_vpn=None, authz_profile_type=None,
auto_smart_port=None, avc_profile=None, dacl_name=None, description=None,
easywired_session_candidate=None, id=None, interface_template=None, ipv6_acl_filter=None,
ipv6_dacl_name=None, mac_sec_policy=None, name=None, neat=None, profile_name=None,
reauth=None, service_template=None, track_movement=None, vlan=None,
voice_domain_permission=None, web_auth=None, web_redirection=None, headers=None,
payload=None, active_validation=True, **query_parameters)

Alias for create_authorization_profile

get_version(headers=None, **query_parameters)
This API helps to retrieve the version information related to the authorization profile.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns

REST response with following properties:
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headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.

byod_portal

class ByodPortal
Identity Services Engine BYODPortal API (version: 3.0.0).

Wraps the Identity Services Engine BYODPortal API and exposes the API as native Python methods that return
native Python objects.

get_byod_portal_by_id(id, headers=None, **query_parameters)
This API allows the client to get a BYOD portal by ID.

Parameters
¢ id (basestring) — id path parameter. Portal id.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_by_id(id, headers=None, **query_parameters)
Alias for get_byod_portal_by_id
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update_byod_portal_by_id(id, customizations=None, description=None, name=None,
portal_test_url=None, portal_type=None, settings=None, headers=None,
payload=None, active_validation=True, **query_parameters)
This API allows the client to update a BYOD portal by ID.

Parameters

e customizations (object) — Defines all of the Portal Customizations available for a
BYOD, property of the request body.

e description (string) — description, property of the request body.
 id (basestring) — Resource UUID, mandatory for update, property of the request body.
* name (string) — Resource Name, property of the request body.

e portal_test_url (string)— URL to bring up a test page for this portal, property of the
request body.

* portal_type (string) — Allowed values: BYOD, HOTSPOTGUEST, MYDEVICE,
SELFREGGUEST, SPONSOR, SPONSOREDGUEST, property of the request body.

» settings (object)— Defines all of the settings groups available for a BYOD, property of
the request body.

¢ id - id path parameter. Portal id.

¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e payload (dict) — A JSON serializable Python object to send in the body of the Request.
e active_validation (bool) — Enable/Disable payload validation. Defaults to True.

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

update_by_id(id, customizations=None, description=None, name=None, portal_test_url=None,
portal_type=None, settings=None, headers=None, payload=None, active_validation=True,
**query_parameters)
Alias for update_byod_portal_by_id

delete_byod_portal_by_id(id, headers=None, **query_parameters)
This API deletes a BYOD portal by ID.
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Parameters
¢ id (basestring) — id path parameter. Portal id.
e headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

delete_by_id(id, headers=None, **query_parameters)
Alias for delete_byod_portal_by_id

get_byod_portal (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None,
headers=None, **query_parameters)
This API allows the client to get all the BYOD portals. Filter: [name, descrip-
tion] To search resources by using toDate column,follow the format: DD-MON-YY
(Example:13-SEP-18) Day or  Year:GET  /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/filter=toDate. CONTAINS.SEP Date:GET
/ers/config/guestuser/filter=toDate. CONTAINS.13-SEP-18 Sorting: [name, description].

Parameters
* page (int) — page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
» sortasc (basestring) — sortasc query parameter. sort asc.
e sortdsc (basestring) — sortdsc query parameter. sort desc.

e filter (basestring, list, set, tuple) - filter query parameter. Simple filtering
should be available through the filter query string parameter. The structure of a filter
is a triplet of field operator and value separated with dots. More than one filter can be
sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Descrip-
tion), (EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), NENDSW: Not Ends
With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

» filter_type (basestring) — filterType query parameter. The logical operator common
to ALL filter criteria will be by default AND, and can be changed by using the parameter.
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* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_all (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None,
headers=None, **query_parameters)
Alias for get_byod_portal

get_byod_portal_generator (filter=None, filter_type=None, page=None, size=None, sortasc=None,
sortdsc=None, headers=None, **query_parameters)
This API allows the client to get all the BYOD portals. Filter: [name, descrip-
tion] To search resources by using toDate column,follow the format: DD-MON-YY
(Example:13-SEP-18) Day or  Year:GET  /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/?filter=toDate. CONTAINS.SEP Date:GET
/ers/config/guestuser/ilter=toDate. CONTAINS.13-SEP-18 Sorting: [name, description].

Parameters
* page (int) — page query parameter. Page number.
e size (int) — size query parameter. Number of objects returned per page.
* sortasc (basestring) — sortasc query parameter. sort asc.
¢ sortdsc (basestring) — sortdsc query parameter. sort desc.

o filter (basestring, list, set, tuple) - filter query parameter. Simple filtering
should be available through the filter query string parameter. The structure of a filter
is a triplet of field operator and value separated with dots. More than one filter can be
sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Descrip-
tion), (EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), NSTARTSW: Not Starts With), (ENDSW: Ends With), (NENDSW: Not Ends
With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

o filter_type (basestring) — filterType query parameter. The logical operator common
to ALL filter criteria will be by default AND, and can be changed by using the parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
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**query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns

A generator object containing the following object.

RestResponse: REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response

Return type Generator

Raises

TypeError — If the parameter types are incorrect.
MalformedRequest — If the request body created is invalid.

ApiError — If the Identity Services Engine cloud returns an error.

get_all_generator (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None,

headers=None, **query_parameters)

Alias for get_byod_portal_generator

create_byod_portal (customizations=None, description=None, id=None, name=None,

portal_test_url=None, portal_type=None, settings=None, headers=None,
payload=None, active_validation=True, **query_parameters)

This API creates a BYOD portal.

Parameters

customizations (object) — Defines all of the Portal Customizations available for a
BYOD, property of the request body.

description (string) — description, property of the request body.
id (string) — Resource UUID, mandatory for update, property of the request body.
name (string) — Resource Name, property of the request body.

portal_test_url (string) — URL to bring up a test page for this portal, property of the
request body.

portal_type (string) — Allowed values: BYOD, HOTSPOTGUEST, MYDEVICE,
SELFREGGUEST, SPONSOR, SPONSOREDGUEST, property of the request body.

settings (object) — Defines all of the settings groups available for a BYOD, property of
the request body.

headers (dict) — Dictionary of HTTP Headers to send with the Request .
payload (dict) — A JSON serializable Python object to send in the body of the Request.
active_validation (bool) — Enable/Disable payload validation. Defaults to True.

**query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
* MalformedRequest - If the request body created is invalid.
» ApiError — If the Identity Services Engine cloud returns an error.

create (customizations=None, description=None, id=None, name=None, portal_test_url=None,
portal_type=None, settings=None, headers=None, payload=None, active_validation=True,
**guery_parameters)
Alias for create_byod_portal

get_version(headers=None, **query_parameters)
This API helps to retrieve the version information related to the BYOD portal.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
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backup_and_restore

class BackupAndRestore
Identity Services Engine Backup And Restore API (version: 3.0.0).

Wraps the Identity Services Engine Backup And Restore API and exposes the API as native Python methods that
return native Python objects.

config_backup (backup_encryption_key=None, backup_name=None, repository_name=None,
headers=None, payload=None, active_validation=True, **query_parameters)
Triggers on demand configuration backup on the ISE node. The API returns the task ID. Use the Task
Service status API to get the status of the backup job.

Parameters

* backup_encryption_key (string) — The encyption key for the backed up file. Encryp-
tion key must satisfy the following criteria Contains at least one uppercase letter [A-Z],
Contains at least one lowercase letter [a-z], Contains at least one digit [0-9], Contain only
[A-Z][a-z][0-9]_#, Has at least 8 characters, Has not more than 15 characters, Must not
contain ‘CcliSsCco’, Must not begin with, property of the request body.

* backup_name (string) — The backup file will get saved with this name., property of the
request body.

¢ repository_name (string) — Name of the configured repository where the generated
backup file will get copied., property of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
¢ active_validation (bool) — Enable/Disable payload validation. Defaults to True.

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
» ApiError — If the Identity Services Engine cloud returns an error.

config (backup_encryption_key=None, backup_name=None, repository_name=None, headers=None,
payload=None, active_validation=True, **query_parameters)
Alias for config_backup

cancel_backup (headers=None, **query_parameters)
Cancels the backup job running on the node.
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Parameters
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
» ApiError — If the Identity Services Engine cloud returns an error.

cancel (headers=None, **query_parameters)
Alias for cancel_backup

get_last_config_backup_status (headers=None, **query_parameters)
Gives the last backup status.

Parameters
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_last_status (headers=None, **query_parameters)
Alias for get_last_config_backup_status
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restore_config_backup (backup_encryption_key=None, repository_name=None, restore_file=None,
restore_include_adeos=None, headers=None, payload=None,
active_validation=True, **query_parameters)
Triggers a configuration DB restore job on the ISE node. The API returns the task ID. Use the Task Service
status API to get the status of the backup job.

Parameters

¢ backup_encryption_key (string) - The encryption key which was provided at the time
of taking backup., property of the request body.

e repository_name (string) — Name of the configred repository where the backup file
exists., property of the request body.

» restore_file (string) — Name of the backup file to be restored on ISE node., property
of the request body.

* restore_include_adeos (string) — Determines whether the ADE-OS configure is re-
stored. Possible values true, false, property of the request body.

¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .
e payload (dict) — A JSON serializable Python object to send in the body of the Request.
e active_validation (bool) — Enable/Disable payload validation. Defaults to True.

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

restore (backup_encryption_key=None, repository_name=None, restore_file=None,
restore_include_adeos=None, headers=None, payload=None, active_validation=True,
**query_parameters)
Alias for restore_config_backup

update_scheduled_config_backup (backup_description=None, backup_encryption_key=None,
backup_name=None, end_date=None, frequency=None,
month_day=None, repository_name=None, start_date=None,
status=None, time=None, week_day=None, headers=None,
payload=None, active_validation=True, **query_parameters)
Update the Schedule of the configuration backup on the ISE node as per the input parameters. This API
only helps in editing the schedule.
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Parameters

¢ backup_description (string) — Description of the backup., property of the request
body.

* backup_encryption_key (string) — The encyption key for the backed up file. Encryp-
tion key must satisfy the following criteria Contains at least one uppercase letter [A-Z],
Contains at least one lowercase letter [a-z], Contains at least one digit [0-9], Contain only
[A-Z][a-z][0-9]_#, Has at least 8 characters, Has not more than 15 characters, Must not
contain ‘CcliSsCco’, Must not begin with, property of the request body.

* backup_name (string) — The backup file will get saved with this name., property of the
request body.

¢ end_date (string) — End date of the scheduled backup job. Allowed format
MM/DD/YYYY. End date is not required in case of ONE_TIME frequency., property of
the request body.

» frequency (string) — Frequency with which the backup will get scheduled in the ISE
node. Allowed values ONCE, DAILY, WEEKLY, MONTHLY, property of the request
body. Available values are ‘ONCE’, ‘DAILY’, ‘WEEKLY’ and ‘MONTHLY .

e month_day (string)— Day of month you want backup to be performed on when scheduled
frequency is MONTHLY. Allowed values from 1 to 28., property of the request body.

* repository_name (string) — Name of the configured repository where the generated
backup file will get copied., property of the request body.

» start_date (string) — Start date for scheduling the backup job. Allowed format
MM/DD/YYYY., property of the request body.

» status (string) — Enable or disable scheduled backup., property of the request body.
Auvailable values are ‘ENABLE’ and ‘DISABLE’.

e time (string) — Time at which backup job get scheduled. example12:00 AM, property
of the request body.

» week_day (string) — Day of week you want backup to be performed on when scheduled
frequency is WEEKLY. Allowed values MON, TUE, WED, THU, FRI, SAT, SUN., prop-
erty of the request body. Available values are ‘MON’, ‘TUE’, ‘WED’, “THU’, ‘FRI’, ‘SAT’
and ‘SUN’.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
» payload (dict)— A JSON serializable Python object to send in the body of the Request.
¢ active_validation (bool) — Enable/Disable payload validation. Defaults to True.

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response

Return type RestResponse
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Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

update (backup_description=None, backup_encryption_key=None, backup_name=None, end_date=None,
frequency=None, month_day=None, repository_name=None, start_date=None, status=None,
time=None, week_day=None, headers=None, payload=None, active_validation=True,
**guery_parameters)
Alias for update_scheduled_config_backup

create_scheduled_config_backup (backup_description=None, backup_encryption_key=None,
backup_name=None, end_date=None, frequency=None,
month_day=None, repository_name=None, start_date=None,
status=None, time=None, week_day=None, headers=None,
payload=None, active_validation=True, **query_parameters)
Schedules the configuration backup on the ISE node as per the input parameters. This API helps in creating
the schedule for the first time.

Parameters

* backup_description (string) — Description of the backup., property of the request
body.

* backup_encryption_key (string) — The encyption key for the backed up file. Encryp-
tion key must satisfy the following criteria Contains at least one uppercase letter [A-Z],
Contains at least one lowercase letter [a-z], Contains at least one digit [0-9], Contain only
[A-Z][a-z][0-9]_#, Has at least 8 characters, Has not more than 15 characters, Must not
contain ‘CcliSsCco’, Must not begin with, property of the request body.

¢ backup_name (string) — The backup file will get saved with this name., property of the
request body.

e end_date (string) — End date of the scheduled backup job. Allowed format
MM/DD/YYYY. End date is not required in case of ONE_TIME frequency., property of
the request body.

e frequency (string) — Frequency with which the backup will get scheduled in the ISE
node. Allowed values ONCE, DAILY, WEEKLY, MONTHLY, property of the request
body. Available values are ‘ONCE’, ‘DAILY’, “‘WEEKLY’ and ‘MONTHLY .

¢ month_day (string)—Day of month you want backup to be performed on when scheduled
frequency is MONTHLY. Allowed values from 1 to 28., property of the request body.

e repository_name (string) — Name of the configured repository where the generated
backup file will get copied., property of the request body.

e start_date (string) — Start date for scheduling the backup job. Allowed format
MM/DD/YYYY., property of the request body.

» status (string) — Enable or disable scheduled backup., property of the request body.
Available values are ‘ENABLE’ and ‘DISABLE’.

* time (string) — Time at which backup job get scheduled. example12:00 AM, property
of the request body.

* week_day (string) — Day of week you want backup to be performed on when scheduled
frequency is WEEKLY. Allowed values MON, TUE, WED, THU, FRI, SAT, SUN., prop-
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erty of the request body. Available values are ‘MON’, ‘TUE’, ‘WED’, ‘THU’, ‘FRI’, ‘SAT’
and ‘SUN’.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
» payload (dict) — A JSON serializable Python object to send in the body of the Request.
* active_validation (bool) — Enable/Disable payload validation. Defaults to True.

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

create (backup_description=None, backup_encryption_key=None, backup_name=None, end_date=None,
frequency=None, month_day=None, repository_name=None, start_date=None, status=None,
time=None, week_day=None, headers=None, payload=None, active_validation=True,
**guery_parameters)
Alias for create_scheduled_config_backup

certificate_profile

class CertificateProfile
Identity Services Engine CertificateProfile API (version: 3.0.0).

Wraps the Identity Services Engine CertificateProfile API and exposes the API as native Python methods that
return native Python objects.

get_certificate_profile_by_name (name, headers=None, **query_parameters)
This API allows the client to get a certificate profile by name.

Parameters
* name (basestring) — name path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns

REST response with following properties:
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* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_by_name (name, headers=None, **query_parameters)
Alias for get_certificate_profile_by_name

get_certificate_profile_by_id(id, headers=None, **query_parameters)
This API allows the client to get a certificate profile by ID.

Parameters
¢ id (basestring) — id path parameter.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_by_id(id, headers=None, **query_parameters)
Alias for get_certificate_profile_by_id

update_certificate_profile_by_id(id, allowed_as_user_name=None,
certificate_attribute_name=None, description=None,
external_identity_store_name=None, match_mode=None,
name=None, username_from=None, headers=None,

payload=None, active_validation=True, **query_parameters)
This API allows the client to update a certificate profile.

Parameters
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* allowed_as_user_name (boolean) — allowedAsUserName, property of the request

body.

e certificate_attribute_name (string) -  Attribute name of the
Certificate Profile wused only when CERTIFICATE 1is chosen in user-
nameFrom. Allowed  values: SUBJECT_COMMON_NAME SUB-
JECT_ALTERNATIVE_NAME SUBJECT_SERIAL_NUMBER SUB-
JECT SUBJECT_ALTERNATIVE_NAME_OTHER_NAME SUB-

JECT_ALTERNATIVE_NAME_EMAIL  SUBJECT_ALTERNATIVE_NAME_DNS.
Additional internal value ALL_SUBJECT_AND_ALTERNATIVE_NAMES is used
automatically when usernameFrom=UPN, property of the request body.

description (string) — description, property of the request body.

external_identity_store_name (string)— Referred IDStore name for the Certificate
Profile or [not applicable] in case no identity store is chosen, property of the request body.

e id (basestring) — id, property of the request body.

¢ match_mode (string) — Match mode of the Certificate Profile. Allowed values: NEVER
RESOLVE_IDENTITY_AMBIGUITY BINARY_COMPARISON, property of the re-
quest body.

* name (string) — name, property of the request body.

¢ username_from (string) — The attribute in the certificate where the user name should
be taken from. Allowed values: CERTIFICATE (for a specific attribute as defined in cer-
tificate AttributeName) UPN (for using any Subject or Alternative Name Attributes in the
Certificate an option only in AD), property of the request body.

¢ id - id path parameter.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

payload (dict) — A JSON serializable Python object to send in the body of the Request.
e active_validation (bool) — Enable/Disable payload validation. Defaults to True.

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
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update_by_id(id, allowed_as_user_name=None, certificate_attribute_name=None, description=None,
external_identity_store_name=None, match_mode=None, name=None,
username_from=None, headers=None, payload=None, active_validation=True,
**query_parameters)
Alias for update_certificate_profile_by_id

get_certificate_profile(page=None, size=None, headers=None, **query_parameters)
This API allows the client to get all the certificate profiles.

Parameters
* page (int) — page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
» ApiError — If the Identity Services Engine cloud returns an error.

get_all (page=None, size=None, headers=None, **query_parameters)
Alias for get_certificate_profile

get_certificate_profile_generator (page=None, size=None, headers=None, **query_parameters)
This API allows the client to get all the certificate profiles.

Parameters
* page (int) — page query parameter. Page number.
* size (int) — size query parameter. Number of objects returned per page.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:

— headers(MyDict): response headers.
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— response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response

— text(str): representation of the request’s response

Return type Generator

Raises

TypeError — If the parameter types are incorrect.
MalformedRequest — If the request body created is invalid.

ApiError — If the Identity Services Engine cloud returns an error.

get_all_generator (page=None, size=None, headers=None, **query_parameters)
Alias for get_certificate_profile_generator

create_certificate_profile(allowed_as_user_name=None, certificate_attribute_name=None,

description=None, external_identity_store_name=None, id=None,

match_mode=None, name=None, username_from=None, headers=None,

payload=None, active_validation=True, **query_parameters)

This API allows the client to create a certificate profile.

Parameters

allowed_as_user_name (boolean) — allowedAsUserName, property of the request
body.

certificate_attribute_name (string) -  Attribute name of the
Certificate Profile used only when CERTIFICATE 1is chosen in user-
nameFrom. Allowed  values: SUBJECT_COMMON_NAME SUB-
JECT_ALTERNATIVE_NAME SUBJECT_SERIAL_NUMBER SUB-
JECT SUBJECT_ALTERNATIVE_NAME_OTHER_NAME SUB-

JECT_ALTERNATIVE_NAME_EMAIL  SUBJECT_ALTERNATIVE_NAME_DNS.
Additional internal value ALL_SUBJECT AND_ALTERNATIVE NAMES is used
automatically when usernameFrom=UPN, property of the request body.

description (string) — description, property of the request body.

external_identity_store_name (string)— Referred IDStore name for the Certificate
Profile or [not applicable] in case no identity store is chosen, property of the request body.

id (string) — id, property of the request body.

match_mode (string) — Match mode of the Certificate Profile. Allowed values: NEVER
RESOLVE_IDENTITY_AMBIGUITY BINARY_COMPARISON, property of the re-
quest body.

name (string) — name, property of the request body.

username_from (string) — The attribute in the certificate where the user name should
be taken from. Allowed values: CERTIFICATE (for a specific attribute as defined in cer-
tificate AttributeName) UPN (for using any Subject or Alternative Name Attributes in the
Certificate an option only in AD), property of the request body.

headers (dict) — Dictionary of HTTP Headers to send with the Request .
payload (dict) — A JSON serializable Python object to send in the body of the Request.

active_validation (bool) — Enable/Disable payload validation. Defaults to True.
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» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

create (allowed_as_user_name=None, certificate_attribute_name=None, description=None,
external_identity_store_name=None, id=None, match_mode=None, name=None,
username_from=None, headers=None, payload=None, active_validation=True,
**query_parameters)
Alias for create_certificate_profile

get_version(headers=None, **query_parameters)
This API helps to retrieve the version information related to the certificate profile.

Parameters
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
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certificate_template

class CertificateTemplate
Identity Services Engine CertificateTemplate API (version: 3.0.0).

Wraps the Identity Services Engine CertificateTemplate API and exposes the API as native Python methods that

return native Python objects.

get_certificate_template_by_name (name, headers=None, **query_parameters)
This API allows the client to get a certificate template by name.

Parameters
* name (basestring) — name path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_by_name (name, headers=None, **query_parameters)
Alias for get_certificate_template_by_name

get_certificate_template_by_id(id, headers=None, **query_parameters)
This API allows the client to get a certificate template by ID.

Parameters
¢ id (basestring) — id path parameter.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
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* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_by_id(id, headers=None, **query_parameters)
Alias for get_certificate_template_by_id

get_certificate_template(page=None, size=None, headers=None, **query_parameters)
This API allows the client to get aall the certificate templates.

Parameters
* page (int) — page query parameter. Page number.
e size (int) - size query parameter. Number of objects returned per page.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_all (page=None, size=None, headers=None, **query_parameters)
Alias for get_certificate_template

get_certificate_template_generator (page=None, size=None, headers=None, **query_parameters)
This API allows the client to get aall the certificate templates.

Parameters
* page (int) — page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).
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Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:
— headers(MyDict): response headers.

— response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response
— text(str): representation of the request’s response
Return type Generator
Raises
e TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_all_generator (page=None, size=None, headers=None, **query_parameters)
Alias for get_certificate_template_generator

get_version(headers=None, **query_parameters)
This API helps to retrieve the version information related to the certificate template.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
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certificates

class Certificates
Identity Services Engine Certificates API (version: 3.0.0).

Wraps the Identity Services Engine Certificates API and exposes the API as native Python methods that return
native Python objects.

get_csrs(filter=None, filter_type=None, page=None, size=None, sort=None, sort_by=None, headers=None,
**query_parameters)

This API supports Filtering, Sorting and Pagination. Filtering and Sorting supported on below mentioned
attributes: friendlyName subject timeStamp Supported Date Format: yyyy-MM-dd HH:mm:ss.SSS Sup-
ported Operators: EQ, NEQ, GT and LT .

Parameters

page (int) — page query parameter. Page number.
size (int) - size query parameter. Number of objects returned per page.
sort (basestring) — sort query parameter. sort type asc or desc.

sort_by (basestring) — sortBy query parameter. sort column by which objects needs to
be sorted.

filter (basestring, list, set, tuple) — filter query parameter. Simple filtering
should be available through the filter query string parameter. The structure of a filter is a
triplet of field operator and value separated with dots. More than one filter can be sent. The
logical operator common to ALL filter criteria will be by default AND, and can be changed
by using the “filterType=or” query string parameter. Each resource Data model description
should specify if an attribute is a filtered field. OPERATOR DESCRIPTION EQ Equals
NEQ Not Equals GT Greater Than LT Less Then STARTSW Starts With NSTARTSW Not
Starts With ENDSW Ends With NENDSW Not Ends With CONTAINS Contains NCON-
TAINS Not Contains .

filter_type (basestring) - filterType query parameter. The logical operator common
to ALL filter criteria will be by default AND, and can be changed by using the parameter.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

**query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns

REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response

Return type RestResponse

Raises

TypeError — If the parameter types are incorrect.
MalformedRequest — If the request body created is invalid.

ApiError — If the Identity Services Engine cloud returns an error.
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get_csrs_generator (filter=None, filter_type=None, page=None, size=None, sort=None, sort_by=None,
headers=None, **query_parameters)
This API supports Filtering, Sorting and Pagination. Filtering and Sorting supported on below mentioned
attributes: friendlyName subject timeStamp Supported Date Format: yyyy-MM-dd HH:mm:ss.SSS Sup-
ported Operators: EQ, NEQ, GT and LT .

Parameters
* page (int) — page query parameter. Page number.
e size (int) — size query parameter. Number of objects returned per page.
* sort (basestring) — sort query parameter. sort type asc or desc.

¢ sort_by (basestring) — sortBy query parameter. sort column by which objects needs to
be sorted.

o filter (basestring, list, set, tuple) - filter query parameter. Simple filtering
should be available through the filter query string parameter. The structure of a filter is a
triplet of field operator and value separated with dots. More than one filter can be sent. The
logical operator common to ALL filter criteria will be by default AND, and can be changed
by using the “filterType=or" query string parameter. Each resource Data model description
should specify if an attribute is a filtered field. OPERATOR DESCRIPTION EQ Equals
NEQ Not Equals GT Greater Than LT Less Then STARTSW Starts With NSTARTSW Not
Starts With ENDSW Ends With NENDSW Not Ends With CONTAINS Contains NCON-
TAINS Not Contains .

o filter_type (basestring) — filterType query parameter. The logical operator common
to ALL filter criteria will be by default AND, and can be changed by using the parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
A generator object containing the following object.

* RestResponse: REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response
Return type Generator
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

e ApiError — If the Identity Services Engine cloud returns an error.
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generate_csr(allow_wild_card_cert=None, certificate_policies=None, digest_type=None,
hostnames=None, key_length=None, key_type=None, portal_group_tag=None,
san_dir=None, san_dns=None, san_ip=None, san_uri=None, subject_city=None,
subject_common_name=None, subject_country=None, subject_org=None,
subject_org_unit=None, subject_state=None, used_for=None, headers=None,
payload=None, active_validation=True, **query_parameters)
Generate a certificate signing request for Multi-Use, Admin, EAP Authentication, RADIUS DTLS, Px-
Grid, SAML, Portal and IMS Services. Following Parameters are present in POST request body PARAM-
ETER DESCRIPTION EXAMPLE hostnames List of ise node hostnames for which CSRs should be gen-
erated [ise-hostl, ise- host2] allowWildCardCert Allow use of WildCards in certificates false keyLength
Length of the Key used for CSR generation (required) 512 keyType Type of key used for CSR gener-
ation either RSA or ECDSA(required) RSA digestType Hash algorithm used for signing CSR(required)
SHA-256 usedFor Certificate Usage(required) MULTI-USE subjectCommonName Certificate common
name(CN)(required) SFQDNS$ subjectOrgUnit Certificate organizational unit(OU) Engineering subjectOrg
Certificate organization (O) Cisco subjectCity Certificate city or locality (L) San Jose subjectState Certifi-
cate state (ST) California subjectCountry Certificate country ( C) US sanDNS Array of SAN(Subject Alter-
native Name) DNS entries(optional) [ise.example.com] sanIP Array of SAN IP entries(optional) [1.1.1.1]
sanURI Array of SAN URI entries(optional) [https://1.1.1.1] sanDir Array of SAN DIR entries(optional)
[CN=AAA,DC=COM,C=IL] portalGroupTag Portal Group Tag when using certificate for PORTAL ser-
vice Default Portal Certificate Group NOTE: For allowWildCardCert to be false, the below mentioned
parameter is mandatory: hostnames When Certificate is selected to be used for Portal Service, the below
mentioned parameter is mandatory: portalGroupTag .

Parameters
* allow_wild_card_cert (boolean) — allowWildCardCert, property of the request body.
» certificate_policies (string) - certificatePolicies, property of the request body.

» digest_type (string) — digestType, property of the request body. Available values are
‘SHA-256’, ‘SHA-384’ and ‘SHA-512".

* hostnames (1ist) — hostnames, property of the request body (list of strings).

* key_length (string) — keyLength, property of the request body. Available values are
‘512°, ©1024°, 2048’ and ‘4096°.

* key_type (string) — keyType, property of the request body. Available values are ‘RSA’
and ‘ECDSA’.

* portal_group_tag (string) — portalGroupTag, property of the request body.

e san_dns (1ist)— sanDNS, property of the request body (list of strings).

e san_dir (1ist) - sanDir, property of the request body (list of strings).

e san_ip (1ist) — sanlP, property of the request body (list of strings).

e san_uri (1ist) - sanURI, property of the request body (list of strings).

¢ subject_city (string) — subjectCity, property of the request body.

¢ subject_common_name (string) — subjectCommonName, property of the request body.
* subject_country (string) — subjectCountry, property of the request body.

* subject_org (string) — subjectOrg, property of the request body.

¢ subject_org_unit (string) — subjectOrgUnit, property of the request body.

* subject_state (string) — subjectState, property of the request body.
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* used_for (string) — usedFor, property of the request body. Available values are
‘MULTI-USE’, ‘ADMIN’, ‘EAP-AUTH’, ‘DTLS-AUTH’, ‘PORTAL’, ‘PXGRID’, ‘SAML’
and ‘IMS’.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
» payload (dict)— A JSON serializable Python object to send in the body of the Request.
¢ active_validation (bool) — Enable/Disable payload validation. Defaults to True.

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

export_csr (hostname, id, dirpath=None, save_file=None, headers=None, **query_parameters)
The response of this API carries a CSR corresponding to the requested ID.

Parameters

* hostname (basestring) — hostname path parameter. The hostname to which the CSR
belongs.

¢ id (basestring) — id path parameter. The ID of the CSR to be exported.

e dirpath (basestring) — Directory absolute path. Defaults to os.getcwd().

» save_file (bool) — Enable or disable automatic file creation of raw response.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns HTTP Response container. For more information check the urlib3 documentation
Return type urllib3.response. HTTPResponse
Raises

* TypeError — If the parameter types are incorrect.

¢ MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.

e DownloadFailure — If was not able to download the raw
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e response to a file. -

generate_intermediate_ca_csr (headers=None, **query_parameters)
CSR Generation for Intermediate Certificates.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_csr_by_id(host_name, id, headers=None, **query_parameters)

This API displays details of a Certificate Signing Request of a particular node based on a given HostName
and ID.

Parameters

* host_name (basestring) — hostName path parameter. Name of the host of which CSR’s
should be returned.

¢ id (basestring) - id path parameter. The ID of the Certificate Signing Request returned.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse

Raises

» TypeError — If the parameter types are incorrect.
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¢ MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

delete_csr_by_id(host_name, id, headers=None, **query_parameters)
This API deletes a Certificate Signing Request of a particular node based on a given HostName and ID.

Parameters

* host_name (basestring) — hostName path parameter. Name of the host of which CSR’s
should be deleted.

e id (basestring) — id path parameter. The ID of the Certificate Signing Request to be
deleted.

¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
» ApiError — If the Identity Services Engine cloud returns an error.

regenerate_ise_root_ca(remove_existing_ise_intermediate_csr=None, headers=None, payload=None,
active_validation=True, **query_parameters)
This API will initiate regeneration of ISE root CA certificate chain. Response contains id which can be
used to track the status. Setting “removeExistingISEIntermediateCSR” to true will remove existing ISE
Intermediate CSR.

Parameters

e remove_existing ise_intermediate_csr (boolean) — Setting this attribute to true
will remove existing ISE Intermediate CSR, property of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
¢ payload (dict) — A JSON serializable Python object to send in the body of the Request.
* active_validation (bool) — Enable/Disable payload validation. Defaults to True.

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:

¢ headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

renew_certificates(cert_type=None, headers=None, payload=None, active_validation=True,
**query_parameters)

This API will initiate regeneration of certificates. Response contains id which can be used to track the
status.

Parameters

* cert_type (string) — certType, property of the request body. Available values are
‘OCSP’ and ‘IMS’.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
e payload (dict) — A JSON serializable Python object to send in the body of the Request.
* active_validation (bool) — Enable/Disable payload validation. Defaults to True.

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

bind_csr(admin=None, allow_extended_validity=None, allow_out_of_date_cert=None,

allow_replacement_of _certificates=None, allow_replacement_of _portal_group_tag=None,
data=None, eap=None, host_name=None, id=None, ims=None, name=None, portal=None,
portal_group_tag=None, pxgrid=None, radius=None, saml=None,
validate_certificate_extensions=None, headers=None, payload=None, active_validation=True,
**query_parameters)

Bind CA Signed Certificate. NOTE: This API requires an existing Certificate Signing Request, and the

root certificate must already be trusted. NOTE: The certificate may have a validity period longer than 398
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days. It may be untrusted by many browsers. NOTE: Request Parameters accepting True and False as in-
put can be replaced by 1 and O respectively. Following Parameters are used in POST body PARAMETER
DESCRIPTION EXAMPLE name Friendly name of the certificate. Signed Certificate data Plain-text con-
tents of the certificate file (required) Signed Certificate in escaped format allowExtendedValidity Allow
the certificates greater than validity of 398 days (required) false allowOutOfDateCert Allow out of date
certificates (required) false allowReplacementOfCertificates Allow Replacement of certificates (required)
false allowReplacementOfPortalGroupTag Allow Replacement of Portal Group Tag (required) false ad-
min Use certificate to authenticate the ISE Admin Portal false eap Use certificate for EAP protocols that
use SSL/TLS tunneling false radius Use certificate for RADSec server false pxgrid Use certificate for the
pxGrid Controller false ims Use certificate for the ISE Messaging Service false saml Use certificate for
SAML Signing false portal Use certificate for portal false portalGroupTag Portal Group Tag for using cer-
tificate with portal role Default Portal Certificate Group validateCertificateExtensions Validate Certificate
Extensions false Following Roles can be used in any combinations ROLE DEFAULT WARNING Admin
False Enabling Admin role for this certificate will cause an application server restart on the selected node.
Note: Make sure required Certificate Chain is imported under Trusted Certificates EAP Authentication
False Only one system certificate can be used for EAP. Assigning EAP to this certificate will remove the
assignment from another certificate. Note: Make sure required Certificate Chain is imported under Trusted
Certificates RADIUS DTLS False Only one system certificate can be used for DTLS. Assigning DTLS to
this certificate will remove the assignment from another certificate. Note: Make sure required Certificate
Chain is imported under Trusted Certificates SAML False SAML cannot be used with other Usage. En-
abling SAML will uncheck all other Usage. Note: Make sure required Certificate Chain is imported under
Trusted Certificates .

Parameters

* admin (boolean) — Use certificate to authenticate the ISE Admin Portal, property of the
request body.

e allow_extended_validity (boolean) — Allow import of certificates with validity
greater than 398 days, property of the request body.

¢ allow_out_of_date_cert (boolean) — Allow out of date certificates (required), prop-
erty of the request body.

e allow_replacement_of_certificates (boolean) — Allow Replacement of certifi-
cates (required), property of the request body.

¢ allow_replacement_of_portal_group_tag (boolean)— Allow Replacement of Por-
tal Group Tag (required), property of the request body.

» data (string) — Signed Certificate in escaped format, property of the request body.

* eap (boolean) — Use certificate for EAP protocols that use SSL/TLS tunneling, property
of the request body.

* host_name (string) — Name of Host whose CSR ID has been provided, property of the
request body.

e id (string) — ID of the generated CSR, property of the request body.

¢ ims (boolean) — Use certificate for the ISE Messaging Service, property of the request
body.

* name (string) — Friendly Name of the certificate, property of the request body.
» portal (boolean) - Use for portal, property of the request body.
e portal_group_tag (string) — Set Group tag, property of the request body.

» pxgrid (boolean) — Use certificate for the pxGrid Controller, property of the request
body.
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» radius (boolean) — Use certificate for the RADSec server, property of the request body.
¢ saml (boolean) — Use certificate for SAML Signing, property of the request body.

e validate_certificate_extensions (boolean) — Validate Certificate Extensions,
property of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
» payload (dict) — A JSON serializable Python object to send in the body of the Request.
* active_validation (bool) — Enable/Disable payload validation. Defaults to True.

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

export_system_certificate (export=None, id=None, password=None, dirpath=None, save_file=None,
headers=None, payload=None, active_validation=True,
**query_parameters)
Export System Certificate. Following Parameters are used in POST body PARAMETER DESCRIP-
TION EXAMPLE id ID of a System Certificate(required) < SYSTEM_CERT_ID > export One of the
below option is required “CERTIFICATE” : Export only Certificate without Private Key “CERTIFI-
CATE_WITH_PRIVATE_KEY” : Export both Certificate and Private Key( “certificatePassword” is re-
quired) CERTIFICATE_WITH_PRIVATE_KEY password Certificate Password (required if “export” :
CERTIFICATE_WITH_PRIVATE_KEY ) Password Constraints: Alphanumeric Minimum of 8 Charac-
ters Maximum of 100 Characters Passw*** NOTE: The response of this API carries a ZIP file containing
the certificate and private key if “export” : “CERTIFICATE_WITH_PRIVATE_KEY” in the request. If
“export” : “CERTIFICATE” in request body, the response carries a ZIP file containing only the certificate.
WARNING: Exporting a private key is not a secure operation. It could lead to possible exposure of the
private key. .

Parameters

* export (string) — export, property of the request body. Available values are ‘CERTIFI-
CATE’ and ‘CERTIFICATE_WITH_PRIVATE_KEY".

e id (string) - id, property of the request body.
¢ password (string) — password, property of the request body.
e dirpath (basestring) — Directory absolute path. Defaults to os.getcwd().

» save_file (bool) — Enable or disable automatic file creation of raw response.
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* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict) — A JSON serializable Python object to send in the body of the Request.
* active_validation (bool) — Enable/Disable payload validation. Defaults to True.

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns

HTTP Response container. For more information check the urlib3 documentation
Return type urllib3.response. HTTPResponse
Raises

» TypeError — If the parameter types are incorrect.

e MalformedRequest — If the request body created is invalid.

» ApiError — If the Identity Services Engine cloud returns an error.

* DownloadFailure — If was not able to download the raw

* response to a file. —

import_system_certificate (admin=None, allow_extended_validity=None,

allow_out_of _date_cert=None, allow_replacement_of _certificates=None,
allow_replacement_of _portal_group_tag=None,
allow_shal_certificates=None, allow_wild_card_certificates=None,
data=None, eap=None, ims=None, name=None, password=None,
portal=None, portal_group_tag=None, private_key_data=None,
pxgrid=None, radius=None, saml=None,
validate_certificate_extensions=None, headers=None, payload=None,
active_validation=True, **query_parameters)
Import an X509 certificate as a system certificate. NOTE: The certificate may have a validity period longer
than 398 days. It may be untrusted by many browsers. NOTE: Request Parameters accepting True and
False as input can be replaced by 1 and O respectively. Following Parameters are used in POST body
PARAMETER DESCRIPTION EXAMPLE name Friendly name of the certificate. System Certificate
password Password of the certificate to be imported (required). Passw*** data Plain-text contents of the
certificate file (required) System Certificate in escaped format privateKeyData Plain-text contents of the
private key file (required) System Certificate Private Key in escaped format allowOutOfDateCert Allow
out of date certificates (required) false allowSHA 1Certificates Allow SHA1 based certificates (required)
false allowExtended Validity Allow the certificates greater than validity of 398 days (required) false admin
Use certificate to authenticate the ISE Admin Portal false eap Use certificate for EAP protocols that use
SSL/TLS tunneling false radius Use certificate for RADSec server false pxgrid Use certificate for the pxGrid
Controller false ims Use certificate for the ISE Messaging Service false saml Use certificate for SAML
Signing false portal Use certificate for portal false portalGroupTag Portal Group Tag for using certificate
with portal role Default Portal Certificate Group allowReplacementOfPortalGroupTag Allow Replacement
of Portal Group Tag (required) false allowWildCardCertificates Allow use of WildCards in certificates
false validateCertificateExtensions Validate Certificate Extensions false Following Roles can be used in
any combinations ROLE DEFAULT WARNING Admin False Enabling Admin role for this certificate will
cause an application server restart on the selected node. Note: Make sure required Certificate Chain is
imported under Trusted Certificates EAP Authentication False Only one system certificate can be used for
EAP. Assigning EAP to this certificate will remove the assignment from another certificate. Note: Make
sure required Certificate Chain is imported under Trusted Certificates RADIUS DTLS False Only one
system certificate can be used for DTLS. Assigning DTLS to this certificate will remove the assignment
from another certificate. Note: Make sure required Certificate Chain is imported under Trusted Certificates
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SAML False SAML cannot be used with other Usage. Enabling SAML will uncheck all other Usage. Note:
Make sure required Certificate Chain is imported under Trusted Certificates .

Parameters

admin (boolean) — Use certificate to authenticate the ISE Admin Portal, property of the
request body.

allow_extended_validity (boolean) — Allow import of certificates with validity
greater than 398 days, property of the request body.

allow_out_of date_cert (boolean) — Allow out of date certificates (required), prop-
erty of the request body.

allow_replacement_of certificates (boolean) — Allow Replacement of certifi-
cates (required), property of the request body.

allow_replacement_of_portal_group_tag (boolean)— Allow Replacement of Por-
tal Group Tag (required), property of the request body.

allow_shal_certificates (boolean) — Allow SHAI based certificates (required),
property of the request body.

allow_wild_card_certificates (boolean) — Allow Wildcard Certificates, property
of the request body.

data (string) — Certificate Content (required), property of the request body.

eap (boolean) — Use certificate for EAP protocols that use SSL/TLS tunneling, property
of the request body.

ims (boolean) — Use certificate for the ISE Messaging Service, property of the request
body.

name (string) — Name of the certificate, property of the request body.

password (string) — Certificate Password (required)., property of the request body.
portal (boolean) — Use for portal, property of the request body.

portal_group_tag (string) — Set Group tag, property of the request body.
private_key_data (string) — Private Key data (required), property of the request body.

pxgrid (boolean) — Use certificate for the pxGrid Controller, property of the request
body.

radius (boolean) — Use certificate for the RADSec server, property of the request body.
saml (boolean) — Use certificate for SAML Signing, property of the request body.

validate_certificate_extensions (boolean) — Validate Certificate Extensions,
property of the request body.

headers (dict) — Dictionary of HTTP Headers to send with the Request .
payload (dict) — A JSON serializable Python object to send in the body of the Request.
active_validation (bool) — Enable/Disable payload validation. Defaults to True.

**query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns

REST response with following properties:
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* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_system_certificates (host_name, filter=None, filter_type=None, page=None, size=None, sort=None,
sort_by=None, headers=None, **query_parameters)
This API supports Filtering, Sorting and Pagination. Filtering and Sorting supported on below men-
tioned attributes: friendlyName issuedTo issuedBy validFrom Supported Date Format: yyyy-MM-dd
HH:mm:ss Supported Operators: EQ, NEQ, GT and LT expirationDate Supported Date Format: yyyy-
MM-dd HH:mm:ss Supported Operators: EQ, NEQ, GT and LT .

Parameters

¢ host_name (basestring) — hostName path parameter. Name of the host of which system
certificates should be returned.

* page (int) — page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sort (basestring) — sort query parameter. sort type asc or desc.

e sort_by (basestring) — sortBy query parameter. sort column by which objects needs to
be sorted.

e filter (basestring, list, set, tuple) - filter query parameter. Simple filtering
should be available through the filter query string parameter. The structure of a filter is a
triplet of field operator and value separated with dots. More than one filter can be sent. The
logical operator common to ALL filter criteria will be by default AND, and can be changed
by using the “filterType=or” query string parameter. Each resource Data model description
should specify if an attribute is a filtered field. OPERATOR DESCRIPTION EQ Equals
NEQ Not Equals GT Greater Than LT Less Then STARTSW Starts With NSTARTSW Not
Starts With ENDSW Ends With NENDSW Not Ends With CONTAINS Contains NCON-
TAINS Not Contains .

« filter_type (basestring) — filterType query parameter. The logical operator common
to ALL filter criteria will be by default AND, and can be changed by using the parameter.

¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:

* headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_system_certificates_generator (host_name, filter=None, filter_type=None, page=None,
size=None, sort=None, sort_by=None, headers=None,
**query_parameters)
This API supports Filtering, Sorting and Pagination. Filtering and Sorting supported on below men-
tioned attributes: friendlyName issuedTo issuedBy validFrom Supported Date Format: yyyy-MM-dd
HH:mm:ss Supported Operators: EQ, NEQ, GT and LT expirationDate Supported Date Format: yyyy-
MM-dd HH:mm:ss Supported Operators: EQ, NEQ, GT and LT .

Parameters

¢ host_name (basestring) — hostName path parameter. Name of the host of which system
certificates should be returned.

* page (int) — page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sort (basestring) — sort query parameter. sort type asc or desc.

e sort_by (basestring) — sortBy query parameter. sort column by which objects needs to
be sorted.

e filter (basestring, list, set, tuple) - filter query parameter. Simple filtering
should be available through the filter query string parameter. The structure of a filter is a
triplet of field operator and value separated with dots. More than one filter can be sent. The
logical operator common to ALL filter criteria will be by default AND, and can be changed
by using the “filterType=or” query string parameter. Each resource Data model description
should specify if an attribute is a filtered field. OPERATOR DESCRIPTION EQ Equals
NEQ Not Equals GT Greater Than LT Less Then STARTSW Starts With NSTARTSW Not
Starts With ENDSW Ends With NENDSW Not Ends With CONTAINS Contains NCON-
TAINS Not Contains .

» filter_type (basestring) — filterType query parameter. The logical operator common
to ALL filter criteria will be by default AND, and can be changed by using the parameter.

¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:

— headers(MyDict): response headers.
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— response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response
— text(str): representation of the request’s response
Return type Generator
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_system_certificate_by_id(host_name, id, headers=None, **query_parameters)
This API displays details of a System Certificate of a particular node based on a given HostName and ID.

Parameters

¢ host_name (basestring) — hostName path parameter. Name of the host of which system
certificates should be returned.

e id (basestring) — id path parameter. The id of the system certificate.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

update_system_certificate (host_name, id, admin=None,

allow_replacement_of _portal_group_tag=None, description=None,
eap=None, expiration_ttl_period=None, expiration_ttl_units=None,
ims=None, name=None, portal=None, portal_group_tag=None,
pxgrid=None, radius=None, renew_self_signed_certificate=None,
saml=None, headers=None, payload=None, active_validation=True,
**query_parameters)

Update a System Certificate. NOTE: Renewing a certificate will cause an application server restart on the

selected node. NOTE: Request Parameters accepting True and False as input can be replaced by 1 and 0

respectively. Following Parameters are used in POST body PARAMETER DESCRIPTION EXAMPLE
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name Friendly name of the certificate. System Certificate description Description of the Certificate De-
fault Description admin Use certificate to authenticate the ISE Admin Portal false eap Use certificate for
EAP protocols that use SSL/TLS tunneling false radius Use certificate for RADSec server false pxgrid Use
certificate for the pxGrid Controller false ims Use certificate for the ISE Messaging Service false saml Use
certificate for SAML Signing false portal Use certificate for portal false portalGroupTag Portal Group Tag
for using certificate with portal role Default Portal Certificate Group allowReplacementOfPortalGroupTag
Allow Replacement of Portal Group Tag (required) false renewSelfSignedCertificate Renew Self Signed
Certificate false expirationT TLPeriod Expiration Period 365 expirationTTLUnits Expiration Units in one
of the below formats days / weeks / months / years days Following Roles can be used in any combinations
ROLE DEFAULT WARNING Admin False Enabling Admin role for this certificate will cause an appli-
cation server restart on the selected node. Note: Make sure required Certificate Chain is imported under
Trusted Certificates EAP Authentication False Only one system certificate can be used for EAP. Assigning
EAP to this certificate will remove the assignment from another certificate. Note: Make sure required Cer-
tificate Chain is imported under Trusted Certificates RADIUS DTLS False Only one system certificate can
be used for DTLS. Assigning DTLS to this certificate will remove the assignment from another certificate.
Note: Make sure required Certificate Chain is imported under Trusted Certificates SAML False SAML
cannot be used with other Usage. Enabling SAML will uncheck all other Usage. Note: Make sure required
Certificate Chain is imported under Trusted Certificates .

Parameters

e admin (boolean) — Use certificate to authenticate the ISE Admin Portal, property of the
request body.

¢ allow_replacement_of_portal_group_tag (boolean)— Allow Replacement of Por-
tal Group Tag (required), property of the request body.

* description (string)— Description of System Certificate, property of the request body.

* eap (boolean) — Use certificate for EAP protocols that use SSL/TLS tunneling, property
of the request body.

e expiration_ttl_period (integer) — expirationTTLPeriod, property of the request
body.

e expiration_ttl_units (string) — expirationTTLUnits, property of the request body.
Auvailable values are ‘days’, ‘weeks’, ‘months’ and ‘years’.

¢ ims (boolean) — Use certificate for the ISE Messaging Service, property of the request
body.

* name (string) — Name of the certificate, property of the request body.
¢ portal (boolean) - Use for portal, property of the request body.
e portal_group_tag (string) — Set Group tag, property of the request body.

e pxgrid (boolean) — Use certificate for the pxGrid Controller, property of the request
body.

e radius (boolean) — Use certificate for the RADSec server, property of the request body.

e renew_self_signed_certificate (boolean) — Renew Self Signed Certificate, prop-
erty of the request body.

» saml (boolean) — Use certificate for SAML Signing, property of the request body.
¢ id (basestring) — id path parameter. The ID of the System Certificate to be updated.

¢ host_name (basestring) — hostName path parameter. Name of Host whose certificate
needs to be updated.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

1.4. User API Doc 113


https://docs.python.org/3/library/stdtypes.html#dict

ciscoisesdk Documentation, Release 1.3.1

» payload (dict) — A JSON serializable Python object to send in the body of the Request.
¢ active_validation (bool) — Enable/Disable payload validation. Defaults to True.

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
» ApiError — If the Identity Services Engine cloud returns an error.

delete_system_certificate_by_id(host_name, id, headers=None, **query_parameters)
This API deletes a System Certificate of a particular node based on a given HostName and ID.

Parameters

* host_name (basestring) — hostName path parameter. Name of the host from which the
System Certificate needs to be deleted.

 id (basestring) — id path parameter. The ID of the System Certificate to be deleted.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
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get_trusted_certificates(filter=None, filter_type=None, page=None, size=None, sort=None,

sort_by=None, headers=None, **query_parameters)

This API supports Filtering, Sorting and Pagination. Filtering and Sorting supported on below mentioned
attributes: friendlyName subject issuedTo issuedBy validFrom Supported Date Format: yyyy-MM- dd
HH:mm:ss Supported Operators: EQ, NEQ, GT and LT expirationDate Supported Date Format: yyyy-
MM-dd HH:mm:ss Supported Operators: EQ, NEQ, GT and LT status Allowed values: enabled, disabled
Supported Operators: EQ, NEQ .

Parameters

page (int) — page query parameter. Page number.
size (int) - size query parameter. Number of objects returned per page.
sort (basestring) — sort query parameter. sort type asc or desc.

sort_by (basestring) — sortBy query parameter. sort column by which objects needs to
be sorted.

filter (basestring, list, set, tuple) - filter query parameter. Simple filtering
should be available through the filter query string parameter. The structure of a filter is a
triplet of field operator and value separated with dots. More than one filter can be sent. The
logical operator common to ALL filter criteria will be by default AND, and can be changed
by using the “filterType=or” query string parameter. Each resource Data model description
should specify if an attribute is a filtered field. OPERATOR DESCRIPTION EQ Equals
NEQ Not Equals GT Greater Than LT Less Then STARTSW Starts With NSTARTSW Not
Starts With ENDSW Ends With NENDSW Not Ends With CONTAINS Contains NCON-
TAINS Not Contains .

filter_type (basestring) — filterType query parameter. The logical operator common
to ALL filter criteria will be by default AND, and can be changed by using the parameter.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

**query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns

REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response

Return type RestResponse

Raises

TypeError — If the parameter types are incorrect.
MalformedRequest — If the request body created is invalid.

ApiError — If the Identity Services Engine cloud returns an error.

get_trusted_certificates_generator (filter=None, filter_type=None, page=None, size=None,

sort=None, sort_by=None, headers=None,
**query_parameters)

This API supports Filtering, Sorting and Pagination. Filtering and Sorting supported on below mentioned
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attributes: friendlyName subject issuedTo issuedBy validFrom Supported Date Format: yyyy-MM- dd
HH:mm:ss Supported Operators: EQ, NEQ, GT and LT expirationDate Supported Date Format: yyyy-
MM-dd HH:mm:ss Supported Operators: EQ, NEQ, GT and LT status Allowed values: enabled, disabled
Supported Operators: EQ, NEQ .

Parameters
* page (int) — page query parameter. Page number.
¢ size (int) - size query parameter. Number of objects returned per page.
* sort (basestring) — sort query parameter. sort type asc or desc.

* sort_by (basestring) — sortBy query parameter. sort column by which objects needs to
be sorted.

e filter (basestring, list, set, tuple) - filter query parameter. Simple filtering
should be available through the filter query string parameter. The structure of a filter is a
triplet of field operator and value separated with dots. More than one filter can be sent. The
logical operator common to ALL filter criteria will be by default AND, and can be changed
by using the “filterType=or” query string parameter. Each resource Data model description
should specify if an attribute is a filtered field. OPERATOR DESCRIPTION EQ Equals
NEQ Not Equals GT Greater Than LT Less Then STARTSW Starts With NSTARTSW Not
Starts With ENDSW Ends With NENDSW Not Ends With CONTAINS Contains NCON-
TAINS Not Contains .

filter_type (basestring) - filterType query parameter. The logical operator common
to ALL filter criteria will be by default AND, and can be changed by using the parameter.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
A generator object containing the following object.

* RestResponse: REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response
Return type Generator
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

export_trusted_certificate(id, dirpath=None, save_file=None, headers=None, **query_parameters)
The response of this API carries a trusted certificate file mapped to the requested id.

Parameters

e id (basestring) — id path parameter. The ID of the Trusted Certificate to be exported.
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 dirpath (basestring) — Directory absolute path. Defaults to os.getcwd().
* save_file (bool) — Enable or disable automatic file creation of raw response.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns

HTTP Response container. For more information check the urlib3 documentation
Return type urllib3.response. HTTPResponse
Raises

» TypeError — If the parameter types are incorrect.

* MalformedRequest — If the request body created is invalid.

e ApiError — If the Identity Services Engine cloud returns an error.

* DownloadFailure — If was not able to download the raw

* response to a file. —

import_trust_certificate(allow_basic_constraint_cafalse=None, allow_out_of _date_cert=None,
allow_shal _certificates=None, data=None, description=None, name=None,
trust_for_certificate_based_admin_auth=None,
trust_for_cisco_services_auth=None, trust_for_client_auth=None,
trust_for_ise_auth=None, validate_certificate_extensions=None,
headers=None, payload=None, active_validation=True,
**query_parameters)
Import an X509 certificate as a trust certificate. NOTE: Request Parameters accepting True and False as
input can be replaced by 1 and O respectively. Following Parameters are used in POST body PARAMETER
DESCRIPTION EXAMPLE name Friendly name of the certificate Trust Certificate description Descrip-
tion of the certificate Passw*** data Plain-text contents of the certificate file (required) Trust Certificate in
escaped format allowOutOfDateCert Allow out of date certificates (required) false allowSHA 1Certificates
Allow SHAI based certificates (required) false trustForIseAuth Trust for authentication within ISE false
trustForClientAuth Trust for client authentication and Syslog false trustForCertificateBased AdminAuth
Trust for Certificate based Admin authentication false trustForCiscoServicesAuth Trust for authentication
of Cisco Services false validateCertificateExtensions Validate extensions for trust certificate false NOTE:
If name is not set, a default name of the following format will be generated: common-name#issuer#nnnnn
where “nnnnn” is a unique number. You can always change the friendly name later by editing the certificate.
You must choose how this certificate will be trusted in ISE. The objective here is to distinguish between cer-
tificates that are used for trust within an ISE deployment and public certificates that are used to trust Cisco
services. Typically, you will not want to use a given certificate for both purposes. Trusted For Usage Au-
thentication within ISE Use “trustForIse Auth”:true if the certificate is used for trust within ISE, such as for
secure communication between ISE nodes Client authentication and Syslog Use “trustForClientAuth”:true
if the certificate is to be used for authentication of endpoints that contact ISE over the EAP protocol. Also
check this box if certificate is used to trust a Syslog server. Make sure to have keyCertSign bit asserted
under KeyUsage extension for this certificate. Note: ‘““’ can be set true only if the “trustForIseAuth” has
been set true. Certificate based admin authentication Use “trustForCertificateBasedAdminAuth”:true if
the certificate is used for trust within ISE, such as for secure communication between ISE nodes Note:
“trustForCertificateBasedAdminAuth” can be set true only if “trustForIseAuth” and “trustForClientAuth”
are true. Authentication of Cisco Services Use “trustForCiscoServicesAuth”:true if the certificate is to be
used for trusting external Cisco services, such as Feed Service. .

Parameters
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¢ allow_basic_constraint_cafalse (boolean) — Allow Certificates with Basic Con-
straints CA Field as False (required), property of the request body.

e allow_out_of_date_cert (boolean) — Allow out of date certificates (required), prop-
erty of the request body.

e allow_shal_certificates (boolean) — Allow SHAI1 based certificates (required),
property of the request body.

¢ data (string) — Certificate content (required), property of the request body.
* description (string) — Description of the certificate, property of the request body.
* name (string) — Name of the certificate, property of the request body.

e trust_for_certificate_based_admin_auth (boolean) — Trust for Certificate based
Admin authentication, property of the request body.

e trust_for_cisco_services_auth (boolean) — Trust for authentication of Cisco Ser-
vices, property of the request body.

e trust_for_client_auth (boolean) — Trust for client authentication and Syslog, prop-
erty of the request body.

* trust_for_ise_auth (boolean) — Trust for authentication within ISE, property of the
request body.

e validate_certificate_extensions (boolean) — Validate trust certificate extension,
property of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
» payload (dict)— A JSON serializable Python object to send in the body of the Request.
¢ active_validation (bool) — Enable/Disable payload validation. Defaults to True.

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

get_trusted_certificate_by_id(id, headers=None, **query_parameters)
This API can displays details of a Trust Certificate based on a given ID.

Parameters

¢ id (basestring) — id path parameter. The id of the trust certificate.
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* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

update_trusted_certificate(id, authenticate_before_crl_received=None, automatic_cri_update=None,
automatic_crl_update_period=None, automatic_crl_update_units=None,
crl_distribution_url=None, crl_download_failure_retries=None,
crl_download_failure_retries_units=None, description=None,
download_crl=None, enable_ocsp_validation=None,
enable_server_identity_check=None, ignore_crl_expiration=None,
name=None, non_automatic_crl_update_period=None,
non_automatic_crl_update_units=None,
reject_if_no_status_from_ocs_p=None,
reject_if_unreachable_from_ocs_p=None, selected_ocsp_service=None,
status=None, trust_for_certificate_based_admin_auth=None,
trust_for_cisco_services_auth=None, trust_for_client_auth=None,
trust_for_ise_auth=None, headers=None, payload=None,
active_validation=True, **query_parameters)
Update a trusted certificate present in ISE trust store. Following Parameters are used in PUT request body
PARAMETER DESCRIPTION EXAMPLE name Friendly name of the certificate(required) Trust Cer-
tificate status Status of the certificate Enabled description Description of the certificate Certificate for se-
cure connection to cisco.com trustForIse Auth Trust for authentication within ISE false trustForClientAuth
Trust for client authentication and Syslog false trustForCertificateBased AdminAuth Trust for Certificate
based Admin authentication false trustForCiscoServicesAuth Trust for authentication of Cisco Services
false enableOCSPValidation Switch to enable/disable OCSP Validation false selectedOCSPService Name
of selected OCSP Service INTERNAL_OCSP_SERVICE rejectIfNoStatusFromOCSP Switch to reject cer-
tificate if there is no status from OCSP false rejectlfUnreachableFromOCSP Switch to reject certificate if
unreachable from OCSP false downloadCRL Switch to enable/disable download of CRL false crlDistribu-
tionUrl Certificate Revocation List Distribution URL automaticCRLUpdate Switch to enable/disable auto-
matic CRL update false automaticCRLUpdatePeriod Automatic CRL update period 5 automaticCRLUp-
dateUnits Unit of time for automatic CRL update Minutes nonAutomaticCRLUpdatePeriod Non auto-
matic CRL update period 1 nonAutomaticCRLUpdateUnits Unit of time of non automatic CRL update
Hours crlDownloadFailureRetries If CRL download fails, wait time before retry 10 crlDownloadFailur-
eRetriesUnits Unit of time before retry if CRL download fails Minutes enableServerldentityCheck Switch
to enable/disable verification if HTTPS or LDAP server certificate name fits the configured server URL
false authenticateBeforeCRLReceived Switch to enable/disable CRL Verification if CRL is not Received
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false ignoreCRLExpiration Switch to enable/disable ignore CRL Expiration false Trusted For Usage Au-
thentication within ISE Use “trustForlse Auth”:true if the certificate is used for trust within ISE, such as for
secure communication between ISE nodes Client authentication and Syslog Use “trustForClientAuth”:true
if the certificate is to be used for authentication of endpoints that contact ISE over the EAP protocol. Also
check this box if certificate is used to trust a Syslog server. Make sure to have keyCertSign bit asserted
under KeyUsage extension for this certificate. Note: “trustForClientAuth” can be set true only if the “trust-
ForlseAuth” has been set true. Certificate based admin authentication Use “trustForCertificateBasedAd-
minAuth”:true if the certificate is used for trust within ISE, such as for secure communication between ISE
nodes Note: “trustForCertificateBasedAdminAuth” can be set true only if “trustForIseAuth” and “trust-
ForClientAuth” are true. Authentication of Cisco Services Use “trustForCiscoServicesAuth”:true if the
certificate is to be used for trusting external Cisco services, such as Feed Service. OCSP Configuration Us-
age Validation against OCSP service Use “enableOCSPValidation”:true to validate the certificate against
OCSP service mentioned in the field selectedOCSPService OCSP Service name Use “selectedOCSPSer-
vice”:”Name of OCSP Service” Name of the OCSP service against which the certificate should be validated
Note: “selectedOCSPService” value will on be used if “enableOCSPValidation™ has been set true. Reject
the request if OCSP returns UNKNOWN status Use “rejectIfNoStatusFromOCSP”:true to reject the cer-
tificate if the OCSP service returns UNKNOWN status Note: “rejectIfNoStatusFromOCSP:true” can be
used only if “enableOCSPValidation” has been set true. Reject the request if OCSP Responder is unreach-
able Use “rejectlfUnreachableFromOCSP”:true to reject the certificate if the OCSP service is unreachable.
Note: “rejectIfUnreachableFromOCSP:true” can be used only if “enableOCSPValidation” has been set
true. Certificate Revocation List Configuration Usage Validation against CRL Use “downloadCRL":true to
validate the certificate against CRL downloaded from URL mentioned in the field crlDistributionUrl CRL
distribution url Use “crlDistributionUrl” to specify the URL from where the CRL should be downloaded
Note: “crlDistributionUrl” value will only be used if “downloadCRL” has been set true. Retrieve CRL time
Use “automaticCRLUpdate”:true and automaticCRLUpdatePeriod, automaticCRLUpdatePeriod to set the
time before which CRL is automatically retrieved prior to expiration Use “nonAutomaticCRLUpdatePe-
riod, nonAutomaticCRLUpdateUnits to set the time period for CRL retrieval in loop. Note: All the above
fields can be used only if “downloadCRL” has been set true. If download fails Use “crlDownloadFailur-
eRetries” and “crIDownloadFailureRetriesUnits” to set retry time period if CRL download fails Note: “crl-
DownloadFailureRetries” and “crlDownloadFailureRetriesUnits” can be used only if “downloadCRL” has
been set true. Enable Server Identity Check Use “enableServerldentityCheck™:true to verify that HTTPS
or LDAPS server certificate name fits the configured server URL Note: “enableServerldentityCheck:true”
can be used only if “downloadCRL” has been set true. Bypass CRL Verification if CRL is not Received Use
“authenticateBeforeCRLReceived”:true to bypass CRL Verification if CRL is not Received Note: “authen-
ticateBeforeCRLReceived:true” can be used only if “downloadCRL” has been set true. Ignore that CRL is
not yet valid or has expired Use “ignoreCRLExpiration”:true to ignore if CRL is not yet valid or expired
Note: “ignoreCRLExpiration:true” can be used only if “downloadCRL” has been set true. Note: boolean
properties accept integers values as well, with O considered as false and other values being considered as
true .

Parameters

¢ authenticate_before_crl_received (boolean)- Switch to enable/disable CRL Ver-
ification if CRL is not Received, property of the request body.

e automatic_crl_update (boolean) — Switch to enable/disable automatic CRL update,
property of the request body.

* automatic_crl_update_period (integer)— Automatic CRL update period, property
of the request body.

e automatic_crl_update_units (string) — Unit of time for automatic CRL update,
property of the request body. Available values are ‘Minutes’, ‘Hours’, ‘Days’ and “Weeks’.

e crl_distribution_url (string) — CRL Distribution URL, property of the request
body.
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crl_download_failure_retries (integer)—If CRL download fails, wait time before
retry, property of the request body.

crl_download_failure_retries_units (string) — Unit of time before retry if CRL
download fails, property of the request body. Available values are ‘Minutes’, ‘Hours’,
‘Days’ and ‘Weeks’.

description (string) — Description for trust certificate, property of the request body.

download_crl (boolean) — Switch to enable/disable download of CRL, property of the
request body.

enable_ocsp_validation (boolean) — Switch to enable/disable OCSP Validation,
property of the request body.

enable_server_identity_check (boolean) — Switch to enable/disable verification if
HTTPS or LDAP server certificate name fits the configured server URL, property of the
request body.

ignore_crl_expiration (boolean)— Switch to enable/disable ignore CRL Expiration,
property of the request body.

name (string) — Friendly name of the certificate, property of the request body.

non_automatic_crl_update_period (integer)— Non automatic CRL update period,
property of the request body.

non_automatic_crl_update_units (string) — Unit of time of non automatic CRL
update, property of the request body. Available values are ‘Minutes’, ‘Hours’, ‘Days’ and
‘Weeks’.

reject_if_no_status_£from_ocs_p (boolean) — Switch to reject certificate if there is
no status from OCSP, property of the request body.

reject_if_unreachable_from_ocs_p (boolean) — Switch to reject certificate if un-
reachable from OCSP, property of the request body.

selected_ocsp_service (string) — Name of selected OCSP Service, property of the
request body.

status (string) — status, property of the request body. Available values are ‘Enabled’
and ‘Disabled’.

trust_for_certificate_based_admin_auth (boolean) — Trust for Certificate based
Admin authentication, property of the request body.

trust_for_cisco_services_auth (boolean) — Trust for authentication of Cisco Ser-
vices, property of the request body.

trust_for_client_auth (boolean) — Trust for client authentication and Syslog, prop-
erty of the request body.

trust_for_ise_auth (boolean) — Trust for authentication within ISE, property of the
request body.

id (basestring) — id path parameter. The id of the trust certificate.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

payload (dict) — A JSON serializable Python object to send in the body of the Request.
active_validation (bool) — Enable/Disable payload validation. Defaults to True.

**query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
* MalformedRequest - If the request body created is invalid.
» ApiError — If the Identity Services Engine cloud returns an error.

delete_trusted_certificate_by_id(id, headers=None, **query_parameters)
This API deletes a Trust Certificate from Trusted Certificate Store based on a given ID.

Parameters
* id (basestring) — id path parameter. The ID of the Trusted Certificate to be deleted.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .

e **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

» ApiError — If the Identity Services Engine cloud returns an error.
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clear_threats_and_vulnerabilities

class ClearThreatsAndVulnerabilities
Identity Services Engine ClearThreatsAndVulnerabilities API (version: 3.0.0).

Wraps the Identity Services Engine ClearThreatsAndVulnerabilities API and exposes the API as native Python
methods that return native Python objects.

clear_threats_and_vulnerabilities(mac_addresses=None, headers=None, payload=None,
active_validation=True, **query_parameters)

This API allows the client to delete the ThreatContext and Threat events that are associated with the given
MAC Address.

Parameters
* mac_addresses (string) — macAddresses, property of the request body.
¢ headers (dict) — Dictionary of HTTP Headers to send with the Request .
e payload (dict) — A JSON serializable Python object to send in the body of the Request.
e active_validation (bool) — Enable/Disable payload validation. Defaults to True.

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
¢ MalformedRequest — If the request body created is invalid.
e ApiError — If the Identity Services Engine cloud returns an error.

clear (mac_addresses=None, headers=None, payload=None, active_validation=True, **query_parameters)
Alias for clear_threats_and_vulnerabilities

get_version(headers=None, **query_parameters)
This API helps to retrieve the version information related to the clear threats and vulneribilities.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

» **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:

¢ headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

e ApiError — If the Identity Services Engine cloud returns an error.

consumer

class Consumer
Identity Services Engine Consumer API (version: 3.0.0).

Wraps the Identity Services Engine Consumer API and exposes the API as native Python methods that return
native Python objects.

create_account (node_name=None, headers=None, payload=None, active_validation=True,
**query_parameters)
AccountCreate.

Parameters

* node_name (string) — nodeName, property of the request body.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

payload (dict) — A JSON serializable Python object to send in the body of the Request.
e active_validation (bool) — Enable/Disable payload validation. Defaults to True.

* **query_parameters — Additional query parameters (provides support for parameters
that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Acce