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Simple, lightweight, scalable Python API wrapper for the Identity Services Engine APIs

Welcome to the docs! ciscoisesdk is a community developed Pythonic wrapping of the Identity Services Engine APIs
(for API versions: 3.1.0, 3.1.1 and 3.1_Patch_1). The package represents all of the Cisco Identity Services Engine
API interactions via native Python tools. Making working with the Cisco Identity Services Engine APIs in Python a
native and natural experience.

ciscoisesdk helps you get things done faster. We take care of the API semantics, and you can focus on writing your
code.

With ciscoisesdk, you can easily:
¢ Interact with the Identity Services Engine APIs in an interactive Python session
* Quickly create code that enables you get something done in Identity Services Engine

» Leverage the API wrapper to cleanly add Identity Services Engine functionality to your project without having
to write the boilerplate code for working with the Identity Services Engine APIs

To dive in and see how ciscoisesdk makes your life better, check out the Quickstart!

Warning: Version 3.1_Patch_1 is the same as 3.1.1. Future releases will remove version 3.1.1 of ISE.
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CHAPTER
ONE

THE USER GUIDE

1.1 Installation

1.1.1 PIP Install

ciscoisesdk is available via PIP and the Python Package Index (PyPI). To install ciscoisesdk, simply run this command
from your terminal of choice:

$ pip install ciscoisesdk

The ciscoisesdk package is distributed as a source distribution (no binaries).

1.1.2 PIP Upgrade

To ensure that you have the latest version, check-for and install upgrades via PIP:

$ pip install ciscoisesdk —--upgrade

1.1.3 Get the Source Code

ciscoisesdk is developed on GitHub. If you like and use this package, please take a few seconds to Star the package
on the CiscolSE/ciscoisesdk GitHub page. Your feedback and contributions are always welcome.

Use the following command to download the source code (GIT repository):

’$ git clone https://github.com/CiscoISE/ciscoisesdk.git

You can then install the package to your environment, with the following command:

’$ python setup.py install

Copyright (¢) 2021 Cisco and/or its affiliates.
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1.2 Introduction

1.2.1 Work with the Identity Services Engine APIs in Native Python!

Sure, working with the Identity Services Engine APIs is easy (see api_docs). They are RESTful, naturally structured,
require only a simple Access Token for authentication, and the data is elegantly represented in intuitive JSON. What
could be easier?

import requests

URL = 'https://dcloud-dna-ise-rtp.cisco.com/ers/config/networkdevice'
ACCESS_TOKEN = '<your_access_token>"
filter_query = '<filter_ query>"
headers = {'authorization': ACCESS_TOKEN,
'Content-type': 'application/json;charset=utf-8"'}

params_data = { 'filter': filter_query }
response = requests.get (URL, params=params_data, headers=headers)
if response.status_code == 200:

device_response = response.json

if device_response.get ('SearchResult') and device_response['SearchResult'].get (
—'resources'):

for device in device_response|['SearchResult'] ['resources']:

print (' '.format (device['id'], device['name']))

else:

# Oops something went wrong... Better do something about it.

print (response.status_code, response.text)

Like I said, EASY. However, in use, the code can become rather repetitive. . .
* You have to setup the environment every time
* You have to remember URLSs, request parameters and JSON formats (or reference the docs)
* You have to parse the returned JSON and work with multiple layers of list and dictionary indexes

Enter ciscoisesdk, a simple API wrapper that wraps all of the Identity Services Engine API calls and returned JSSON
objects within native Python objects and methods.

With ciscoisesdk, the above Python code can be consolidated to the following:

from ciscoisesdk import api

api_ = api.IdentityServicesEngineAPI (username='admin',

password='Clscol2345",

uses_api_gateway=True,
base_url="https://dcloud-dna-ise-rtp.cisco.com',
version='3.1_Patch_1",

verify=True,

debug=False,

uses_csrf_token=False)

# Or even just api_ = api.IdentityServicesEngineAPI (username='admin', password=
— '"Clscol2345'") as others have those values by default.
try:
device_response = api_.network_device.get_network_device (filter="name.EQ.Test").
—response

if device_response.SearchResult and device_response.SearchResult.resources:
for device in device_response.SearchResult.resources:

(continues on next page)
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(continued from previous page)

print (' '.format (device.hostname, device.upTime))
except ApiError as e:
print (e)

ciscoisesdk handles all of this for you:

e Reads your Identity Services Engine credentials from environment variables (IDEN-
TITY_SERVICES_ENGINE_ENCODED_AUTH, IDENTITY_SERVICES_ENGINE_USERNAME, IDEN-
TITY_SERVICES_ENGINE_PASSWORD)

e Reads your Identity Services Engine API version from environment variable IDEN-
TITY_SERVICES_ENGINE_VERSION. Supported versions: 3.1.0, 3.1.1 and 3.1_Patch_1. Now with
version and base_url, you have more control.

 Controls whether to verify the server’s TLS certificate or not according to the verify parameter.

e Reads your Identity  Services Engine  debug  from  environment  variable  IDEN-
TITY_SERVICES_ENGINE_DEBUG. Boolean, it controls whether to log information about Identity
Services Engine APIs’ request and response process.

e Wraps and represents all Identity Services Engine API calls as a simple hierarchical tree of native-Python meth-
ods (with default arguments provided everywhere possible!)

e If your Python IDE supports auto-completion (like PyCharm), you can navigate the available methods and
object attributes right within your IDE

* Represents all returned JSON objects as native Python objects - you can access all of the object’s attributes using
native dot.syntax

¢ Automatic Rate-Limit Handling Sending a lot of requests to Identity Services Engine? Don’t worry; we have
you covered. Identity Services Engine will respond with a rate-limit response, which will automatically be
caught and “handled” for you. Your requests and script will automatically be “paused” for the amount of time
specified by Identity Services Engine, while we wait for the Identity Services Engine rate-limit timer to cool
down. After the cool-down, your request will automatically be retried, and your script will continue to run as
normal. Handling all of this requires zero (0) changes to your code - you’re welcome.

Just know that if you are are sending a lot of requests, your script might take longer to run if your requests are
getting rate limited.

* Automatic CSRF token management Identity Services Engine will send a get request to fetch the X-CSRF-
Token for you before performing a POST/PUT/DELETE operation, and it will update the X-CSRF-Token of
that operation with the new token. It will try to be smart about it and not perform the fetch operation if one is
already present and valid.

All of this, combined, lets you do powerful things simply:

from ciscoisesdk import IdentityServicesEngineAPI
from ciscoisesdk.exceptions import ApiError

api_ = IdentityServicesEngineAPI (username='admin', password='Clscol2345")

# Get allowed protocols
search_result = api_.allowed_protocols.get_all () .response.SearchResult
if search_result and search_result.resources:

for resource in search_result.resources:

resource_detail = api_.allowed_protocols.get_by_id(resource.id) .response.
—~AllowedProtocols
print ("Id \nName \nallowChap \n".format (resource_detail.id, resource_detail.

—name, resource_detail.allowChap))

(continues on next page)
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(continued from previous page)

# Filter network device

device_list_response = api_.network_device.get_all(filter='name.EQ.ISE_EST Local_ Host_
—19")

device_responses = device_list_response.response.SearchResult.resources
device_response = device_responses|[0]

# Get network device detail
device_response_detail = api_.network_device.get_by_id(device_response.id) .response.
—NetworkDevice

# Delete network device
delete_device = api_.network_device.delete_by_id(device_response.id)

# Create network device

try:

network_device_response = api_.network_device.create (name='ISE_EST Local_Host_19',
— network_device_iplist=[{"ipaddress": "127.35.0.1", "mask": 321}])

print ("Created, new Location " . format (network_device_response.headers.Location))
except api_Error as e:

print (e)

Head over to the Quickstart page to begin working with the Identity Services Engine APIs in native Python!

1.2.2 MIT License

ciscoisesdk is currently licensed under the MIT Open Source License, and distributed as a source distribution (no
binaries) via PyPI, and the complete source code is available on GitHub.

1.2.3 ciscoisesdk License

MIT License
Copyright (c) 2021 Cisco and/or its affiliates.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documen-
tation files (the “Software”), to deal in the Software without restriction, including without limitation the rights to use,
copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom
the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PAR-
TICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFT-
WARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Copyright (c) 2021 Cisco and/or its affiliates.
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1.3 Quickstart

Dive in! ...to get started using the ciscoisesdk package:

Make sure that you have:

ciscoisesdk installed

ciscoisesdk upgraded to the latest version

1.3.1 Pass your Identity Services Engine Access Token

To interact with the Identity Services Engine APIs, you must have a Identity Services Engine Access Token. A
Identity Services Engine Access Token is how the Identity Services Engine APIs validate access and identify the
requesting user.

As a best practice, you can store your Identity Services Engine ‘credentials’ as an environment variables in your
development or production environment.

By default, ciscoisesdk will look for the following environment variables to create new connection objects:

IDENTITY_SERVICES_ENGINE_DEBUG - Tells the SDK whether to log request and response information.
Useful for debugging and seeing what is going on under the hood. Defaults to False.

IDENTITY_SERVICES_ENGINE_VERSION - Identity Services Engine API version to use. Defaults to
‘3.1_Patch_1".

IDENTITY_SERVICES_ENGINE_ENCODED_AUTH - It takes priority. It is the username:password encoded
in base 64. For example ‘ZGV2bmVO0dXNIcjpDaXNjbzEyMyEK’ which decoded is ‘devnetuser:Ciscol123!’

IDENTITY_ SERVICES_ENGINE_USERNAME - HTTP Basic Auth username.
IDENTITY SERVICES_ENGINE_ PASSWORD - HTTP Basic Auth paSSWOI"d.

IDENTITY_SERVICES_ENGINE_USES_API_GATEWAY - Enables or disables the usage of the API Gate-
way. Defaults to True.

IDENTITY_SERVICES_ENGINE_USES_CSRF_TOKEN - Enables or disables the usage of X-CSRF-Token.
Defaults to False.

IDENTITY_SERVICES_ENGINE_BASE_URL - The base URL to be prefixed to the individual API endpoint
suffixes. Itis used if the IDENTITY_SERVICES_ENGINE_USES_API_GATEWAY is True. Defaults to ‘https:
/ldcloud-dna-ise-rtp.cisco.com’.

IDENTITY_SERVICES_ENGINE_UI_BASE_URL - The Ul base URL to be prefixed to the individual ISE
UI API endpoint suffixes. It is used if the IDENTITY_SERVICES_ENGINE_USES_API_GATEWAY is False.

IDENTITY_SERVICES_ENGINE_ERS_BASE_URL - The ERS base URL to be prefixed to the individual
ISE ERS API endpoint suffixes. It is used if the IDENTITY_SERVICES_ENGINE_USES_API_GATEWAY is
False.

IDENTITY_SERVICES_ENGINE_MNT_BASE_URL - The MNT base URL to be prefixed to the individual
ISE MNT API endpoint suffixes. It is used if the IDENTITY_SERVICES_ENGINE_USES_API_GATEWAY
is False.

IDENTITY_SERVICES_ENGINE_PX_GRID_BASE_URL - The PX GRID base URL to be
prefixed to the individual ISE PX_GRID API endpoint suffixes. It is used if the IDEN-
TITY_SERVICES_ENGINE_USES_API_GATEWAY is False.

IDENTITY_SERVICES_ENGINE_SINGLE_REQUEST_TIMEOUT - Timeout (in seconds) for RESTful
HTTP requests. Defaults to 60.

1.3.
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e IDENTITY SERVICES_ENGINE_WAIT_ON_RATE_LIMIT - Enables or disables automatic rate-limit han-
dling. Defaults to True.

e IDENTITY_SERVICES_ENGINE_VERIFY - Controls whether to verify the server’s TLS certificate or not.
Defaults to True.

However, you choose to set it if you have IDENTITY_ SERVICES_ENGINE_VERSION,
IDENTITY_SERVICES_ENGINE_USERNAME and IDENTITY_ _SERVICES_ENGINE_PASSWORD, or
IDENTITY_SERVICES_ENGINE_VERSION and IDENTITY_SERVICES_ENGINE_ENCODED_AUTH en-
vironment variables, you are good to go. ciscoisesdk will use them to create your access token when creating new
IdentityServicesEngineAPT objects.

If you don’t want to set your credentials as environment variables, you can manually provide them as parameters when
creating a IdentityServicesEngine API object.

Note: The ciscoisesdk assumes that the ERS APIs and OpenAPIs are enabled. If uses_api_gateway is True, the
ciscoisesdk assumes that your ISE API Gateway is enabled as well.

1.3.2 Set credentials as environment variables

There are many places and diverse ways that you can set an environment variable, which can include:
* A setting within your development IDE
* A setting in your container / PaaS service
* A statement in a shell script that configures and launches your app

It can be as simple as setting it in your CLI before running your script. ..

$ IDENTITY_ SERVICES_ENGINE_USERNAME=your_username_here

IDENTITY_ SERVICES_ENGINE_PASSWORD=your_password_here

RO23

$ python myscript.py

..or putting your credentials in a shell script that you source when your shell starts up or before your run a script:

$ cat mycredentials.sh

export IDENTITY_ SERVICES_ENGINE_ENCODED_AUTH=your_encoded_auth_here
$ source mycredentials.sh

$ python myscript.py

1.3.3 Create a IdentityServicesEngineAPI “Connection Object”

To make interacting with the Identity Services Engine APIs as simple and intuitive as possible, all of the APIs have
‘wrapped’ underneath a single interface. To get started, import the IdentityServicesEngineAPT class and
create an API “connection object”.

>>> from ciscoisesdk import IdentityServicesEngineAPI
>>> apl = IdentityServicesEngineAPT ()

As discussed above (Pass your Identity Services Engine Access Token), ciscoisesdk defaults to pulling from environ-
ment variables to generate your access token. If you do not have those environment variables set and you try to create
anew IdentityServicesEngineAPI object without providing them, a AccessTokenError will be raised
(a ciscoisesdkException subclass).

8 Chapter 1. The User Guide




ciscoisesdk Documentation, Release 2.0.3

>>> from ciscoisesdk import IdentityServicesEngineAPI
>>> api = IdentityServicesEngineAPI ()
Traceback (most recent call last):

File "<stdin>", line 1, in <module>

File "ciscoisesdk/api/_ _init__ .py", line 356, in _ _init_

raise AccessTokenError (error_message)

AccessTokenError: You need an access token to interact with the Identity Services,
—Engine
APIs. Identity Services Engine uses HTTP Basic Auth to create an access
token. You must provide the username and password or just
the encoded_auth, either by setting each parameter or its
environment variable counterpart (IDENTITY_ SERVICES_ENGINE_USERNAME,
IDENTITY_SERVICES_ENGINE_PASSWORD, IDENTITY_ SERVICES_ENGINE_ENCODED_AUTH) .

If you don’t provide a known version and try to create a new IdentityServicesEngineAPI, a
VersionError will be raised.

>>> from ciscoisesdk import IdentityServicesEngineAPI
>>> api = IdentityServicesEngineAPI (username='devnetuser',
password='Ciscol23!"',
base_url='https://dcloud-dna-ise-rtp.cisco.com',
version='0.1.12")
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
File "ciscoisesdk/api/_ _init__.py", line 344, in _ _init_
raise VersionError (error_message)
VersionError: Unknown API version, known versions are 3.1.0, 3.1.1 and 3.1_Patch_1.

Use the arguments to manually provide enough information for the HTTP Basic Auth process, when creating a new
IdentityServicesEngineAPT connection object.

>>> from ciscoisesdk import IdentityServicesEngineAPI

>>> # Create a IdentityServicesEngineAPI connection object;

>>> # Using encoded_auth, with Identity Services Engine API version 3.1 _Patch_ 1

>>> api = IdentityServicesEngineAPI (encoded_auth='YWRtaW460QzFzY28xMjMONQo=",
base_url="https://dcloud-dna-ise-rtp.cisco.com",
version='3.1_Patch_1"',
uses_api_gateway=True,

. uses_csrf_token=True)

>>> # Create a IdentityServicesEngineAPI connection object;

>>> # Using username, and password, with ISE API version 3.1_Patch_1

>>> api = IdentityServicesEngineAPI (username='admin', password='Clscol2345"',
uses_api_gateway=True,
base_url="https://dcloud-dna-ise-rtp.cisco.com",
version='3.1_Patch_1"',
uses_csrf_token=True)

Use the arguments to provide the URLs required depending on the uses_api_gateway value.

Note: If uses_api_gateway is True, the ciscoisesdk assumes that your ISE API Gateway is enabled.

Note: If uses_csrf_token is True, the ciscoisesdk assumes that your ISE CSRF Check is enabled. Furthermore, it
assumes you need the ciscoisesdk to manage the CSRF token automatically for you.

1.3. Quickstart 9
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>>> from ciscoisesdk import IdentityServicesEngineAPI

>>> # Create a IdentityServicesEngineAPI connection object;

>>> # Using API Gateway (since it was enabled on ISE)

>>> # Using CSRF Token (since the CSRF Check was enabled on ISE)

>>> api IdentityServicesEngineAPI (username="admin',
password="'Clscol2345",
uses_api_gateway=True,
uses_csrf_token=True,

base_url="'https://dcloud-dna-ise-rtp.cisco.com',
version='3.1_Patch_1"',
. verify=True)
>>> # Not using API Gateway
>>> # Not using CSRF Token
>>> api = IdentityServicesEngineAPI (username='devnetuser', password='Ciscol23!"',
uses_apil_gateway=False,
uses_csrf_token=False,
. ers_base_url="https://dcloud-dna-ise-rtp.cisco.
—~com:9060",
S ui_base_url="https://dcloud-dna-ise-rtp.cisco.
—com:443",
. mnt_base_url="https://dcloud-dna-ise-rtp.cisco.
—com:443",
px_grid_base_url="https://dcloud-dna-ise-rtp.
—~cisco.com:8910",
version='3.1_Patch_1")

Note that this can be very useful if you are reading authentication credentials from a file or database and/or when you
want to create more than one connection object.

>>> from ciscoisesdk import IdentityServicesEngineAPI

>>> kingston_auth = 'ZG5hY2VudGVydXNlcjpDaXNjbzEyMyEK'
>>> london_auth = ('london', 'rcx0cfd3!")
>>> kingston_api = IdentityServicesEngineAPI (encoded_auth=kingston_auth, base_url=

—"https://dcloud-dna-ise-rtp.cisco.com", version='3.1_Patch_1")

>>> london_api = IdentityServicesEngineAPI (xlondon_auth, base_url="https://128.107.71.
—199:443",

. version='3.1_Patch_1', uses_api_
—gateway=True) # x Unpacks tuple

1.3.4 CSRF Token Check

If uses_csrf_token is True, the ciscoisesdk assumes that your ISE CSRF Check is enabled. Furthermore, it presumes
you need the ciscoisesdk to manage the CSRF token automatically for you.

If uses_csrf_token is False, the ciscoisesdk assumes that your ISE CSRF Check is disabled. Additionally, it supposes
you do not need the ciscoisesdk to send CSRF token for POST/PUT/DELETE operations. In this case, you could still
do it manually like in the following code fragment:

>>> endpoint_id_to_delete = "bed6£f4f0-932f-1lec-aad4c-8e0daB8a23ad8"

>>> get_request = api.endpoint.get_version (headers={"X-CSRF-Token": "fetch"})

>>> r2 = api.endpoint.delete_by_id(id=endpoint_id_to_delete,

e headers={"X-CSRF-Token": get_request.headers["X—-
—CSRF-Token"]11})

10 Chapter 1. The User Guide
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1.3.5 API Gateway

If uses_api_gateway is True, the ciscoisesdk assumes that the API Gateway is enabled.
If uses_api_gateway is True you only need to set your base_url.

If uses_api_gateway is False you need to set the ers_base_url, ui_base_url, mnt_base_url and px_grid_base_url.

Warning:
1. Ensure that you have enabled the ERS APIs and OpenAPIs.

2. Make sure to check the ISE settings for the API Gateway, and set the uses_api_gateway accordingly.

If you don’t provide the URLSs necessary and try to create anew IdentityServicesEngineAPI,aTypeError
will be raised.

>>> from ciscoisesdk import IdentityServicesEngineAPI
>>> # Create a IdentityServicesEngineAPI connection object;
>>> # it uses Identity Services Engine username and password, with ISE API version 3.
1 Patch 1
>>> # The base_url used by default is "from ciscoisesdk.config import DEFAULT BASE_
—URL"
>>> api = IdentityServicesEngineAPI (username='admin',
password="'Clscol2345",
uses_api_gateway=True,
base_url=None,
version='3.1_Patch_1"',
. verify=True)
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
api = IdentityServicesEngineAPI (username="'admin',
File "ciscoisesdk/api/__init__.py", line 336, in __init___
File "ciscoisesdk/utils.py", line 165, in check_type
TypeError: We were expecting to receive an instance of one of the following types:
'basestring'; but instead we received None which is a 'NoneType'.

>>> # Other way to create IdentityServicesEngineAPI connection object; if it does not,
—use the API Gateway
>>> api = IdentityServicesEngineAPI (username='devnetuser', password='Ciscol23!"',
uses_api_gateway=False,
o ers_base_url="https://dcloud-dna-ise-rtp.cisco.
—com:9060",
. ui_base_url="https://dcloud-dna-ise-rtp.cisco.
—~com:443",
. mnt_base_url="https://dcloud-dna-ise-rtp.cisco.
—~com:443",
.. # px_grid _base_ url="https://dcloud-dna-ise-rtp.
—~cisco.com:8910",
Ce version='3.1 _Patch_1")
Traceback (most recent call last):

File "<stdin>", line 1, in <module>

api = IdentityServicesEngineAPI (username="'admin',

File "ciscoisesdk/api/__init__.py", line 341, in __init___

File "ciscoisesdk/utils.py", line 165, in check_type
TypeError: We were expecting to receive an instance of one of the following types:
'basestring'; but instead we received None which is a 'NoneType'.

1.3. Quickstart 11
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1.3.6 Certificates

Besides username, password, encoded_auth, base_url, and version, there are other parameters when creating the
IdentityServicesEngineAPTI, many of them have a default value (check Package Constants for more).

When dealing with certificates, the most important one is the verify parameter.

To avoid getting errors like the following:

>>> from ciscoisesdk import IdentityServicesEngineAPI

>>> own_api = IdentityServicesEngineAPI (encoded_auth="dXNlcm5hbWU6cGFzc3dvemQK',
base_url="https://128.107.71.199:443", version='3.1 Patch_1', uses_api_

—gateway=True)

requests.exceptions.SLError: HTTPSConnectionPool (host='128.107.71.199"', port=443):

Max retries exceeded with url: /dna/system/api/vl/auth/token (Caused by

SSLError (SSLCertVerificationError(l, '[SSL: CERTIFICATE_VERIFY_FAILED] certificate

verify failed: self signed certificate in certificate chain (_ssl.c:1076)")))

>>>

Include the verify parameter and set it to False:

>>> from ciscoisesdk import IdentityServicesEngineAPI

>>> own_api = IdentityServicesEngineAPTI (encoded_auth="'dXNlcmbhbWU6cGFzc3dvemQK',
base_url="https://128.107.71.199:443", version='1.3.0",
verify=False)

InsecureRequestWarning: Unverified HTTPS request is being made. Adding certificate

verification is strongly advised. See: https://urllib3.readthedocs.io/en/latest/

—advanced-usage.html#ssl-warnings

InsecureRequestWarning)
>>>

You will see urllib3 warnings instead. If you want to disable them, the easiest way is with:

>>> import urllib3
>>> urllib3.disable_warnings ()

1.3.7 Package Constants

The following are the default values pulled from ciscoisesdk.config and used when creating the connection
object.

DEFAULT DEBUG = 'False'
debug default value.
DEFAULT VERSION = '3.1_Patch 1'

version default value.

DEFAULT_BASE URL = 'https://dcloud-dna-ise-rtp.cisco.com'
base_url default value.

DEFAULT_ SINGLE REQUEST_TIMEOUT = 60
single_request_timeout default value. Timeout (in seconds) for the RESTful HTTP requests.

DEFAULT WAIT ON_RATE LIMIT = True
wait_on_rate_limit default value. Enables or disables automatic rate-limit handling.

DEFAULT_VERIFY = True
verify default value. Controls whether to verify the server’s TLS certificate or not.

12 Chapter 1. The User Guide
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DEFAULT_USES_API_GATEWAY = True
uses_api_gateway default value. Controls whether ISE use the gateway or not.

DEFAULT USES_CSRF_TOKEN = False
uses_csrf_token default value. Controls wheter we send the X-CSRF-Token to ISE’ ERS APIs.

1.3.8 Making API Calls

Now that you have created a IdentityServicesEngineAPT “connection object,” you are ready to start making
API calls.

>>> api.network_device.get_all (page=1,size=3) .response.SearchResult.resources

[{'"id': '4969bc30-ad2a-11eb-95af-f263cf05£605",

'name': 'ISE_EST Local_Host_19',

'description': '',

'link': {'rel': 'self',

'href': 'https://198.18.133.27/ers/config/networkdevice/4969bc30-ad2a-1leb-95af-
—~f263cf05£605",

'type': 'application/Jjson'}},
{'id': 'a56f6360-a9%fe-11leb-95af-£f263cf05£605",

'name': 'ISE_EST Local_Host_92348",

'description': '"',

'link': {'rel': 'self',

'href': 'https://198.18.133.27/ers/config/networkdevice/a56f6360-a9fe-11eb-95af-
—f£263cf05£605",

'type': 'application/Json'}},
{'id': '2ea03580-aal02-11eb-95af-£f263cf05£605"',

'name': 'Test_Device_4"',

'description': '',

'link': {'rel': 'self',

'href': 'https://198.18.133.27/ers/config/networkdevice/2ea03580-aal2-11leb-95af-
—~f263cf05£605",

'type': 'application/Json'}}]

It really is that easy.

All of the calls have been wrapped and represented as native Python method calls, like
IdentityServicesEngineAPI.network_device.get_all () which gets the network devices sum-
maries for the Cisco ISE ERS - see the Network Device - Get All API endpoint documentation.

As you can see, we have represented the API endpoints using simple terms that are aligned with the API
docs; for example, representing the /ers/config/networkdevice API endpoint as a network_device.
get_network_device () method available underneath the TdentityServicesEngineAPI connection ob-
ject.

A full list of the available API methods, with their descriptions and parameters, is available in the User API Doc.
A summary of the structure is available for each version supported

e v3.1.0

e v3.1.1

e v3.1_Patch_1

You can easily access and call any of these methods directly from your IdentityServicesEngineAPI connec-
tion object:

1.3. Quickstart 13
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>>> api.network_access_policy_set.get_all () .response.response
[{'default': False,

'id': 'f22b6a01-759b-47e2-99%ea-2e062abdbbed’,

'name': 'Test Policy Set 1°',

'description': 'Test Policy Set',

'hitCounts': 0,

'rank': O,

'state': 'enabled',

'condition': {'link': None,

'conditionType': 'ConditionReference',

'isNegate': False,

'name': 'My New Condition',

'id': '92bba708-1df6-4£03-9d40-d28b4cb2d982",

'description': 'New optional Description'},

'serviceName': 'Default Network Access',

'isProxy': False,

'link': {'rel': 'self',

'href': 'https://198.18.133.27/api/vl/policy/network-access/policy-set/f22b6all-
—759b-47e2-99%ea-2e062abdbbed"',

'type': 'application/json'}}]

1.3.9 Catching Exceptions

If something should go wrong with the API call, an exception will be raised. ApiError exceptions are raised when
an error condition is returned from the Identity Services Engine cloud. Details will be provided in the error message.

>>> from ciscoisesdk import IdentityServicesEngineAPI, ApiError

>>> api = IdentityServicesEngineAPI (username='devnetuser', password='Ciscol23!")
>>> # The uses_api_gateway is True by default and the base_url used by default is_
— from ciscoisesdk.config import DEFAULT BASE_URL"

>>> network_device_response = api.network_device.create_network_device (name="'ISE_EST
—Local_Host_19', network_device_iplist=[{"ipaddress": "127.35.0.1", "mask": 32}1])
ApiError Traceback (most recent call last)
<ipython-input-71-afadb5c98c43> in <module>
—-——-> 1 network_device_response = api.network_device.create_network_device (name='ISE_
—EST_Local_Host_19', network_device_iplist=[{"ipaddress": "127.35.0.1", "mask": 32}])
2
ciscoisesdk/misc.py in check_response_code (response, expected_response_code)
63 raise RatelLimitError (response)
64 else:
-—> 65 raise ApiError (response)
66
ApiError: [400] - The request was invalid or cannot be otherwise served.
{
"ERSResponse" : {
"operation" : "POST-create-networkdevice",
"messages" : [ {
"title" : "Network Device Create failed: Device Name Already Exist",
"type" : "ERROR",
"code" : "Application resource validation exception"
b1,
"link" : {
"rel" : "related",
"href" : "https://198.18.133.27/ers/config/networkdevice",
"type" : "application/xml"

(continues on next page)
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>>>

You can catch any errors returned by the Identity Services Engine cloud by catching ApiError exceptions in a
try-except block.

>>> from ciscoisesdk.exceptions import ApiError

>>> try:
C network_device_response = api.network_device.create_network_device (name='ISE__
—EST_Local_Host_19', network_device_iplist=[{"ipaddress": "127.35.0.1", "mask": 32}])
except ApiError as e:
print (e)
ApiError: [400] - The request was invalid or cannot be otherwise served.
{
"ERSResponse" : {
"operation" : "POST-create-networkdevice",
"messages" : [ {
"title" : "Network Device Create failed: Device Name Already Exist",
"type" : "ERROR",
"code" : "Application resource validation exception"
b1,
"link" : {
"rel" : "related",
"href" : "https://198.18.133.27/ers/config/networkdevice",
"type" : "application/xml"

>>>

ciscoisesdk will also raise a number of other standard errors (TypeError, ValueError, etc.); however, these
errors are usually caused by incorrect use of the package or methods and should be sorted while debugging your app.

1.3.10 Working with Returned Objects

The Identity Services Engine cloud returns data objects in JSON format, like so:

[

"default": false,

"id": "f22b6a01-759b-47e2-99%ea-2e062abdbbed",
"name": "Test Policy Set 1",

"description": "Test Policy Set",
"hitCounts": 0,

"rank": O,

"state": "enabled",

"condition": {
"link": null,
"conditionType": "ConditionReference",
"isNegate": false,
"name": "My New Condition",
"id": "92bba708-1df6-4£03-9d40-d28b4cb2d982",
"description": "New optional Description"

(continues on next page)
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}y

"serviceName": "Default Network Access",
"isProxy": false,
"link": {
"rel": "self",
"href": "https://198.18.133.27/api/vl/policy/network-access/policy-set/f22b6a0l—
—7599p-47e2-99%ea—-2e062abdb6ed",
"type": "application/json"

Sure, JSON data objects can easily be parsed and represented in Python using dictionaries, but when working with
an ‘object’ wouldn’t it be nice to be able to work with it like an object - using native object syntax (like accessing
attributes using ‘.’ notation)? ciscoisesdk enables you to do just that:

>>> policy_set = api.network_access_policy_set.get_all() .response.response
>>> policy_set[0].1id

'£22b6a01-759b-47e2-99%a-2e062abdbbed’

>>> policy_set[0].condition.conditionType

'ConditionReference’

>>> policy_set[0] .condition.name

'My New Condition'

Representing and treating Identity Services Engine data objects as Python data objects, can really help clean up your
code and make coding easier:

1. You don’t need to create variables to hold all the data attributes, just use the attributes available underneath the
data object.

>>> # Do this

>>> device_list_response = api.network_device.get_all(filter="'name.EQ.ISE_EST
—Local_Host_19")

>>> device_response = device_list_response.response.SearchResult.resources[0]
>>> device_response_detail = api.network_device.get_by_id(device_response.id) .
—response.NetworkDevice

>>> # or even this

>>> filter_qgquery = 'name.EQ.ISE_EST_Local_Host_19'

>>> device_response_id = api.network_device.get_all(filter=filter_query) .response.
-»SearchResult.resources[0].1id

>>> device_response_detail = api.network_device.get_by_id(device_response_id) .
—response.NetworkDevice

2. When accessing ‘optional’ attributes, like device_list_response.response.SearchResult.
resources [0] .1id attribute of Identity Services Engine NetworkDevice object, the response object will
return None when the attribute is not present and will return the attribute’s value when it is present. This avoids
some boiler plate code and/or needless exception handling, when working with optional attributes.

>>> devices_response = api.network_device.get_all() .response
>>> # Instead of doing this
>>> if hasattr(devices_response, 'SearchResult') and hasattr (devices_response.
—SearchResult, 'resources'):
devices = devices_response.SearchResult.resources
for d in devices:
if hasattr(d, 'id') and hasattr(d, 'description'):

(continues on next page)
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# Do something with the configList attribute
S print (d.id, d.description)
>>> # Or this

try:

devices = devices_response.SearchResult.resources
except AttributeError as e:

pass

for d in devices:
# Do something with the configList attribute
print(d.id, d.description)
except AttributeError as e:
pass
>>> # You can do this, which is cleaner
>>> if devices_response.SearchResult and devices_response.SearchResult.resources:
for d in devices_response.SearchResult.resources:
if d.id and d.description:
# Do something with the configList attribute
print (d.id, d.description)

3. It just feels more natural. :-) When iterating through sequences, and working with objects in those sequences
(see the next section), working with objects as objects is definitely more Pythonic.

The Zen of Python (PEP 20): “Beautiful is better than ugly.” “Simple is better than complex.”
The currently modeled Identity Services Engine Data Object with its functions, is available /ere in the User API Doc.
What if Identity Services Engine adds new data attributes?

Attribute access WILL WORK for the newly added attributes (yes, without a package update!). ciscoisesdk is written
to automatically take advantage of new attributes and data as they are returned.

1.3.11 Configuring Logging for ciscoisesdk

The main ciscoisesdk logger is ciscoisesdk.
Other loggers are ciscoisesdk.exceptions, ciscoisesdk.restsession and ciscoisesdk.api.custom_caller.
The ciscoisesdk adds only the logging.NullHandler following the logging recommendations for libraries

So you can add your logging handlers according to your needs.

import logging
import warnings
from ciscoisesdk import IdentityServicesEngineAPI

# Another way to disable warnings caused by (verify=False)
warnings.filterwarnings ('ignore', message='Unverified HTTPS request')

logger = logging.getlLogger ('simple example')

logger.setLevel (logging.DEBUG)

# create console handler and set level to debug

ch = logging.StreamHandler ()

# create formatter

formatter = logging.Formatter (' - - - ")
# add formatter to ch

ch.setFormatter (formatter)

# add ch to logger

logger.addHandler (ch)

(continues on next page)
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ch_ = logging.StreamHandler ()
api IdentityServicesEngineAPI (verify=False, debug=True)

logging.getLogger ('ciscoisesdk') .addHandler (ch_)

logger.debug('simple message')
api.network_device.get_all () .response

1.3.12 Adding API call definitions

Custom caller functions help you:
1. Add support for custom API calls.

2. Add support for API calls that are/were not documented when the SDK was released.

from ciscoisesdk import api

# Create a IdentityServicesEngineAPI connection object;
# it uses Identity Services Engine sandbox URL, username and password, with Identity,,
—Services Engine API version 3.1_Patch_1.,
# and requests to verify the server's TLS certificate with verify=True.
api_ = api.IdentityServicesEngineAPI (username="devnetuser",
password="Ciscol23!",
base_url="https://dcloud-dna-ise-rtp.cisco.con",
version='3.1_Patch_1"',
verify=True

# Add your custom API call to the connection object.
# Define the get_hotspotportal function.
# Call it with:
# get_hotspotportal (params={'filter': 'name.EQ.Hotspot Guest Portal'})
def get_hotspotportal (params) :
return api_.custom_caller.call_api('GET', '/ers/config/hotspotportal', params)

Add your custom API call to the connection object.
Define the delete_hotspotportal by _id function
under the custom _caller wrapper.
Call it with:
api_.custom _caller.delete _hotspotportal_ by _id('be456gl6-14fd-4cac—-94b7-ac3b8f9f

S ¥ W R H

)

api_.custom_caller.add_api ('delete_hotspotportal_ by_id',

lambda _id:
api_.custom_caller.call_api(
'"DELETE',

'/ers/config/hotspotportal/{id}"',
path_params={

tid': _id,
1)

# Advance usage example using Custom Caller functions.
def setup_custom() :

mmn

Defines the get_hotspotportal_ by _id and delete _hotspotportal_ by_id functions

(continues on next page)
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under the custom caller wrapper, and with help documentation
in two different ways.

Check that they have been added with
'get_hotspotportal_by_id' in dir(api_.custom _caller)
'delete_hotspotportal by _id' in dir(api_.custom_caller)

Quickly check that you indeed have them as functions with
type (getattr (api_.custom _caller, 'get_hotspotportal_ by _id'))
type (getattr (api_.custom caller, 'delete_ hotspotportal by _id'))

Check the documentation with
help (api_.custom _caller.get_hotspotportal_by_id)
help (api_.custom _caller.delete_hotspotportal by_id)

mon

# Alternative 1: Definition with helper function.
def _get_hotspotportal_by_id(_id):
"""Custom hostport portal API call, returns response attribute

Args:
_id(str): Hostport portal id.

Returns:
RestResponse: REST response with following properties:
— headers (MyDict) : response headers.
- response (MyDict): response body as a MyDict object. Access the_,
—object's properties by using the dot notation
or the bracket notation.
- content (bytes): representation of the request's response
- text (str): representation of the request's response
mmn
return api_.custom_caller.call_api (
'GET',
'/ers/config/hotspotportal/{id}",
path_params={
'id': _id,
1)
# Finally add the function as an attribute.
api_.custom_caller.add_api ('get_hotspotportal_by_id', _get_hotspotportal_by_id)

# Alternative 2: Definition with lambda function.
api_.custom_caller.add_api('delete_hotspotportal_ by id',

lambda _id:
api_.custom_caller.call_api(
'DELETE',

'/ers/config/hotspotportal/{id}",
path_params={
'id': _id,
})
)
# Finally add the documentation
api_.custom_caller.delete_hotspotportal by_id. doc = mnn

Custom global credential API call to delete hostport portal

Args:

(continues on next page)
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_id(str):

Returns:
RestResponse:

- headers (MyDict) :
— response (MyDict) :
by using the dot notation

—'s properties

Hostport portal id.

REST response with following properties:

response headers.
response body as a MyDict object.

or the bracket notation.

- content (bytes) :
representation of the request's response

- text (str):

nun

representation of the request's response

Access the object

Check out the Custom Caller documentation to begin using it.

Copyright (¢) 2021 Cisco and/or its affiliates.

1.4 User API Doc

1.4.1 ldentityServicesEngineAPI

The TdentityServicesEngineAPT class creates “connection objects” for working with the Identity Services
Engine APIs and hierarchically organizes the Identity Services Engine APIs and their endpoints underneath these

connection objects.

IdentityServicesEngineAPl summary structure

v3.1.0 summary

IdentityServicesEngineAPTI | aci_bindings get_aci_bindings () c
aci_settings get_aci_settings () c
active_directory create_active _direc
admin_user get_admin_user_by 1
allowed_protocols create_allowed _prot
anc_endpoint apply_anc_endpoint (
anc_policy bulk_request_for._an
authentication authentication_api (
authorization_profile create_authorizatio
backup_and_restore cancel_backup () coni
byod_portal create_byod _portal (
certificate_profile create_certificate_
certificate_template get_certificate_ tem
certificates bind csr () delete_ c:
clear_threats_and_vulnerabilities clear threats_and v
consumer access_secret () acti

custom_caller

add_api () call_api ()

device_administration_authentication_rules

create_device_admin

device_administration_authorization_exception_rules

create_device_admin

device_administration_authorization_global_exception_rules

create_device_admin

device_administration_authorization_rules

create_device_ admin

20
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device_administration_command_set

get_device_admin_co

device_administration_conditions

create_device _admin

device_administration_dictionary_attributes_list

get_device_admin_di

device_administration_identity_stores

get_device_admin_ id

device_administration_network_conditions

create_device_admin

device_administration_policy_set

create_device _admin

device_administration_profiles

get_device_admin_pr

device_administration_service_names

get_device_admin_se

device_administration_time_date_conditions

create_device_admin

downloadable_acl

create_downloadable

egress_matrix_cell

bulk_request_for_eg

endpoint

bulk_request_for_en

endpoint_certificate

create_endpoint_cer

endpoint_identity_group

create_endpoint_gro

external_radius_server

create_external_ raa

filter_policy

create_filter_polic

guest_location

get_qguest_location (

guest_smtp_notification_configuration

create_guest_smtp_n

guest_ssid create_guest_ssid()
guest_type create_guest_type ()
guest_user approve_guest_user._
hotspot_portal create_hotspot_port

identity_groups

create_identity_gro

identity_sequence

create_identity_seq

internal_user

create_internal_use

ip_to_sgt_mapping

bulk_request_for_ip

ip_to_sgt_mapping_group

bulk_request_for_1ip

mdm

get_endpoint_by_mac

misc

delete_all sessions

my_device_portal

create_my_device_po

native_supplicant_profile

delete _native_suppl

nbar_app

create_nbar_app () de

network_access_authentication_rules

create_network_acce

network_access_authorization_exception_rules

create_network_acce

network_access_authorization_global_exception_rules

create_network_acce

network_access_authorization_rules

create_network_acce

network_access_conditions

create_network_acce

network_access_dictionary

create_network_acce

network_access_dictionary_attribute

create_network_acce

network_access_dictionary_attributes_list

get_network_access_

network_access_identity_stores

get_network_access_

network_access_network_conditions

create_network_acce

network_access_policy_set

create_network_ acce

network_access_profiles

get_network _access_

network_access_security_groups

get_network_access_

network_access_service_names

get_network_access_

network_access_time_date_conditions

create_network_acce

network_device

bulk_request_for_ne

network_device_group

create_network_ devi

node_deployment

delete_node () get_nc«
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node_details

get_node_detail_by._

node_group create_node_group ()
pan_ha disable _pan_ha () enc:
portal get_portal_by id() c

portal_global_setting

get_portal_global_s

portal_theme

create_portal_ theme

profiler get_profiles ()
profiler_profile get_profiler_profil
provider authorization () reg:

psn_node_details_with_radius_service

get_session_service

pull_deployment_info

get_deployment_info

px_grid_node

approve_px_grid_nod

px_grid_settings

autoapprove_px_grid

radius_failure

get_failures ()

radius_server_sequence

create_radius_serve

replication_status

get_node_replicatio

repository

create_repository()

restid_store

create_rest_id_stor

security_group_to_virtual_network

bulk_request_for_se

security_groups

bulk_request_for_se

security_groups_acls

bulk_request_for_se

self_registered_portal

create_self registe

session_directory

get_session_by_ ip_a

sg_vn_mapping

bulk_create_sg_vn_m

sms_provider

get_sms_provider () ¢

Sponsor_group create_sponsor_grou
sponsor_group_member get_sponsor_group_m
sponsor_portal create_sponsor_port

sponsored_guest_portal

create_sponsored_gu

support_bundle_download

download_support_bu

support_bundle_status

get__support_bundle_

support_bundle_trigger_configuration

create_support_bund

SXp_connections

bulk_request_for_sx

sxp_local_bindings

bulk_request_for_sx

sxp_vpns

bulk_request_for_sx

sync_ise_node

sync_node ()

system_certificate

create_system certi

system_health

get_healths () get_pe

tacacsfcommandfsets

create_tacacs_comma

tacacs_external_servers

create tacacs_exter

tacacs_profile create_tacacs_profi
tacacs_server_sequence create_tacacs_serve
tasks get_task_status () ge

telemetry_information

get_telemetry_info_

trust_sec_configuration

get_egress_matrices

trust_sec_sxp

get_bindings ()

version_and_patch

get_ise_version_and

version_info

get_version_info()

virtual_network

bulk create virtual

vn_vlan_mapping

bulk create_vn_vlan
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v3.1.1 summary

IdentityServicesEngineAPT

aci_bindings

get_aci_bindings () c

aci_settings

get_aci_settings () ¢

active_directory

create_active_direc

admin_user

get_admin_user_by_1i

allowed_protocols create_allowed_prot
anc_endpoint apply_anc_endpoint (
anc_policy bulk_request_for_an
authentication authentication _api (
authorization_profile create_authorizatio
backup_and_restore cancel_backup () coni
byod_portal create_byod_portal (
certificate_profile create_certificate_
certificate_template get_certificate_tenm
certificates bind csr() delete_c:
clear_threats_and_vulnerabilities clear_threats_and_v
consumer access_secret () act:

custom_caller

add_api () call_api ()

device_administration_authentication_rules

create_device_admin

device_administration_authorization_exception_rules

create_device _admin

device_administration_authorization_global_exception_rules

create_device_admin

device_administration_authorization_rules

create_device _admin

device_administration_command_set

get_device_admin_co

device_administration_conditions

create_device_admin

device_administration_dictionary_attributes_list

get_device_admin_di

device_administration_identity_stores

get_device_admin_id

device_administration_network_conditions

create_device_admin

device_administration_policy_set

create_device _admin

device_administration_profiles

get_device _admin_pr

device_administration_service_names

get_device_admin_se

device_administration_time_date_conditions

create_device_admin

downloadable_acl

create_downloadable

egress_matrix_cell

bulk_request_for._eg

endpoint

bulk_request_for_en

endpoint_certificate

create_endpoint_cer

endpoint_identity_group

create_endpoint_gro

external_radius_server

create_external_rad

filter_policy

create_filter _polic

guest_location

get_qguest_location (

guest_smtp_notification_configuration

create_guest_smtp_n

guest_ssid

create_guest_ssid()

guest_type

create_qguest_type ()

guest_user approve_guest_user._
hotspot_portal create_hotspot_port
identity_groups create_identity_gro

identity_sequence

create_identity_seq

internal_user

create_internal_use

ip_to_sgt_mapping

bulk_request_for_ip

ip_to_sgt_mapping_group

bulk_request_for_1ip
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licensing configure_smart_sta
mdm get_endpoint_by _mac
misc delete _all_sessions

my_device_portal

create_my_device_ po

native_supplicant_profile

delete_native_ suppl

nbar_app

create_nbar._app () de

network_access_authentication_rules

create_network_acce

network_access_authorization_exception_rules

create_network_acce

network_access_authorization_global_exception_rules

create_network_acce

network_access_authorization_rules

create_network_acce

network_access_conditions

create_network_acce

network_access_dictionary

create_network_acce

network_access_dictionary_attribute

create_network_acce

network_access_dictionary_attributes_list

get_network_access_

network_access_identity_stores

get_network_access_

network_access_network_conditions

create_network_acce

network_access_policy_set

create_network_acce

network_access_profiles

get_network_access_

network_access_security _groups

get_network_access_

networkﬁaccessfservicefnames

get_network_access_

network_access_time_date_conditions

create_network_acce

network_device

bulk_request_for_ne

network_device_group

create_network_ devi

node_deployment

delete_node () get_nc

node_details

get_node_detail_ by

node_group add_node () create_nc
node_services get_interfaces () get
pan_ha get_pan_ha_status ()
patching install_hotpatch () i
portal get_portal_by_1id() c

portal_global_setting

get_portal_global_s

portal_theme

create_portal_theme

profiler get_profiles()

profiler_profile get_profiler profil
provider authorization () reg:
proxy get_proxy_connectio

psn_node_details_with_radius_service

get_session_service

pull_deployment_info

get_deployment_info

px_grid_node

approve_px_grid_nod

px_grid_settings

autoapprove_px_grid

radius_failure

get_failures ()

radius_server_sequence

create_radius_serve

repository

create_repository ()

restid_store

create_rest_1id_stor

security_group_to_virtual_network

bulk_request_for_se

security_groups

bulk_request_for_se

security_groups_acls

bulk_request_for_se

self_registered_portal

create_self registe

session_directory

get_session_by_ip_a

sg_vn_mapping

bulk_create_sg_vn_m
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sms_provider

get_sms_provider () ¢

Sponsor_group create_sponsor._grou
sponsor_group_member get_sponsor._group_nm
sponsor_portal create_sponsor_port
sponsored_guest_portal create_sponsored_gu

support_bundle_download

download_ support_bu

support_bundle_status

get_support_bundle_

support_bundle_trigger_configuration

create_support__buna

sXp_connections

bulk_request_for_sx

sxp_local_bindings

bulk_request_for_sx

sxp_vpns

bulk_request_for_sx

system_certificate

create_system certi

system_health

get_healths () get_pe

tacacs_command_sets

create_tacacs_comma

tacacs_external_servers

create_tacacs_exter

tacacs_profile create_tacacs_profi
tacacs_server_sequence create_tacacs_serve
tasks get_task_status () ge
telemetry get_transport_gatew

telemetry_information

get_telemetry_info_

trust_sec_conﬁgumtion

get_egress_matrices

trust_sec_sxp

get_bindings ()

version_and_patch

get_ise_version_and

version_info

get_version_info ()

virtual_network

bulk create virtual

vn_vlan_mapping

bulk_create_vn_vlan

v3.1_Patch_1 summary

IdentityServicesEngineAPT

aci_bindings

get_aci_bindings () c

aci_settings

get_aci_settings () ¢

active_directory

create_active_direc

admin_user

get_admin_user_by_1i

allowed_protocols create_allowed_prot
anc_endpoint apply_anc_endpoint (
anc_policy bulk_request_for_an
authentication authentication_api (
authorization_profile create_authorizatio
backup_and_restore cancel_backup () con:
byod_portal create_byod portal (
certificate_profile create_certificate_
certificate_template get_certificate_tem
certificates bind csr() delete_c:
clear_threats_and_vulnerabilities clear _threats_and_v
consumer access_secret () act:

custom_caller

add_api () call_api ()

device_administration_authentication_rules

create_device admin

device_administration_authorization_exception_rules

create_device _admin
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device_administration_authorization_global_exception_rules

create_device_admin

device_administration_authorization_rules

create_device _admin

device_administration_command_set

get_device_admin_co

device_administration_conditions

create_device _admin

device_administration_dictionary_attributes_list

get_device_admin_di

device_administration_identity_stores

get_device_admin id

device_administration_network_conditions

create_device_admin

device_administration_policy_set

create_device_admin

device_administration_profiles

get_device _admin_pr

device_administration_service_names

get_device_admin_se

device_administration_time_date_conditions

create_device_admin

downloadable_acl

create_downloadable

egress_matrix_cell

bulk_request_for_eg

endpoint

bulk_request_for_en

endpoint_certificate

create_endpoint_cer

endpoint_identity_group

create_endpoint_gro

external_radius_server

create_external_raa

filter_policy

create_filter_polic

guest_location

get_qguest_location (

guest_smitp_notification_configuration

create_guest_smtp_n

guest_ssid

create_guest_ssid()

guest_type create_guest_type ()
guest_user approve_guest_user._
hotspot_portal create_hotspot_port

identity_groups

create_identity gro

identity_sequence

create_identity_seq

internal_user

create_internal_use

ip_to_sgt_mapping

bulk_request_for_ip

ip_to_sgt_mapping_group

bulk_request_for_ 1ip

licensing configure_smart_sta
mdm get_endpoint_by_mac
misc delete_all_sessions

my_device_portal

create_my_device_ po

native_supplicant_profile

delete_native_ suppl

nbar_app

create_nbar_app () de

network_access_authentication_rules

create_network_acce

network_access_authorization_exception_rules

create_network_acce

network_access_authorization_global_exception_rules

create_network_acce

network_access_authorization_rules

create_network_acce

network_access_conditions

create_network_acce

network_access_dictionary

create_network_acce

network_access_dictionary_attribute

create_network_acce

network_access_dictionary_attributes_list

get_network_access_

network_access_identity_stores

get_network _access_

network_access_network_conditions

create_network_acce

network_access_policy_set

create_network_acce

network_access_profiles

get_network_access_

network_access_security_groups

get_network_access_

network_access_service_names

get_network_access_

network_access_time_date_conditions

create_network_acce

26

Chapter 1. The User Guide



ciscoisesdk Documentation, Release 2.0.3

network_device

bulk_request__for_ne

network_device_group

create_network_ devi

node_deployment

delete_node () get_nc

node_details

get_node_detail_by.

node_group add_node () create_nc
node_services get_interfaces () get
pan_ha get_pan_ha_status ()
patching install_ hotpatch () :
portal get_portal_by id()

portal_global_setting

get_portal_global_s

portal_theme

create_portal_theme

profiler get_profiles ()

profiler_profile get_profiler. profil
provider authorization () reg:
proxy get_proxy_connectio

psn_node_details_with_radius_service

get_session_service

pull_deployment_info

get_deployment_info

px_grid_node

approve_px_grid_nod

px_grid_settings

autoapprove_px_grid

radius_failure

get_failures ()

radius_server_sequence

create_radius_serve

repository

create_repository()

restid_store

create_rest_1id_stor

security_group_to_virtual_network

bulk_request_for_se

security_groups

bulk_request_for_se

security_groups_acls

bulk_request_for_se

self_registered_portal

create_self registe

session_directory

get_session_by_1ip_a

sg_vn_mapping

bulk_create_sg_vn_m

sms_provider

get_sms_provider () ¢

Sponsor_group create_sponsor._grou
sponsor_group_member get_sponsor_group_m
sponsor_portal create_sponsor_port
sponsored_guest_portal create_sponsored_gu

support_bundle_download

download_support_bu

support_bundle_status

get_support_bundle_

support_bundle_trigger_configuration

create_support_bund

sxp_c'()nnections

bulk_request_for._sx

sxp_local_bindings

bulk_request_for_sx

SXp_vpns

bulk_request_for_ sx

system_certificate

create_system_certi

system_health

get_healths () get_pe

tacacs_command_sets

create_tacacs_comma

tacacs_external_servers

create_ tacacs_exter

tacacs_profile create_tacacs_profi
tacacs_server_sequence create_tacacs_serve
tasks get_task_status () ge
telemetry get_transport_gatew

telemetry_information

get_telemetry_info_

trust_sec_configuration

get_egress_matrices
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trust_sec_sxp

get_bindings ()

version_and_patch

get_ise_version_and

version_info

get_version_info()

virtual_network

bulk create virtual

vn_vlan_mapping

bulk create vn_vlan

IdentityServicesEngineAPI Class

class IdentityServicesEngineAPI
Identity Services Engine API wrapper.

Creates a ‘session’ for all API calls through a created IdentityServicesEngine API object. The ‘session’ handles

authentication, provides the needed headers, and checks all responses for error conditions.

IdentityServicesEngine API wraps all of the individual Identity Services Engine APIs and represents them in a

simple hierarchical structure.

__init_ (username=None, password=None, encoded_auth=None, uses_api_gateway=None,
base_url=None, ui_base_url=None, ers_base_url=None, mnt_base_url=None,
px_grid_base_url=None, single_request_timeout=None, wait_on_rate_limit=None,

verify=None, version=None, debug=None, uses_csrf_token=None,

ject_factory=<function mydict_data_factory>, validator=<class
esdk.models.schema_validator.SchemaValidator'>, perform_initialize=True)

ob-

'ciscois-

Create a new IdentityServicesEngineAPI object. An access token is required to interact with the Identity
Services Engine APIs. This package supports two methods for you to pass the authorization token:

1. Provide a encoded_auth value (username:password encoded in base 64). This has priority over

the following method
2. Provide username and password values.

This package supports two methods for you to set those values:

1. Provide the parameter. That is the encoded_auth or username and password parameters.

2. If an argument is not supplied, the package checks for its environment vari-
able counterpart. That is the IDENTITY_SERVICES_ENGINE_ENCODED_AUTH, IDEN-
TITY_SERVICES_ENGINE_USERNAME, IDENTITY_SERVICES_ENGINE_PASSWORD.

When not given enough parameters an AccessTokenError is raised.

Parameters
* uses_api_gateway (bool,basestring) -  Controls whether we
use the ISE’s API Gateway to make the request. Defaults to the
IDENTITY_SERVICES_ENGINE_USES_API_GATEWAY (or IDEN-

TITY_SERVICES_ENGINE_USES_API_GATEWAY_STRING) environment variable
or ciscoisesdk.config. DEFAULT_USES_API_GATEWAY if the environment variables
are not set.

* base_url (basestring) — The base URL to be prefixed to the individ-
ual API endpoint suffixes, used when uses_api_gateway is True.  Defaults to
the IDENTITY_SERVICES_ENGINE_BASE_URL environment variable or ciscois-
esdk.config. DEFAULT_BASE_URL if the environment variable is not set.

* ui_base_url (basestring)— The Ul base URL to be prefixed to the individual ISE
UI API endpoint suffixes, used when uses_api_gateway is False. Defaults to the IDEN-
TITY_SERVICES_ENGINE_BASE_URL environment variable if set.
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ers_base_url (basestring)— The ERS base URL to be prefixed to the individual
ISE ERS API endpoint suffixes, used when uses_api_gateway is False. Defaults to the
IDENTITY_SERVICES_ENGINE_BASE_URL environment variable if set.

mnt_base_url (basestring)— The MNT base URL to be prefixed to the individual
ISE MNT API endpoint suffixes, used when uses_api_gateway is False. Defaults to the
IDENTITY_SERVICES_ENGINE_BASE_URL environment variable if set.

px_grid base_url (basestring) — The PxGrid base URL to be prefixed to the
individual ISE PxGrid API endpoint suffixes, used when uses_api_gateway is False. De-
faults to the IDENTITY_SERVICES_ENGINE_BASE_URL environment variable if set.

username (basestring)— HTTP Basic Auth username.
password (basestring) — HTTP Basic Auth password.
encoded_auth (basestring)— HTTP Basic Auth base64 encoded string.

single_request_timeout (int) - Timeout (in sec-
onds) for RESTful HTTP requests. Defaults to the IDEN-
TITY_SERVICES_ENGINE_SINGLE_REQUEST_TIMEOUT environment variable
or ciscoisesdk.config. DEFAULT_SINGLE_REQUEST_TIMEOUT if the environment
variable is not set.

wait_on_rate_limit (bool) — Enables or disables automatic rate-limit handling.
Defaults to the IDENTITY_SERVICES_ENGINE_WAIT_ON_RATE_LIMIT environ-
ment variable or ciscoisesdk.config. DEFAULT_WAIT_ON_RATE_LIMIT if the environ-
ment variable is not set.

verify (bool,basestring) — Controls whether we verify the server’s TLS
certificate, or a string, in which case it must be a path to a CA bundle
to use. Defaults to the IDENTITY_SERVICES_ENGINE_VERIFY (or IDEN-
TITY_SERVICES_ENGINE_VERIFY_STRING) environment variable or ciscois-
esdk.config. DEFAULT_VERIFY if the environment variables are not set.

version (basestring) —  Controls which version of  IDEN-
TITY_SERVICES_ENGINE to use. Defaults to the IDEN-
TITY_SERVICES_ENGINE_VERSION environment variable or ciscois-
esdk.config. DEFAULT_VERSION if the environment variable is not set.

debug (bool,basestring) — Controls whether to log information about Iden-
tity Services Engine APIs’ request and response process. Defaults to the IDEN-
TITY_SERVICES_ENGINE_DEBUG environment variable or False if the environment
variable is not set.

uses_csrf token (bool, basestring) - Controls whether we
send the CSRF token to ISE’s ERS APIs. Defaults to the IDEN-
TITY_SERVICES_ENGINE_USES_CSRF _TOKEN environment variable or cis-
coisesdk.config. DEFAULT_USES_CSRF_TOKEN if the environment variables are not
set.

object_factory (callable)— The factory function to use to create Python objects
from the returned Identity Services Engine JSON data objects.

validator (callable) - The factory class with function
json_schema_validate(model:string) that returns an object with function validate(obj:dict)
is used to validate Python objects sent in the request body.

perform initialize (bool) — The flag that, if enabled, initializes now all the re-
lated objects to manage information from Identity Services Engine, like the authentication,
the sessions (requests library), and the API wrappers (for each ISE API family). Defaults
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to True. You can initialize/reinitialize later with reinitialize. The original value will not
change.

Returns A new IdentityServicesEngineAPI object.
Return type /IdentityServicesEngineAPI
Raises

* TypeError — If the parameter types are incorrect.

* AccessTokenError —If an access token is not provided via the access_token argument
or an environment variable.

* VersionError — If the version is not provided via the version argument or an envi-
ronment variable, or it is not a Identity Services Engine API supported version [3.1.0°,
3.1.1’, ‘3.1_Patch_1"].

initialize_authentication|()
Function used when perform_initialize is True in class init. Init Authentication wrapper early to use for
basicAuth requests.

initialize_sessions ()
Performs initialization of “session_ui”, “session_ers”, “session”, “session_mnt”, “session_px_grid” prop-
erties. Creating for each one a RestSession object that handles the requests.

initialize_api_wrappers ()
Initializes the API wrappers according to the defined version.

reinitialize()
Calls all the methods necessary to initialize/reinitialize the IdentityServicesEngine API.

property authentication
Utility object that provides authentication method.

property perform_initialize
The flag that, if enabled, initialized in the constructor all the related objects to manage information from
Identity Services Engine.

is_password (password)
Check if the value of the current password match

is_encoded_ auth (encoded_auth)
Check if the value of the current encoded_auth match

property session
The Identity Services Engine API session.

property session_ui
The Identity Services Engine UI API session.

property session_ers
The Identity Services Engine ERS API session.

property session_mnt
The Identity Services Engine MNT API session.

property session_px grid
The Identity Services Engine PxGrid API session.

property username
HTTP Basic Auth username
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change_password (password)
HTTP Basic Auth password.

It may require to call reinitialize to distribute the changes accross the SDK objects.

change_encoded_auth (encoded_auth)
HTTP Basic Auth base64 encoded string.

It may require to call reinitialize to distribute the changes accross the SDK objects.

property uses_api_gateway
If the Identity Services Engine API uses an API Gateway.

property base_url
The base URL prefixed to the individual API endpoint suffixes for ERS and Custom Caller operations.

property ui_base_url
The ui base URL prefixed to the individual API endpoint suffixes for UI operations.

property ers_base_url
The ers base URL prefixed to the individual API endpoint suffixes for ERS operations.

property mnt_base_url
The mnt base URL prefixed to the individual API endpoint suffixes for MNT operations.

property px _grid_base_url
The px_grid base URL prefixed to the individual API endpoint suffixes for PxGrid operations

property single_request_timeout
Timeout (in seconds) for an single HTTP request.

property wait_on_rate_limit
Automatic rate-limit handling enabled / disabled.

property verify
The verify (TLS Certificate) for the API endpoints.

property version
The API version of Identity Services Engine.

property debug
If log information about Identity Services Engine APIs’ request and response process is shown.

property uses_csrf_ token
If the Identity Services Engine ERS API requires the X-CSRF-Token to be sent.

property object_factory
The factory function to use to create Python objects from the returned Identity Services Engine JSON data
objects.

property validator
The function used to validate Python objects sent in the request body.
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authentication

class Authentication
Identity Services Engine Authentication API.

Wraps the Identity Services Engine Authentication API and exposes the API as native Python methods that
return native Python objects.

property verify
The verify (TLS Certificate) for the API endpoints.

property base_url
The base URL for the API endpoints.

property single_request_timeout
Timeout in seconds for the API requests.

authentication_api (username, password, encoded_auth=None)
Exchange basic auth data for a Authorization Basic encoded value that can be used to invoke the APIs.

Parameters
¢ username (basestring)— HTTP Basic Auth username.
* password (basestring) — HTTP Basic Auth password.
* encoded_auth (basestring)— HTTP Basic Auth base64 encoded string.

Returns An AccessToken object with the access token provided by the Identity Services Engine
cloud.

Return type AccessToken

Raises TypeError — If the parameter types are incorrect.

custom_caller

class CustomCaller
Identity Services Engine CustomCaller.

Identity Services Engine CustomCaller allows API creation.

add_api (name, obj)
Adds an api call to the CustomCaller.

Parameters

* name (st r)—name you want to set to the api client, has to follow python variable naming
rule.

* obj (object) — api call which is actually a calling call_api method.

call_api (method, resource_path, raise_exception=True, original_response=False, **kwargs)
Handles the requests and response.

Parameters
* method (basestring) — type of request.
* resource_path (basestring)— URL in the request object.

* raise_exception (bool)—If True, http exceptions will be raised.
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* original_response (bool) — If True, MyDict (JSON response) is returned, else
response object.

* path params (dict) (optional) — Find each path_params’ key in the re-
source_path and replace it with path_params’ value.

* params (optional)—Dictionary or bytes to be sent in the query string for the Request.

* data (optional) — Dictionary, bytes, or file-like object to send in the body of the
Request.

* json (optional)— json data to send in the body of the Request.
* headers (optional) — Dictionary of HTTP Headers to send with the Request.
* cookies (optional)— Dict or CookielJar object to send with the Request.

» files (optional) — Dictionary of ‘name’: file-like-objects (or { ‘name’: (‘filename’,
fileobj) }) for multipart encoding upload.

* auth (optional)— Auth tuple to enable Basic/Digest/Custom HTTP Auth.

* timeout (float, tuple) (optional)- How long to wait for the server to send
data before giving up, as a float, or a (connect timeout, read timeout) tuple.

e allow_redirects (bool) (optional) - bool. Set to True if
POST/PUT/DELETE redirect following is allowed.

* proxies (optional)— Dictionary mapping protocol to the URL of the proxy.

* verify (bool, string) (optional) — if True, the SSL cert will be verified. A
CA_BUNDLE path can also be provided as a string.

* stream (optional) — if False, the response content will be immediately downloaded.

* cert (basestring, tuple) (optional) — if String, path to ssl client cert file
(.pem). If Tuple, (‘cert’, ‘key’) pair

Returns If original_response is True returns the original object response, else returns a JSON re-
sponse with access to the object’s properties by using the dot notation or the bracket notation.
Defaults to False.

Return type RestResponse or object
Raises
* TypeError — If the parameter types are incorrect.

* HTTPError — If the Identity Services Engine cloud returns an error.

IdentityServicesEngineAPI v3.1.0

aci_bindings
class AciBindings

Identity Services Engine ACIBindings API (version: 3.1.0).

Wraps the Identity Services Engine ACIBindings API and exposes the API as native Python methods that return
native Python objects.

The ACI Bindings API allows clients to retrieve bindings that were sent to Cisco ISE by ACI or received on
ACI from Cisco ISE. The binding information will be identical to the information on the ACI bindings page in
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the Cisco ISE UL Filtering will be based on one attribute only, such as ip, sgt, vn, psn, learnedFrom, or
learnedBy with CONTAINS mode of search.

Revision History

Revision # | Resource Version | Cisco ISE Version | Description
0 1.0 3.0 Initial Cisco ISE Version
Resource Definition
At- Type| Re- Jl Description Example Values
tribute quire
name | String Yes | Resource Name
id String No Resource UUID value f9269682-dcaf-11e3-adOa-
5bdcd2d9fd69
de- String No
scrip-
tion
ip String Yes | Binding IPv4 address. Each binding will be ex- | 10.0.0.1
clusively identified by its IP address and virtual
network
sgt String No Security Group Tag (SGT) value. The valid | 1234
range for SGT values is 0-65534
vn String Yes | Virtual network. Each binding will be exclu- | vn1234
sively identified by its IP address and virtual net-
work
psn String No Cisco ISE Policy Service node (PSN) IP address | 10.86.189.216
learnedt String Yes | Binding Source ISE by ACT ACI by ISE
From
learnedB$tring Yes | Binding Type SXP(SXP, 0) STATIC(Static,
1) RADIUS(RADIUS, 2)
ACI(ACL, 3)
get_aci_bindings (filter_by=None, filter_value=None, page=None, size=None, sort=None,

Parameters

sort_by=None, headers=None, **query_parameters)
This API allows clients to retrieve all the bindings that were sent to Cisco ISE by ACI or received on ACI

from Cisco ISE.The binding information will be identical to the information on ACI bindings page in the
Cisco ISE UL Filtering will be based on one attribute only, such as ip/sgt/vn/psn/learnedFrom/learnedBy
with CONTAINS mode of search.

* page (int)— page query parameter. Page number.

* size (int) - size query parameter. Number of objects returned per page.

* sort (basestring)—sort query parameter. sort type asc or desc.

* sort_by (basestring)-sortBy query parameter. sort column by which objects needs
to be sorted.
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e filter_ by (basestring, list, set, tuple)—filterBy query parameter.

e filter_value (basestring, list, set, tuple)—filterValue query param-
eter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all (filter_by=None, filter_value=None, page=None, size=None, sort=None, sort_by=None,
headers=None, **query_parameters)
Alias for get_aci_bindings

get_aci_bindings_generator (filter_by=None, filter_value=None, page=None,
size=None, sort=None, sort_by=None, headers=None,
**query_parameters)

This API allows clients to retrieve all the bindings that were sent to Cisco ISE by ACI or received on ACI
from Cisco ISE.The binding information will be identical to the information on ACI bindings page in the
Cisco ISE UL Filtering will be based on one attribute only, such as ip/sgt/vn/psn/learnedFrom/learnedBy
with CONTAINS mode of search.

Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sort (basestring) - sort query parameter. sort type asc or desc.

* sort_by (basestring)-sortBy query parameter. sort column by which objects needs
to be sorted.

e filter by (basestring, list, set, tuple)-filterBy query parameter.

e filter value (basestring, list, set, tuple)— filterValue query param-
eter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
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Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:
— headers(MyDict): response headers.

— response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response
— text(str): representation of the request’s response
Return type Generator
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all_generator (filter_by=None, filter_value=None, page=None, size=None, sort=None,

sort_by=None, headers=None, **query_parameters)
Alias for get_aci_bindings_generator

get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the Cisco ACI bindings.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
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aci_settings

class AciSettings
Identity Services Engine ACISettings API (version: 3.1.0).

Wraps the Identity Services Engine ACISettings API and exposes the API as native Python methods that return
native Python objects.

ACI Settings API allows the client to get and update the ACI Settings. In addition, testing the ACI Domain
Manager connection is also possible using the TestACIConnection.

Revision History

Revision # | Resource Version | Cisco ISE Version | Description
0 1.0 3.0 Initial Cisco ISE Version

Resource Definition
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Attribute Type | Re- Description Default Example Values
quired Values
name String | Yes Resource Name AciSettings
id String | No Resource UUID value 29tb45ab-6a8e-4658-
8a28-02521c258178
description String | No Aci Settings
enableAci BooleanYes Enable ACI Integration false
isAciS0 BoolednYes Enable 5.0 ACI Version false
ipAddressHost- | String| No ACI Cluster IP Address /
Name Host name
adminName String | No ACI Cluster Admin name
adminPassword | String| No ACI Cluster Admin pass-
word
tenantName String | No ACI Cluster Tenant name ISE
13RouteNetwork | String| No ACI Cluster L3 Route net- | L3_ROUTE
work name
suffixToEpg String | No Name Conversion - EPG | SGT
suffix
suffixToSgt String | No Name Conversion - SGT | EPG
suffix
allSxpDomain BooleanNo SXP Propagation to all the | false
SXP domains
specificSxpDo- BooleanNo SXP Propagation to spe- | true
main cific SXP domains
specifixSxpDo- | List | No Specific SXP domains list | [default]
mainList
isAci51 BoolegnYes Enable 5.1 ACI Version false
aciipaddress String | No ACI Domain manager Ip
Address
aciuserName String | No ACI Domain manager
Username
acipassword String | No ACI Domain manager
Password
enableData- BooleqanNo Enable data plane false
Plane
untaggedPack- String | No Untagged IEPG packets | untagged
etlepgName name
defaultSgtName | String| No Default SGT name Unknown
enableEle- BoolegnNo Enable Elements Limit false
mentsLimit
maxNu- Inte- | No Max number of IEPGs 1000
mlepgFromAci ger
maxNumSgt- Inte- | No Max number of SGTs 500
ToAci ger

get_aci_settings (headers=None, **query_parameters)
This API allows the client to get ACI Settings.

Parameters

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_all (headers=None, **query_parameters)
Alias for get_aci_settings

test_aci_connectivity (headers=None, **query_parameters)
This API allows the client to test ACI Domain Manager connection.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.
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update_aci_

settings_by_id(id, aci50=None, aci5lI=None, aciipaddress=None, aci-
password=None,  aciuser_name=None, admin_name=None,

admin_password=None, all_sxp_domain=None,
default_sgt_name=None, enable_aci=None, en-
able_data_plane=None, enable_elements_limit=None,
ip_address_host_name=None, [3_route_network=None,
max_num_iepg_from_aci=None, max_num_sgt_to_aci=None,
specific_sxp_domain=None, specifix_sxp_domain_list=None,

suffix_to_epg=None, suffix_to_sgt=None, tenant_name=None, un-
tagged_packet_iepg_name=None, headers=None, payload=None,
active_validation=True, **query_parameters)

This API allows the client to update ACI settings.

Parameters

aci50 (boolean)— Enable 5.0 ACI Version, property of the request body.
aci51 (boolean)— Enable 5.1 ACI Version, property of the request body.

aciipaddress (string)— ACI Domain manager Ip Address., property of the request
body.

acipassword (string) — ACI Domain manager Password., property of the request
body.

aciuser_name (string)— ACI Domain manager Username., property of the request
body.

admin_name (string)— ACI Cluster Admin name, property of the request body.

admin_password (string) — ACI Cluster Admin password, property of the request
body.

all_sxp_domain (boolean) — allSxpDomain, property of the request body.
default_sgt_name (string)— defaultSgtName, property of the request body.
enable_aci (boolean)— Enable ACI Integration, property of the request body.
enable_data_plane (boolean) — enableDataPlane, property of the request body.

enable_elements_limit (boolean) — enableElementsLimit, property of the re-
quest body.

id (basestring)— Resource UUID value, property of the request body.

ip_address_host_name (string)— ACI Cluster IP Address / Host name, property
of the request body.

13_route_network (string) - 13RouteNetwork, property of the request body.

max_num_iepg_from_aci (integer)— maxNumlepgFromAci, property of the re-
quest body.

max_num_sgt_to_aci (integer) — maxNumSgtToAci, property of the request
body.

specific_sxp_domain (boolean) — specificSxpDomain, property of the request
body.

specifix_sxp_domain_list (I1ist) - specifixSxpDomainList, property of the re-
quest body (list of strings).

suffix_to_epg (string) - suffixToEpg, property of the request body.
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* suffix_to_sgt (string)— suffixToSgt, property of the request body.
* tenant_name (string)—tenantName, property of the request body.

* untagged packet_iepg name (string)-untaggedPacketlepgName, property of
the request body.

* id - id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

update_by_id (id, aci50=None, aci51=None, aciipaddress=None, acipassword=None,
aciuser_name=None, admin_name=None, admin_password=None,
all_sxp_domain=None, default_sgt_name=None, enable_aci=None, en-
able_data_plane=None, enable_elements_limit=None, ip_address_host_name=None,
[3_route_network=None, max_num_iepg_from_aci=None,
max_num_sgt_to_aci=None, specific_sxp_domain=None, speci-
fix_sxp_domain_list=None, suffix_to_epg=None, suffix_to_sgt=None, ten-
ant_name=None,  untagged_packet_iepg_name=None,  headers=None,  pay-

load=None, active_validation=True, **query_parameters)
Alias for update_aci_settings_by_id

get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the Cisco ACI settings.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

¢ headers(MyDict): response headers.

. User API Doc 41


https://docs.python.org/3/library/stdtypes.html#dict
https://docs.python.org/3/library/stdtypes.html#dict
https://docs.python.org/3/library/functions.html#bool
https://docs.python.org/3/library/exceptions.html#TypeError
https://docs.python.org/3/library/stdtypes.html#dict

ciscoisesdk Documentation, Release 2.0.3

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.

anc_endpoint

class AncEndpoint
Identity Services Engine ANCEndpoint API (version: 3.1.0).

Wraps the Identity Services Engine ANCEndpoint API and exposes the API as native Python methods that
return native Python objects.

Adaptive Network Control (ANC) provides the ability to create network endpoint authorization controls based
on ANC policies.

Revision History

Revision # | Resource Version | Cisco ISE Version | Description
0 1.0 2.1 Initial Cisco ISE Version

Resource Definition

Attribute | Type | Re- Description Example Values
quired

name String | Yes Resource Name

id String | No Resource UUID f9269682-dcaf-11e3-adOa-

Sbdcd2d9fd69

descrip- String | No

tion

macAd- String | Yes MAC address of the endpoint 00:11:22:33:44:55

dress

policy- String | Yes Policy name to be applied to the | policyl

Name endpoint
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Supported ANC API transactions per second

On a 5 node Cisco ISE deployment with 60k sessions or on a 9 node Cisco ISE deployment with 200k/500k
sessions, 250 transactions per second (TPS) is supported for any ANC APIL

Supported ANC APIs

* applyEndpointByMacAddress * clearEndpointByMacaddress * applyEndpointByIlpAddress *
applyEndpointPolicy * clearEndpointPolicy

Deployment | Number of Sessions | Supported ANC APIs TPS
5 nodes 60k 250
9 nodes 200k 250
5 nodes 500k 250

get_anc_endpoint_by_id (id, headers=None, **query_parameters)
This API allows the client to get an ANC endpoint by ID.

Parameters
e id (basestring) — id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_by_id (id, headers=None, **query_parameters)
Alias for getr_anc_endpoint_by_id

clear_anc_endpoint (additional_data=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
This API allows the client to clear the required configuration.

Parameters

* additional_data (1ist) — additionalData, property of the request body (list of ob-
jects).

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
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* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

* ApiError —If the Identity Services Engine cloud returns an error.

clear (additional_data=None, headers=None, payload=None, active_validation=True,

**query_parameters)
Alias for clear_anc_endpoint

get_anc_endpoint (filter=None, filter_type=None, page=None, size=None, sortasc=None,

sortdsc=None, headers=None, **query_parameters)

This API allows the client to get all the ANC endpoints. Filter: [name]
To search resources by wusing toDate column,follow the format: DD-MON-YY
(Example:13-SEP-18) Day or Year:GET /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/?filter=toDate. CONTAINS.SEP Date:GET

lers/config/guestuser/?filter=toDate. CONTAINS.13-SEP-18 Sorting: [name].
Parameters
* page (int) - page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sortasc (basestring)— sortasc query parameter. sort asc.
* sortdsc (basestring) — sortdsc query parameter. sort desc.

e filter (basestring, list, set, tuple)-filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Description),
(EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), (NENDSW: Not
Ends With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

» filter type (basestring)-filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.
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* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_all (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None, head-

ers=None, **query_parameters)
Alias for get_anc_endpoint

get_anc_endpoint_generator (filter=None, filter_type=None, page=None, size=None,

sortasc=None, sortdsc=None, headers=None,
**query_parameters)
This API allows the client to get all the ANC endpoints. Filter: [name]
To search resources by wusing toDate column,follow the format: DD-MON-YY
(Example:13-SEP-18) Day or Year:GET /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/?filter=toDate. CONTAINS.SEP Date:GET

lers/config/guestuser/?filter=toDate. CONTAINS.13-SEP-18 Sorting: [name].
Parameters
* page (int) - page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sortasc (basestring)— sortasc query parameter. sort asc.
* sortdsc (basestring)— sortdsc query parameter. sort desc.

* filter (basestring, list, set, tuple)-filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Description),
(EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), (NENDSW: Not
Ends With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

» filter_ type (basestring)-filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.
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* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:
— headers(MyDict): response headers.

— response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response
— text(str): representation of the request’s response
Return type Generator
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_all_generator (filter=None, filter_type=None, page=None, size=None, sortasc=None,

sortdsc=None, headers=None, **query_parameters)
Alias for getr_anc_endpoint_generator

apply_anc_endpoint (additional_data=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
This API allows the client to apply the required configuration.

Parameters

* additional_data (1ist) — additionalData, property of the request body (list of ob-
jects).

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse

Raises
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* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

apply (additional_data=None, headers=None, payload=None, active_validation=True,

**query_parameters)
Alias for apply_anc_endpoint

get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the ANC Endpoint.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

e ApiError —If the Identity Services Engine cloud returns an error.

bulk_request_for_anc_endpoint (operation_type=None, resource_media_type=None,
headers=None, payload=None, active_validation=True,
**query_parameters)

This API allows the client to submit the bulk request.
Parameters
* operation_type (string)— operationType, property of the request body.

* resource_media type (string) — resourceMediaType, property of the request
body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

¢ headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

bulk_request (operation_type=None, resource_media_type=None, headers=None, payload=None,

active_validation=True, **query_parameters)
Alias for bulk_request_for_anc_endpoint

monitor_ bulk_status_anc_endpoint (bulkid, headers=None, **query_parameters)
This API allows the client to monitor the bulk request.

Parameters
* bulkid (basestring) - bulkid path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

monitor_bulk_status (bulkid, headers=None, **query_parameters)
Alias for monitor_bulk_status_anc_endpoint
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active_directory

class ActiveDirectory

Identity Services Engine ActiveDirectory API (version: 3.1.0).

Wraps the Identity Services Engine ActiveDirectory API and exposes the API as native Python methods that
return native Python objects.

The Active Directory API allows the user to carry out add, delete, and search operations on the active directory
domains through Cisco ISE’s join points. For example, if you want to connect to the domain cisco.com and
retrieve the domain groups, you can carry out the following steps which are also available as APIs: Step 1
Create a domain join point in Cisco ISE. In the “domain” parameter use cisco.com.

Step 2 Get all defined join points and copy your join point’s ID from the response.

Step 3 Join all Cisco ISE nodes to the domain. Use the ID received in the Step 2 in the URL. From this point
onwards, you can perform several actions. In each action you should specify the joint point ID in the URL, as
retrieved in step 2 in the previous configuration task. For example, you can:  Retrieve the user groups using
the join point ID.

* Retrieve the groups of a specific domain using the join point ID. The domain parameter can be cisco.com or
any of its trusted domains. You can use the get all trusted domains operation to retrieve the list.

Revision History

Re- | Re- Cisco Description Revision Revision Modification

vi- source | ISE Modifica-

sion | Ver- Version tion

# sion
Attribute Description

1.0 2.2 Initial Cisco ISE Version

1 1.1 24 Support new attributes advanced- Added ERSActiveDirectoryAd-

Settings vancedSettings Attribute ‘ad-
vancedSettings’

adAt- Added ERSActiveDirectoryAt-
tributes tributes Attribute ‘adAttributes’
enable- Added Boolean Attribute ‘en-
Domain- ableDomainWhiteList’
WhiteList

2 1.2 3.1 Support new attributes | enable- Added Boolean Attribute ‘en-

under ActiveDirectory | FailedAuth- | ableFailedAuthProtection’
AdvancedSettings Protection

failedAu- Added Integer Attribute
thThresh- ‘failed AuthThreshold’
old
authProtec- | Added Enum Attribute ‘authPro-
tionType tectionType’

Resource Definition
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Attribute

Type

Required

Description

Default Values

Example
Values

name

String

Yes

Resource
Name. Maxi-
mum 32 char-
acters allowed.
Allowed
characters
are  alphanu-
meric and .-_/
characters

Company_users

id

String

Resource
UUID value

aflcd190-
7d71-
11eb-b02e-
ead13cf60dcb

description

String

No character
restriction

Group of Ac-
tive company
users

domain

String

Yes

The AD
domain.  Al-
phanumeric,
hyphen )
and dot ()
characters are
allowed

cisco.com

adScopesNames

String

String that
contains  the
names of the
scopes that the
active  direc-
tory  belongs
to. Names
are separated
by comma.
Alphanumeric,
underscore ()
characters are
allowed

Default_Scope

enableDomainW|

hiBdaktan

true

adGroups

List

Holds list of
AD Groups

* groups

List

List of Groups

Continued on next page
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Table 4 — continued from previous page

* name

String

Yes

Required for
each group in
the group list
with no dupli-
cation between
groups. All
characters are
allowed except
%

cisco.com/operat

01S

e sid

String

Yes

Cisco ISE uses
security iden-
tifiers  (SIDs)
for optimiza-
tion of group
membership
evaluation.
SIDs are useful
for efficiency
(speed) when
the groups are
evaluated. All
characters are
allowed except
%

S-1-5-32-548

* type

String

No

No character
restriction

GLOBAL

adAttributes

List

Holds list of
AD Attributes

e attributes

List

List of At-
tributes

¢ name

String

Yes

Required  for
each attribute
in the attribute
list with no
duplication
between at-
tributes. All
characters are
allowed except
<%

namel

* type

Enum

Yes

Required  for
each group
in the group
list.  Allowed
values: -
STRING, - IP,
- BOOLEAN,
- INT, -
OCTET_STRIN(

[#9]

STRING

Continued on next page
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Table 4 — continued from previous page

String

internalName

Yes

Required for
each attribute
in the attribute
list. All char-
acters are
allowed except
<%

internalNamel

defaultValul

String

Yes

Required for
each attribute
in the attribute
list. Can con-
tain an empty
string. All
characters are
allowed except
<%

defaultString

advancedSetting

List

rewriteRulg

List

Identity rewrite
is an advanced
feature that di-
rects Cisco ISE
to manipulate
the identity
before it is
passed to the
external Active
Directory sys-
tem. You can
create rules
to change the
identity to a
desired format
that includes
or excludes a
domain prefix
and/or  suffix
or other addi-
tional markup
of your choice

e rowld

Integer

Yes

Required for
each rule in the
list in serial
order

rewriteMat

String

ch

Yes

Required for
each rule in
the list with
no duplication
between rules.
All characters
are allowed
except %

exampleMatchO

Continued on next page
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Table 4 — continued from previous page

String Yes Required for exampleResultO
i each rule in
rewriteResult the list. All
characters are
allowed except
%’7
Boolean No false
enableRewrites
Boolean No true
enablePassChange
Boolean No true
enableMachineAuth
Boolean No true
enableMachineAccess
Boolean No false
enableDialinPermissionChecKk
Boolean No false
plaintextAyth
Integer No Range 1-8760 | 5
. hours
agingTime
Boolean No false
enableCallbackForDialinClient
Enum No Allowed SEARCH_JOINED_FOREST
o values: -
identityNotInAdBehaviour REJECT, -
SEARCH_JOINED_FOREST,
SEARCH_ALL
Enum No Allowed PROCEED
. values: -
unreachabl¢DomainsBehaviour PROCEED, -
DROP

Continued on next page
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Table 4 — continued from previous page

Enum No Allowed ACTIVE_DIRECTQRY
¢ schema values: - AC-
TIVE_DIRECTQRY,
- CUSTOM-
Choose  AC-

TIVE_DIRECTQRY
schema when
the AD at-
tributes defined
in AD can be
copied to rele-
vant attributes
in Cisco ISE. If
customization
is needed,
choose CUS-
TOM schema.
All User info
attributes  are
always set to
default value if
schema is AC-
TIVE_DIRECTOQRY.
Values can be
changed only
for CUSTOM
schema
String No User info at- | givenName
¢ firstName tribute. All
characters are
allowed except
%
String No User info at- | department
. tribute. All
department characters are
allowed except
%
String No User info at- | sn
* lastName tribute. All
characters are
allowed except
%
String No User info at- | company
. tribute. All
organizationalUnit characters are
allowed except
%
String No User info at- | title
* jobTitle tribute. All
characters are
allowed except
%

Continued on next page
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Table 4 — continued from previous page

* locality

String

No

User info at-
tribute. All
characters are
allowed except
%

1

e email

String

User info at-
tribute. All
characters are
allowed except
%

mail

String

stateOrProyince

User info at-
tribute. All
characters are
allowed except
%

st

* telephone

String

User info at-
tribute. All
characters are
allowed except
%

telephoneNumber . . .

[}

¢ country

String

No

User info at-
tribute. All
characters are
allowed except
%

Cco

streetAddre

String

User info at-
tribute. All
characters are
allowed except
%

streetAddress

enableFailef

Boolean

dAuthProtection

Enable prevent
AD  account
lockout  due
to too many
bad password
attempts

false

failedAuth’]

Integer

['hreshold

Number of
bad password
attempts

authProtect

Enum

ionType

Enable prevent
AD account
lockout. Al-
lowed values:-
WIRELESS,
- WIRED, -
BOTH

WIRELESS

get_active_directory by name (name, headers=None, **query_parameters)

This API allows the client to get Active Directory by name.

Parameters

* name (basestring)—name path parameter.

1.4. User API Doc

55



ciscoisesdk Documentation, Release 2.0.3

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_by_name (name, headers=None, **query_parameters)
Alias for get_active_directory_by_name

get_user_groups (id, additional_data=None, headers=None, payload=None, ac-
tive_validation=True, **query_parameters)
This API allows the client to get groups of which a given user is a member.

Parameters

* additional_data (Iist) — additionalData, property of the request body (list of ob-
jects).

e id (basestring)—id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)—AJSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises

* TypeError — If the parameter types are incorrect.
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* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

load groups_from domain (id, ad_attributes=None, ad_scopes_names=None, adgroups=None,
advanced_settings=None, description=None, domain=None, en-
able_domain_white_list=None, name=None, headers=None, pay-

load=None, active_validation=True, **query_parameters)
This API loads domain groups configuration from Active Directory into Cisco ISE.

Parameters
* ad_attributes (object)— Holds list of AD Attributes, property of the request body.

* ad_scopes_names (string) — String that contains the names of the scopes that the
active directory belongs to. Names are separated by comma. Alphanumeric, underscore
(L) characters are allowed, property of the request body.

* adgroups (object)— Holds list of AD Groups, property of the request body.
* advanced_settings (ob ject) — advancedSettings, property of the request body.
* description (string)— No character restriction, property of the request body.

* domain (string)— The AD domain. Alphanumeric, hyphen (-) and dot (.) characters
are allowed, property of the request body.

* enable_domain_white_list (boolean) — enableDomainWhiteList, property of
the request body.

* id (basestring)— Resource UUID value, property of the request body.

¢ name (string)—Resource Name. Maximum 32 characters allowed. Allowed characters
are alphanumeric and .-_/characters, property of the request body.

* id - id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.
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leave_domain (id, additional_data=None, headers=None, payload=None, active_validation=True,

**query_parameters)
This API makes a Cisco ISE node to leave an Active Directory domain.

Parameters

* additional_data (I1ist) — additionalData, property of the request body (list of ob-
jects).

e id (basestring) - id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError —If the Identity Services Engine cloud returns an error.

is_user_member_ of_groups (id, additional_data=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
This API verifies if the user is a member of the given groups.

Parameters

* additional_data (Iist) — additionalData, property of the request body (list of ob-
jects).

* id (basestring)—id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

¢ headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_trusted_domains (id, headers=None, **query_parameters)
This API gets the list of domains that are accessible through the given join point via trust relationships.

Parameters
e id (basestring) — id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

join_domain_with_all_nodes (id, additional_data=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
This API joins all Cisco ISE Nodes to an Active Directory domain.

Parameters

* additional_data (Iist) — additionalData, property of the request body (list of ob-
jects).

e id (basestring) - id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)—AJSON serializable Python object to send in the body of the Request.

* active_validation (bool)— Enable/Disable payload validation. Defaults to True.
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* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

leave_domain_with_all_ nodes (id, additional_data=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
This API joins makes all Cisco ISE nodes leave an Active Directory domain.

Parameters

* additional_data (Iist) — additionalData, property of the request body (list of ob-
jects).

e id (basestring) — id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
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get_groups_by_domain (id, additional_data=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
This API lists the groups of the given domain.

Parameters

* additional_data (I1ist) — additionalData, property of the request body (list of ob-
jects).

e id (basestring) - id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError —If the Identity Services Engine cloud returns an error.

get_active_directory by id (id, headers=None, **query_parameters)
This API fetchs the join point details by ID. The ID can be retrieved with the Get All operation.

Parameters
e id (basestring)—id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response

Return type RestResponse
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Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_by_id (id, headers=None, **query_parameters)
Alias for get_active_directory_by_id

delete_active_directory_by_id (id, headers=None, **query_parameters)
This API deletes an AD join point from Cisco ISE.

Parameters
e id (basestring) - id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError — If the Identity Services Engine cloud returns an error.

delete_by_id (id, headers=None, **query_parameters)
Alias for delete_active_directory_by_id

join_domain (id, additional_data=None, headers=None, payload=None, active_validation=True,
**query_parameters)
This API joins a Cisco ISE node to an Active Directory domain.

Parameters

* additional_data (1ist) — additionalData, property of the request body (list of ob-
jects).

* id (basestring)—id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_active_directory (page=None, size=None, headers=None, **query_parameters)
This API lists all the join points for Active Directory domains in Cisco ISE.

Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all (page=None, size=None, headers=None, **query_parameters)
Alias for get_active_directory

get_active_directory_ generator (page=None, size=None, headers=None,

**query_parameters)
This API lists all the join points for Active Directory domains in Cisco ISE.

Parameters

* page (int)— page query parameter. Page number.
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* size (int)—size query parameter. Number of objects returned per page.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:
— headers(MyDict): response headers.

— response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response
— text(str): representation of the request’s response
Return type Generator
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all generator (page=None, size=None, headers=None, **query_parameters)
Alias for ger_active_directory_generator

create_active_directory (ad_attributes=None, ad_scopes_names=None, adgroups=None,

advanced_settings=None, description=None, domain=None,
enable_domain_white_list=None, id=None, name=None,
headers=None, payload=None, active_validation=True,
**query_parameters)

This API creates an AD join point in Cisco ISE.
Parameters
* ad_attributes (object) - Holds list of AD Attributes, property of the request body.

* ad_scopes_names (string) — String that contains the names of the scopes that the
active directory belongs to. Names are separated by comma. Alphanumeric, underscore
(L) characters are allowed, property of the request body.

* adgroups (object)— Holds list of AD Groups, property of the request body.
* advanced_settings (ob ject) — advancedSettings, property of the request body.
* description (string)— No character restriction, property of the request body.

* domain (string)— The AD domain. Alphanumeric, hyphen (-) and dot (.) characters
are allowed, property of the request body.

* enable_domain_white_list (boolean) — enableDomainWhiteList, property of
the request body.

e id (string) - Resource UUID value, property of the request body.

* name (string)—Resource Name. Maximum 32 characters allowed. Allowed characters
are alphanumeric and .-_/characters, property of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
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* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

create (ad_attributes=None, ad_scopes_names=None, adgroups=None, advanced_settings=None, de-
scription=None, domain=None, enable_domain_white_list=None, id=None, name=None,

headers=None, payload=None, active_validation=True, **query_parameters)
Alias for create_active_directory

get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the active directory.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
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admin_user

class AdminUser
Identity Services Engine AdminUser API (version: 3.1.0).

Wraps the Identity Services Engine AdminUser API and exposes the API as native Python methods that return
native Python objects.

The Admin User API allows to retrieve information related to admin users configured on Cisco ISE.

Revision History

Revision # | Resource Version | Cisco ISE Version | Description
0 1.0 1.2 Initial Cisco ISE Version
1 1.1 2.0 Cisco ISE Release 2.3 Admin User

Resource Definition

Attribute Type| Re- | Description Example Values | De-
quired fault
Value

name String Yes | Resource Name

id String Yes | Resource UUID f9269682-dcaf-
11e3-ad0a-
5bdcd2d9fd69

description String No

changePass- Boolgalies true true

word

email String No emaill @domain.com

includeSys- BoolgalNo false

temAlarm-

sInEmail

inactiveAc- BoolgalNo true

countN-

everDisabled

enabled Boolgalies false

external BoolgalNo true

customAt- String No | Key Value Map {“MyCustom-

tributes Attribute”
“Valuel”}

firstName String No

adminGroups | String No | Admin Group Names Super Admin

lastName String No

password String No The password field doesn’t show the actual

password configured. It is hidden with the as-
terisk (*) symbol
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get_admin_user_ by_id (id, headers=None, **query_parameters)
This API allows the client to get an admin user by ID.

Parameters
e id (basestring)—id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_by_id (id, headers=None, **query_parameters)
Alias for get_admin_user_by_id

get_admin_users (filter=None, filter_type=None, page=None, size=None, sortasc=None,

sortdsc=None, headers=None, **query_parameters)
This API allows the client to get all the admin users. Filter: [firstName, lastName, ad-

minGroups, name, description, inactiveAccountNeverDisabled, includeSystemAlarmsInEmail,
email, enabled] To search resources by using toDate column,follow the format: DD-MON-
YY (Example:13-SEP-18) Day or Year:GET /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/?filter=toDate. CONTAINS.SEP Date:GET
/ers/config/guestuser/?filter=toDate. CONTAINS.13-SEP-18 Sorting: [name, description].

Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sortasc (basestring)— sortasc query parameter. sort asc.
* sortdsc (basestring)— sortdsc query parameter. sort desc.

e filter (basestring, list, set, tuple)-filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Description),
(EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), (NENDSW: Not
Ends With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .
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* filter_type (basestring)—filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError — If the Identity Services Engine cloud returns an error.

get_all (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None, head-

ers=None, **query_parameters)
Alias for get_admin_users

get_admin_users_generator (filter=None, filter_type=None, page=None, size=None, sor-
tasc=None, sortdsc=None, headers=None, **query_parameters)
This API allows the client to get all the admin users. Filter: [firstName, lastName, ad-

minGroups, name, description, inactiveAccountNeverDisabled, includeSystemAlarmsInEmail,
email, enabled] To search resources by using toDate column,follow the format: DD-MON-
YY (Example:13-SEP-18) Day or Year:GET /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/filter=toDate. CONTAINS.SEP Date:GET
/ers/config/guestuser/?filter=toDate. CONTAINS.13-SEP-18 Sorting: [name, description].

Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sortasc (basestring)— sortasc query parameter. sort asc.
* sortdsc (basestring)— sortdsc query parameter. sort desc.

e filter (basestring, list, set, tuple)-filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Description),
(EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), (NENDSW: Not
Ends With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .
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* filter_type (basestring)—filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
A generator object containing the following object.

* RestResponse: REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response
Return type Generator
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_all_generator (filter=None, filter_type=None, page=None, size=None, sortasc=None,

sortdsc=None, headers=None, **query_parameters)
Alias for get_admin_users_generator

get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the admin user.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.

* MalformedRequest — If the request body created is invalid.
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* ApiError —If the Identity Services Engine cloud returns an error.

allowed_protocols

class AllowedProtocols

Identity Services Engine AllowedProtocols API (version: 3.1.0).

Wraps the Identity Services Engine AllowedProtocols API and exposes the API as native Python methods that

return native Python objects.

Allowed Protocols API allows the client to add, delete, update, search and perform actions on allowed

protocols.

Revision History

Revi- | Re- Cisco Description | Revision Modification | Revision Modification
sion source ISE
# Version Version
Attribute Description
0 1.0 2.3 Initial Cisco
ISE Version
1 1.1 2.7 Added sup- | preferredEapProtocol Added value ‘TEAP’ to enum at-
port for tribute preferredEapProtocol
TEAP
allowTeap Added boolean attribute al-
lowTeap
allowTeapEapM- Added boolean attribute al-
sChapV2 lowTeapEapMsChapV2
allowTeapEapM- Added boolean attribute al-
sChapV2PwdChange lowTeap
allowTeapEapM- Added int attribute
sChapV2PwdChangeRetrimdowTeapEapM-
sChapV2PwdChangeRetries
allowTeapEapTIs Added boolean attribute al-
lowTeapEapTls
Resource Definition
Attribute Type Required Description Example Values
name String Yes Resource Name Default Device
Admin
id String No Resource UUID, | 926901b0-8c01-
Mandatory for | 11e6-996¢-
update 525400048521

Continued on next page
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Table 5 — continued from previous page

description String No Default  Allowed
Protocol  Service
Device Admin

processHostLookup | Boolean Yes true
allowPapAscii Boolean No true
allowChap Boolean Yes false
allowMsChapV1 Boolean Yes false
allowMsChapV2 Boolean Yes false
allowEapMd5 Boolean Yes true
allowLeap Boolean Yes false
allowEapTls Boolean Yes true
allowEapTtls Boolean Yes true
allowEapFast Boolean Yes true
allowPeap Boolean Yes true
allowTeap Boolean Yes true
allowPreferredEapProBoolean Yes true
eapTIsLBit Boolean Yes false
allowWeakCiphersForBaplean Yes false
requireMessageAuth Boolean Yes false
preferredEapProtocgl Enum No The preferre- | PEAP

dEapProtocol  is
required only if
allowPreferre-
dEapProtocol  is
true, otherwise it
must be ignored.

eapTls List No The eapTls is re-
quired only if al-
lowEapTls is true,
otherwise it must
be ignored. The
object eapTls con-
tains the settings
for EAP TLS pro-

tocol
Boolean Yes false
allowEapTIsAuthOfExpiredCerts
Boolean Yes false

eapTlsEnableStatelessSessionResume

Continued on next page
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Table 5 — continued from previous page
Integer No Time to live. | 1
. The  eapTlsSes-
eapTlsSessionTicketTtl sionTicketTtl  is
required only
if eapTIsEn-
ableStatelessSes-
sionResume is
true, otherwise it
must be ignored
Enum No Time to live | SECONDS
. time units.
eapTlsSessionTicketTtlUnits The  eapTlsSes-
sionTicketTtlUnits
is required only
if eapTIsEn-
ableStatelessSes-
sionResume is
true, otherwise it
must be ignored.
Integer No The  eapTlsSes- | 1
. sionTicketPrecen-
eapTlsSessionTicketPrecentage tage is required
only if eapTIsEn-
ableStatelessSes-
sionResume is
true, otherwise it
must be ignored
peap List No The peap is re-
quired only if al-
lowPeap is true,
otherwise it must
be ignored. The
object peap con-
tains the settings

for PEAP protocol
Boolean Yes true
allowPeapEapMsChapV?2
Boolean No The allow- | true
. PeapEapM-
allowPeapEapMsChapV2PwdChange sChapV2PwdChange
is required only if
allowPeapEapM-

sChapV2 is true,
otherwise it must
be ignored

Continued on next page
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Table 5 — continued from previous page

Integer No The allow- | 1
. PeapEapM-
allowPeapEapMsChapV2PwdChangg¢Retries sChapV2PwdChange¢Retries
is required only if
allowPeapEapM-
sChapV2 is true,
otherwise it must
be ignored. Valid
range is 0-3
Boolean Yes false
allowPeapEapGtc
Boolean No The allowPea- | false
. pEapGtcPwd-
allowPeapEap(GtcPwdChange Change is required
only if allowPea-
pEapGtc is true,
otherwise it must
be ignored
Integer No The allowPea- | 1
. pEapGtcPwd-
allowPeapEapGtcPwdChangeRetries ChangeRetries is
required only if
allowPeapEapGtc
is true, otherwise
it must be ignored.
Valid range is 0-3
Boolean Yes true
allowPeapEapTls
Boolean No The allowPea- | false
. pEapTlsAuthOf-
allowPeapEapTIsAuthOfExpiredCerts ExpiredCerts  is
required only if
allowPeapEapTls
is true, otherwise it
must be ignored
Boolean Yes false
requireCryptobinding
Boolean Yes false
¢ allowPeapVO0

Continued on next page
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Table 5 — continued from previous page
eapTtls List No The eapTtls is
required only if
allowEapTtls  is
true, otherwise it
must be ignored.
The object eapT-
tls contains the
settings for EAP

TTLS protocol
Boolean Yes true
eapTtlsPapAscii
Boolean Yes true
* eapTtlsChap
Boolean Yes true
eapTtlsMsChapV1
Boolean Yes true
eapTtlsMsChapV?2
Boolean Yes true
eapTtlsEapMd}
Boolean Yes true
eapTtlsEapMsChapV?2
Boolean No The eapTtlsEapM- | true
. sChapV2PwdChange
eapTtlsEapMsChapV2PwdChange is required only

if  eapTtlsEapM-
sChapV2 is true,
otherwise it must

be ignored
Integer No The eapTtlsEapM- | 1
. sChapV2PwdChangeRetries
eapTtlsEapMsChapV2PwdChangeRetries is required only

if  eapTtlsEapM-
sChapV2 is true,
otherwise it must
be ignored. Valid
range is 0-3

Continued on next page
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Table 5 — continued from previous page
eapFast List No The eapFast is
required only if
allowEapFast  is
true, otherwise it
must be ignored.
The object eap-
Fast contains the
settings for EAP

FAST protocol
Boolean Yes true
allowEapFastEapMsChapV?2
Boolean No The allowEap- | true
. FastEapM-
allowEapFastEapMsChapV2PwdChange sChapV2PwdChange
is required only
if allowEap-
FastEapM-
sChapV2 is

true, otherwise it
must be ignored

Integer No The allowEap- | 1
. FastEapM-
allowEapFastEapMsChapV2PwdChangeRetries sChapV2PwdChangeRetries

is required only
if eapTtlsEapM-
sChapV2 is true,
otherwise it must
be ignored. Valid

range is 0-3
Boolean Yes true
allowEapFastEapGtc
Boolean No The allowEap- | true
. FastEapGtcPwd-
allowEapFastEapGtcPwdChange Change is required
only if allowEap-
FastEapGtc is true,
otherwise it must
be ignored
Integer No The allowEap- | 1
. FastEapGtcPwd-
allowEapFastEapGtcPwdChangeRetries ChangeRetries
is required only
if allowEap-

FastEapGtc is true,
otherwise it must
be ignored. Valid
range is 0-3

Continued on next page
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Table 5 — continued from previous page
Boolean Yes true

allowEapFastEapTls

Boolean No The allowEap- | false
. FastEapTI-
allowEapFastEppTIsAuthOfExpired(erts sAuthOfExpired-

Certs is required
only if allowEap-
FastEapTls is true,
otherwise it must
be ignored

Boolean Yes false

eapFastEnableEAPChaining

Boolean Yes true

eapFastUsePacs

Integer No The eapFastUseP- | 7776000
. acsTunnelPacTtl
eapFastUsePacsTunnelPacTtl is required only if
eapFastUsePacs is
true, otherwise it
must be ignored
Enum No The eapFastUseP- | SECONDS
. acsTunnelPacT-
eapFastUsePacsTunnelPacTtlUnits tlUnits is required
only if eapFas-
tUsePacs is true,
otherwise it must
be ignored.
Integer No The eapFastUseP- | 10
. acsUseProac-
eapFastUsePacsUseProactivePacUpdatePrecentage tivePacUpdatePre-
centage is required
only if eapFas-
tUsePacs is true,
otherwise it must
be ignored
Boolean No The eapFas- | false
. tUsePacsAl-
eapFastUsePacs Allow AnonymProvisjoning lowAnonymProvi-
sioning is required
only if eapFas-
tUsePacs is true,
otherwise it must
be ignored

Continued on next page
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Table 5 — continued from previous page

Boolean No The eapFastUseP- | false
. acsAllowAuthen-
eapFastUsePacsAllowAuthenProvisioning Provisioning is

required only if
eapFastUsePacs is
true, otherwise it
must be ignored

Boolean No The eapFastUseP- | false
. acsReturnAcces-
eapFastUsePacsReturnAccessAccept sAcceptAfter-
AfterAuthenticatedProvisioning Authenticated-

Provisioning is
required only if
eapFastUsePac-
sAllowAuthenPro-
visioning is true,
otherwise it must
be ignored
Boolean No The eapFas- | false
. tUsePacsAccept-
eapFastUsePacsAcceptClientCert ClientCert is
required only if
eapFastUsePac-
sAllowAuthenPro-
visioning is true,
otherwise it must

be ignored
Boolean No false
eapFastUsePacs AllowMachineAuthentication
Integer No The eapFastUseP- | 1
. acsMachinePacTtl
eapFastUsePacsMachinePacTtl is required only
if  eapFastUseP-
acsAllowMa-
chineAuthenti-

cation is true,
otherwise it must
be ignored

Enum No The eapFastUseP- | SECONDS
. acsMachinePacT-
eapFastUsePacsMachinePacTtlUnits tlUnits is required
only if eapFas-
tUsePacsAllow-

MachineAuthen-

tication 1is true,
otherwise it must
be ignored.

Continued on next page
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Table 5 — continued from previous page

Boolean No The eapFastUseP- | false
. acsStatelessSes-
eapFastUsePacsStatelessSessionResume sionResume is

required only if
eapFastUsePacs is
true, otherwise it
must be ignored
Integer No The eapFastUseP- | 1
. acsAuthoriza-
eapFastUsePacs AuthorizationPacTtl tionPacTtl is
required only if
eapFastUsePac-
sStatelessSession-
Resume is true,
otherwise it must
be ignored

Enum No The eapFastUseP- | SECONDS
. acsAuthorization-
eapFastUsePacs AuthorizationPacTtlUnits PacTtlUnits is
required only if
eapFastUsePac-
sStatelessSession-
Resume is true,
otherwise it must
be ignored.
Boolean No The eapFast- | false
. DontUsePacsAc-
eapFastDontUsePacsAcceptClientCer ceptClientCert is
required only if
eapFastUsePacs is
FALSE, otherwise
it must be ignored

—

Boolean No The eapFast- | false
. DontUsePacsAl-
eapFastDontUgePacsAllowMachine Authentication lowMachineAu-
thentication is

required only if
eapFastUsePacs is
FALSE, otherwise
it must be ignored
teap List No The teap is re-
quired only if al-
lowTeap is true,
otherwise it must
be ignored. The
object teap con-
tains the settings
for TEAP protocol
Boolean Yes true

allowTeapEapMsChapV2

Continued on next page

78 Chapter 1. The User Guide



ciscoisesdk Documentation, Release 2.0.3

Table 5 — continued from previous page

Boolean No The allowTea- | true
. pEapM-
allowTeapEapMsChapV2PwdChangg sChapV2PwdChange
is required only if
allowTeapEapM-

sChapV2 is true,
otherwise it must
be ignored

Integer No The allowTea- | 3
. pEapM-
allowTeapEapMsChapV2PwdChanggRetries sChapV2PwdChange¢Retries
is required only if
allowTeapEapM-
sChapV2 is true,
otherwise it must
be ignored. Valid

range is 0-3
Boolean Yes true
allowTeapEapTIs
Boolean No The allowTea- | false
. pEapTlsAuthOf-
allowTeapEapTIsAuthOfExpiredCerts ExpiredCerts  is
required only if
allowTeapEapTls
is true, otherwise it
must be ignored
Boolean Yes true

acceptClientCertDuringTunnelEst

Boolean Yes false
. enableEapChaining

Boolean Yes false
. allowDowngrageMsk

get_allowed_protocol_by_name (name, headers=None, **query_parameters)
This API allows the client to get an allowed protocol by name.

Parameters
* name (basestring)—name path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

REST response with following properties:
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¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError — If the Identity Services Engine cloud returns an error.

get_by_name (name, headers=None, **query_parameters)
Alias for get_allowed_protocol_by_name

get_allowed_protocol_by_id (id, headers=None, **query_parameters)
This API allows the client to get an allowed protocol by ID.

Parameters
e id (basestring)—id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_by_id (id, headers=None, **query_parameters)
Alias for get_allowed_protocol_by_id
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update_allowed_protocol_by_ id (id, allow_chap=None, allow_eap_fast=None, al-
low_eap_md5=None, allow_eap_tls=None, al-
low_eap_ttls=None, allow_leap=None, al-
low_ms_chap_vI=None, allow_ms_chap_v2=None,
allow_pap_ascii=None, allow_peap=None, al-
low_preferred_eap_protocol=None, allow_teap=None,
allow_weak_ciphers_for_eap=None, description=None,
eap_fast=None, eap_tls=None, eap_tls_l_bit=None,
eap_ttls=None, name=None, peap=None, pre-
ferred_eap_protocol=None, process_host_lookup=None,
require_message_auth=None, teap=None, head-
ers=None, payload=None, active_validation=True,

**query_parameters)
This API allows the client to update an allowed protocol.

Parameters
* allow_chap (boolean) — allowChap, property of the request body.
* allow_eap_fast (boolean) - allowEapFast, property of the request body.
* allow_eap_md5 (boolean)— allowEapMdS5, property of the request body.
* allow_eap_tls (boolean)— allowEapTls, property of the request body.
* allow_eap_ttls (boolean)— allowEapTtls, property of the request body.
* allow_leap (boolean) — allowLeap, property of the request body.
* allow_ms_chap_vl (boolean)— allowMsChapV1, property of the request body.
* allow_ms_chap_v2 (boolean) - allowMsChapV2, property of the request body.
* allow_pap_ascii (boolean) - allowPapAscii, property of the request body.
* allow_peap (boolean) — allowPeap, property of the request body.

* allow_preferred_eap_protocol (boolean) - allowPreferredEapProtocol,
property of the request body.

* allow_teap (boolean) — allowTeap, property of the request body.

* allow_weak ciphers_for_ eap (boolean) — allowWeakCiphersForEap, prop-
erty of the request body.

* description (string)— description, property of the request body.

* eap_fast (object) — The eapFast is required only if allowEapFast is true, otherwise
it must be ignored. The object eapFast contains the settings for EAP FAST protocol,
property of the request body.

* eap_tls (object) — The eapTls is required only if allowEapTls is true, otherwise it
must be ignored. The object eapTls contains the settings for EAP TLS protocol, property
of the request body.

* eap_tls_1 bit (boolean) - eapTIsLBit, property of the request body.

* eap_ttls (object)— The eapTtls is required only if allowEapTtls is true, otherwise it
must be ignored. The object eapTtls contains the settings for EAP TTLS protocol, property
of the request body.

e id (basestring) — Resource UUID, Mandatory for update, property of the request
body.

* name (string)— Resource Name, property of the request body.
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peap (ob ject) — peap, property of the request body.

preferred_eap_protocol (string)— The preferredEapProtocol is required only
if allowPreferredEapProtocol is true, otherwise it must be ignored. Allowed Values:
EAP_FAST, PEAP, LEAP, EAP_MDS5, EAP_TLS, EAP_TTLS, TEAP, property of the
request body.

process_host_lookup (boolean) — processHostLookup, property of the request
body.

require_message_auth (boolean)-requireMessageAuth, property of the request
body.

teap (object) — The teap is required only if allowTeap is true, otherwise it must be
ignored. The object teap contains the settings for TEAP protocol, property of the request
body.

id - id path parameter.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

payload (dict)— A JSON serializable Python object to send in the body of the Request.
active_validation (bool)— Enable/Disable payload validation. Defaults to True.

**query_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by

using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response

* text(str): representation of the request’s response

Return type RestResponse

Raises

e TypeError — If the parameter types are incorrect.

* MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.

update_by_id (id, allow_chap=None, allow_eap_fast=None,
allow_eap_tis=None, allow_eap_ttls=None,
low_ms_chap_vI=None, allow_ms_chap_v2=None,

allow_eap_md5=None,

allow_leap=None, al-

allow_pap_ascii=None,

allow_peap=None, allow_preferred_eap_protocol=None, allow_teap=None,

allow_weak_ciphers_for_eap=None,
eap_tls=None, eap_tls_l_bit=None,

peap=None,  preferred_eap_protocol=None,

quire_message_auth=None, teap=None,

tive_validation=True, **query_parameters)
Alias for update_allowed_protocol_by_id

description=None, eap_fast=None,
eap_ttls=None, name=None,
process_host_lookup=None,  re-
headers=None, payload=None, ac-

delete_allowed_protocol_by_id (id, headers=None, **query_parameters)

This API deletes an allowed protocol.

Parameters
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e id (basestring)—id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

delete_by_id (id, headers=None, **query_parameters)
Alias for delete_allowed_protocol_by_id

get_allowed protocols (page=None, size=None, headers=None, **query_parameters)
This API allows the client to get all the allowed protocols.

Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
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get_all (page=None, size=None, headers=None, **query_parameters)
Alias for get_allowed_protocols

get_allowed_protocols_generator (page=None, size=None, headers=None,

**query_parameters)
This API allows the client to get all the allowed protocols.

Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:
— headers(MyDict): response headers.

— response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response
— text(str): representation of the request’s response
Return type Generator
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError —If the Identity Services Engine cloud returns an error.

get_all_generator (page=None, size=None, headers=None, **query_parameters)
Alias for get_allowed_protocols_generator

create_allowed_protocol (allow_chap=None, allow_eap_fast=None, allow_eap_md5=None,
allow_eap_tls=None, allow_eap_ttls=None, allow_leap=None,

allow_ms_chap_vI=None, allow_ms_chap_v2=None,
allow_pap_ascii=None, allow_peap=None, al-
low_preferred_eap_protocol=None, allow_teap=None, al-
low_weak_ciphers_for_eap=None, description=None,
eap_fast=None, eap_tls=None, eap_tls_l_bit=None, eap_ttls=None,
name=None, peap=None, preferred_eap_protocol=None,
process_host_lookup=None, require_message_auth=None,
teap=None, headers=None, payload=None, active_validation=True,
**query_parameters)

This API creates an allowed protocol.
Parameters
* allow_chap (boolean) — allowChap, property of the request body.
* allow_eap_ fast (boolean) - allowEapFast, property of the request body.
* allow_eap_md5 (boolean)— allowEapMdS5, property of the request body.
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allow_eap_tls (boolean) - allowEapTls, property of the request body.
allow_eap_ttls (boolean)— allowEapTtls, property of the request body.
allow_leap (boolean) — allowLeap, property of the request body.
allow_ms_chap_vl (boolean)— allowMsChapV1, property of the request body.
allow_ms_chap_v2 (boolean)— allowMsChapV2, property of the request body.
allow_pap_ascii (boolean)— allowPapAscii, property of the request body.
allow_peap (boolean) — allowPeap, property of the request body.

allow_preferred_eap_protocol (boolean) - allowPreferredEapProtocol,
property of the request body.

allow_teap (boolean) — allowTeap, property of the request body.

allow_weak_ciphers_for_eap (boolean) — allowWeakCiphersForEap, prop-
erty of the request body.

description (string) — description, property of the request body.

eap_fast (object) — The eapFast is required only if allowEapFast is true, otherwise
it must be ignored. The object eapFast contains the settings for EAP FAST protocol,
property of the request body.

eap_tls (object) — The eapTls is required only if allowEapTls is true, otherwise it
must be ignored. The object eapTls contains the settings for EAP TLS protocol, property
of the request body.

eap_tls_1_bit (boolean) - eapTIsLBit, property of the request body.

eap_ttls (object)— The eapTtls is required only if allowEapTtls is true, otherwise it
must be ignored. The object eapTtls contains the settings for EAP TTLS protocol, property
of the request body.

name (string)— Resource Name, property of the request body.
peap (ob ject) — peap, property of the request body.

preferred_eap_protocol (string)— The preferredEapProtocol is required only
if allowPreferredEapProtocol is true, otherwise it must be ignored. Allowed Values:
EAP_FAST, PEAP, LEAP, EAP_MDS5, EAP_TLS, EAP_TTLS, TEAP, property of the
request body.

process_host_lookup (boolean) — processHostLookup, property of the request
body.

require_message_auth (boolean)-requireMessageAuth, property of the request
body.

teap (object) — The teap is required only if allowTeap is true, otherwise it must be
ignored. The object teap contains the settings for TEAP protocol, property of the request
body.

headers (dict) — Dictionary of HTTP Headers to send with the Request .
payload (dict)— A JSON serializable Python object to send in the body of the Request.
active_validation (bool)— Enable/Disable payload validation. Defaults to True.

**xquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

create (allow_chap=None, allow_eap_fast=None, allow_eap_md5=None, allow_eap_tls=None, al-
low_eap_ttls=None, allow_leap=None, allow_ms_chap_vI=None, allow_ms_chap_v2=None,
allow_pap_ascii=None,  allow_peap=None, allow_preferred_eap_protocol=None,  al-
low_teap=None, allow_weak_ciphers_for_eap=None, description=None, eap_fast=None,
eap_tls=None, eap_tls_l_bit=None, eap_ttls=None, name=None, peap=None, pre-
ferred_eap_protocol=None, process_host_lookup=None, require_message_auth=None,

teap=None, headers=None, payload=None, active_validation=True, **query_parameters)
Alias for create_allowed_protocol

get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the allowed protocols.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

* ApiError — If the Identity Services Engine cloud returns an error.
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anc_policy

class AncPolicy
Identity Services Engine AncPolicy API (version: 3.1.0).

Wraps the Identity Services Engine AncPolicy API and exposes the API as native Python methods that return
native Python objects.

Adaptive Network Control (ANC) provides the ability to create network endpoint authorization controls based
on ANC policies.

Revision History

Revision # | Resource Version | Cisco ISE Version | Description
0 1.0 2.1 Initial Cisco ISE Version

Resource Definition
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Attribute Type Required Description Example Values
name String Yes Resource Name
id String No Resource ID test
description String No
action Enum Yes
QUARANTINE:
Allows you

to use Excep-
tion policies
(authoriza-
tion policies)
to limit or
deny an
endpoint
access to the
network.

PORTBOUNCE:
Resets  the
port on the
network de-
vice to which
the endpoint
is connected

SHUTDOWN
: Shuts down
the port on
the network

device to
which the
endpoint  is
connected

RE_AUTHENTICATE:
Re-
authenticates
the session
from the
endpoint

get_anc_policy by name (name, headers=None, **query_parameters)
This API allows the client to get an ANC policy by name.

Parameters
* name (basestring)—name path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_by_name (name, headers=None, **query_parameters)
Alias for get_anc_policy_by_name

get_anc_policy_ by_id (id, headers=None, **query_parameters)
This API allows the client to get an ANC policy by ID.

Parameters
* id (basestring) - id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_by_ id (id, headers=None, **query_parameters)
Alias for get_anc_policy_by_id

update_anc_policy_by_id (id, actions=None, name=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
This API allows the client to update an ANC policy.

Parameters
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* actions (11st)—QUARANTINE: Allows you to use Exception policies (authorization
policies) to limit or deny an endpoint access to the network. PORTBOUNCE: Resets the
port on the network device to which the endpoint is connected. SHUTDOWN : Shuts down
the port on the network device to which the endpoint is connected. RE_ AUTHENTICATE:
Re-authenticates the session from the endpoint., property of the request body (list of
strings. Available values are ‘QUARANTINE’, ‘PORTBOUNCE’, ‘SHUTDOWN’ and
‘RE_AUTHENTICATE’).

* id (basestring) —id, property of the request body.

* name (string)— name, property of the request body.

e id - id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

update_by_id (id, actions=None, name=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
Alias for update_anc_policy_by_id

delete_anc_policy_ by id (id, headers=None, **query_parameters)
This API allows the client to delete an ANC policy.

Parameters
e id (basestring) —id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

¢ headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

delete_by_id (id, headers=None, **query_parameters)
Alias for delete_anc_policy_by_id

get_anc_policy (filter=None, filter_type=None, page=None, size=None, sortasc=None,
sortdsc=None, headers=None, **query_parameters)

This API allows the «client to get all the ANC policies. Filter: [name]
To search resources by wusing toDate column,follow the format: DD-MON-YY
(Example:13-SEP-18) Day or Year:GET  /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET fers/config/guestuser/?filter=toDate. CONTAINS.SEP Date:GET

lers/config/guestuser/?filter=toDate. CONTAINS.13-SEP-18 Sorting: [name].
Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sortasc (basestring) — sortasc query parameter. sort asc.
* sortdsc (basestring)— sortdsc query parameter. sort desc.

* filter (basestring, list, set, tuple)-filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Description),
(EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), (NENDSW: Not
Ends With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

» filter_ type (basestring)-filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

1.4.

User API Doc 91


https://docs.python.org/3/library/exceptions.html#TypeError
https://docs.python.org/3/library/functions.html#int
https://docs.python.org/3/library/functions.html#int
https://docs.python.org/3/library/stdtypes.html#list
https://docs.python.org/3/library/stdtypes.html#set
https://docs.python.org/3/library/stdtypes.html#tuple
https://docs.python.org/3/library/stdtypes.html#dict

ciscoisesdk Documentation, Release 2.0.3

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.

get_all (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None, head-

ers=None, **query_parameters)
Alias for get_anc_policy

get_anc_policy_generator (filter=None, filter_type=None, page=None, size=None, sor-

tasc=None, sortdsc=None, headers=None, **query_parameters)

This API allows the «client to get all the ANC policies. Filter: [name]
To search resources by using toDate column,follow the format: DD-MON-YY
(Example:13-SEP-18) Day or  Year:GET /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/?filter=toDate. CONTAINS.SEP Date:GET

/ers/config/guestuser/?filter=toDate. CONTAINS.13-SEP-18 Sorting: [name].
Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sortasc (basestring)— sortasc query parameter. sort asc.
* sortdsc (basestring)— sortdsc query parameter. sort desc.

e filter (basestring, list, set, tuple)-filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Description),
(EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), (NENDSW: Not
Ends With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

e filter_type (basestring)—filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:
— headers(MyDict): response headers.

— response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.
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— content(bytes): representation of the request’s response
— text(str): representation of the request’s response
Return type Generator
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_all_generator (filter=None, filter_type=None, page=None, size=None, sortasc=None,

sortdsc=None, headers=None, **query_parameters)
Alias for get_anc_policy_generator

create_anc_policy (actions=None, = name=None,  headers=None,  payload=None,  ac-

tive_validation=True, **query_parameters)
This API allows the client to create an ANC policy.

Parameters

* actions (1ist)—-QUARANTINE: Allows you to use Exception policies (authorization
policies) to limit or deny an endpoint access to the network. PORTBOUNCE: Resets the
port on the network device to which the endpoint is connected. SHUTDOWN : Shuts down
the port on the network device to which the endpoint is connected. RE_AUTHENTICATE:
Re-authenticates the session from the endpoint., property of the request body (list of
strings. Available values are ‘QUARANTINE’, ‘PORTBOUNCE’, ‘SHUTDOWN’ and
‘RE_AUTHENTICATE’).

* name (string)— name, property of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.
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create (actions=None, name=None, headers=None, payload=None, active_validation=True,

**query_parameters)
Alias for create_anc_policy

get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the ANC policy.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

bulk_request_for_anc_policy (operation_type=None, resource_media_type=None, head-
ers=None, payload=None, active_validation=True,

**query_parameters)
This API allows the client to submit the bulk request.

Parameters
* operation_type (string) - operationType, property of the request body.

* resource_media_type (string) — resourceMediaType, property of the request
body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
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* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError — If the Identity Services Engine cloud returns an error.

bulk_request (operation_type=None, resource_media_type=None, headers=None, payload=None,

active_validation=True, **query_parameters)
Alias for bulk_request_for_anc_policy

monitor_bulk_status_anc_policy (bulkid, headers=None, **query_parameters)
This API allows the client to monitor the bulk request.

Parameters
* bulkid (basestring) — bulkid path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

monitor_bulk_status (bulkid, headers=None, **query_parameters)
Alias for monitor_bulk_status_anc_policy

authorization_profile

class AuthorizationProfile
Identity Services Engine AuthorizationProfile API (version: 3.1.0).

Wraps the Identity Services Engine AuthorizationProfile API and exposes the API as native Python methods
that return native Python objects.

Authorization Profile API allows the client to add, delete, update, search and perform actions on authorization
profiles.
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Revision History

Re- | Re- Cisco | Description | Revi- | Revision Modification
vi- | source| ISE sion
sion | Ver- | Ver- Mod-
# sion | sion ifica-
tion
At- Description
tribute
0 1.0 2.2 Initial Cisco
ISE Version
1 1.1 2.3 Support new | ac- Added Attribute ‘accessType’. Default
attributes cessType value:’ ACCESS_ACCEPT’, additional values: ‘AC-
under com- CESS_REJECT’
mon tasks
au- Added Attribute ‘authzProfileType’ to differentiate between
thzPro-| types of authorization profiles. Default value:’ SWITCH’
file- (used for Standard Authorization Profiles) , additional val-
Type ues:’TACACS’, “TRUSTSEC’
reauth | Added Attribute ‘reauth’ to determine reauthentication pol-
icy
we- Added Attribute ‘webRedirection’ to support selection of
bRedi- | portal redirection
rec-
tion
acl Added String Attribute ‘acl’
track- | Added Boolean Attribute ‘trackMovement’
Move-
ment
Resource Definition
Attribute Type Required Description Default Values | Example Val-
ues
name String Yes Resource name
Name
id String No Resource id
UUID value
description String No description
vlan List No
String Yes vlanName
* namelD
Integer Yes Valid range is 1
e taglD 0-31
airespaceACL | String No ACL
webRedirection | List No

Continued on next page

96

Chapter 1. The User Guide




ciscoisesdk Documentation, Release 2.0.3

Table 6 — continued from previous page
String Yes Value MUST CentralizedWebAuth
. be one of
WebRedirectionType the follow-
ing:CentralizedWebAuth,
HotSpot, Na-
tiveSupplican-
Provisioning,
ClientProvi-
sioning.  The
WebRedi-
rectionType
must fit the
portalName
String Yes acl

e acl

String Yes A portal that Sponsored

. exist in the DB Guest  Portal
portalName and fits the (default)
WebRedirec-
tionType
String No 10.56.54.200

staticlPHostNameFQDN

Boolean No The displayC- | true
. ertificatesRe-
displayCertificatesRenewalMessages newalMes-
sages is

mandatory
when “We-
bRedirection-
Type’ value
is ‘Central-
izedWebAuth’.
For all other
‘WebRedi-
rectionType’
values the
field must be
ignored
accessType Enum No Allowed ACCESS_ACCHPT
Values:  AC-
CESS_ACCEPT.
AC-
CESS_REIJECT
authzProfileType Enum No Allowed Val- | SWITCH
ues: SWITCH,
TRUSTSEC,
TACACS

Continued on next page
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Table 6 — continued from previous page

PERMIT_ALL_JPV4_TRAFFIC

[¢)

M

T

EST

SWITCH
is used for
Standard Au-
thorization
Profiles
profileName String No Cisco
acl String No aclfilter
daclName String No
autoSmartPort | String No autoSmartPort
interfaceTemplate Sring No interfaceTemplat]
ipv6ACLFilter | String No ipv6ACLFilter
avcProfile String No avcProfile
asaVpn String No Cisco:cisco-
call-type
trackMovement | Boolean No false
serviceTemplate | Boolean No false
easywiredSession(Bwalictate No false
voiceDomainPermBsiulnan No false
neat Boolean No false
webAuth Boolean No false
macSecPolicy Enum No Allowed MUST_SECURI}
Values:
MUST_SECURE,
MUST_NOT_SHCURE,
SHOULD_SECURE
reauth List No
Enum Yes Allowed RADIUS_REQU
. Values:  DE-
connectivity FAULT, RA-
DIUS_REQUEST
Integer Yes Valid range is 1800
* timer 1-65535
advancedAttributed.ist No
List Yes Left side Dic-
. tionary and At-
leftHandSideDictionaryAttribne tribute
String Yes Dictionary
. name
dictionaryName
String Yes Attribute name
attributeName

Continued on next page
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Table 6 — continued from previous page
LIst Yes Attribute value
. can be of type
rightHandSideAttribueValue AttributeValue
or Advanced-
DictionaryAt-
tribute. For
AttributeValue
the wvalue is
String, For
Advanced-
Dictionary-
Attribute  the
value is dictio-

naryName and

attributeName

properties
ipv6DaclName | String No PERMIT_ALL_IPV6_TRAFFIC
airespacelPv6 A(LString No ACL6

get_authorization_ profile_ by name (name, headers=None, **query_parameters)
This API allows the client to get an authorization profile by name.

Parameters
* name (basestring)—name path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_by_name (name, headers=None, **query_parameters)
Alias for get_authorization_profile_by_name

get_authorization_profile_ by_id (id, headers=None, **query_parameters)
This API allows the client to get an authorization profile by ID.

Parameters
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e id (basestring)—id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_by_id (id, headers=None, **query_parameters)
Alias for get_authorization_profile_by_id

update_authorization_ profile_by id (id, access_type=None, acl=None, ad-
vanced_attributes=None, agentless_posture=None,
airespace_acl=None, airespace_ipv6_acl=None,
asa_vpn=None, authz_profile_type=None,
auto_smart_port=None, avc_profile=None,
dacl_name=None, description=None, easy-
wired_session_candidate=None, inter-
face_template=None, ipv6_acl_filter=None,
ipv6_dacl_name=None, mac_sec_policy=None,
name=None, neat=None,  profile_name=None,
reauth=None, service_template=None,
track_movement=None, vlan=None,
voice_domain_permission=None, web_auth=None,
web_redirection=None, headers=None,
payload=None, active_validation=True,
**query_parameters)

This API allows the client to update an authorization profile.
Parameters

* access_type (string) — Allowed Values: ACCESS_ACCEPT, ACCESS_REJECT,
property of the request body.

* acl (string) - acl, property of the request body.

* advanced_attributes (1ist) — advancedAttributes, property of the request body
(list of objects).

* agentless_posture (boolean)— agentlessPosture, property of the request body.

* airespace_acl (string) — airespaceACL, property of the request body.
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* airespace_ipv6_acl (string)— airespacelPv6ACL, property of the request body.
* asa_vpn (string)— asaVpn, property of the request body.

* authz_profile_type (string) — Allowed Values: SWITCH, TRUSTSEC,
TACACS SWITCH is used for Standard Authorization Profiles, property of the request
body.

* auto_smart_port (string) — autoSmartPort, property of the request body.
* avc_profile (string)— avcProfile, property of the request body.

* dacl_name (string)— daclName, property of the request body.

* description (string)— description, property of the request body.

* easywired_session_candidate (boolean) - easywiredSessionCandidate,
property of the request body.

* id (basestring) - Resource UUID value, property of the request body.

e interface_template (string) - interfaceTemplate, property of the request body.
* ipv6_acl_filter (string) - ipv6ACLFilter, property of the request body.

* ipv6_dacl name (string)-—ipv6DaclName, property of the request body.

* mac_sec_policy (string) - Allowed Values: MUST_SECURE,
MUST_NOT_SECURE, SHOULD_SECURE, property of the request body.

* name (string)— Resource Name, property of the request body.

* neat (boolean) —neat, property of the request body.

* profile_name (string) - profileName, property of the request body.

e reauth (ob ject) —reauth, property of the request body.

* service_template (boolean) - serviceTemplate, property of the request body.
* track_movement (boolean) — trackMovement, property of the request body.

* vlan (object) — vlan, property of the request body.

* voice_domain_permission (boolean)- voiceDomainPermission, property of the
request body.

* web_auth (boolean)— webAuth, property of the request body.

* web_redirection (object)— webRedirection, property of the request body.

* id - id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

* headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.

update_by_id (id, access_type=None, acl=None, advanced_attributes=None, agent-
less_posture=None, airespace_acl=None, airespace_ipv6_acl=None, asa_vpn=None,
authz_profile_type=None, auto_smart_port=None, avc_profile=None,
dacl_name=None, description=None, easywired_session_candidate=None,
interface_template=None, ipv6_acl_filter=None, ipv6_dacl_name=None,
mac_sec_policy=None, name=None, neat=None, profile_name=None,
reauth=None, service_template=None, track_movement=None, vlan=None,

voice_domain_permission=None, web_auth=None, web_redirection=None, head-

ers=None, payload=None, active_validation=True, **query_parameters)
Alias for update_authorization_profile_by_id

delete_authorization_profile_ by id (id, headers=None, **query_parameters)
This API deletes an authorization profile.

Parameters
e id (basestring) — id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

delete_by_id (id, headers=None, **query_parameters)
Alias for delete_authorization_profile_by_id
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get_authorization_profiles (page=None, size=None, headers=None, **query_parameters)
This API allows the client to get all authorization profiles.

Parameters
* page (int)— page query parameter. Page number.
* size (int)—size query parameter. Number of objects returned per page.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_all (page=None, size=None, headers=None, **query_parameters)
Alias for get_authorization_profiles

get_authorization_profiles_generator (page=None, size=None, headers=None,

**query_parameters)
This API allows the client to get all authorization profiles.

Parameters
* page (int)— page query parameter. Page number.
* size (int)—size query parameter. Number of objects returned per page.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:
— headers(MyDict): response headers.

— response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response

— text(str): representation of the request’s response
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Return type Generator
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.

get_all_generator (page=None, size=None, headers=None, **query_parameters)
Alias for get_authorization_profiles_generator

create_authorization_profile (access_type=None, acl=None, advanced_attributes=None,

agentless_posture=None, airespace_acl=None,
airespace_ipv6_acl=None, asa_vpn=None, au-
thz_profile_type=None, auto_smart_port=None,
avc_profile=None, dacl_name=None, description=None,
easywired_session_candidate=None, id=None, in-
terface_template=None, ipv6_acl_filter=None,

ipv6_dacl_name=None, mac_sec_policy=None, name=None,
neat=None,  profile_name=None, reauth=None,  ser-
vice_template=None, track_movement=None, vlan=None,
voice_domain_permission=None, web_auth=None,
web_redirection=None,  headers=None, payload=None,
active_validation=True, **query_parameters)

This API creates an authorization profile.

Parameters

* access_type (string) — Allowed Values: ACCESS_ACCEPT, ACCESS_REJECT,
property of the request body.

* acl (string) — acl, property of the request body.

* advanced_attributes (Iist) — advancedAttributes, property of the request body
(list of objects).

* agentless_posture (boolean) — agentlessPosture, property of the request body.

* airespace_acl (string)— airespaceACL, property of the request body.

* airespace_ ipv6_acl (string) —airespace]lPv6ACL, property of the request body.
* asa_vpn (string)— asaVpn, property of the request body.

* authz_profile_type (string) — Allowed Values: SWITCH, TRUSTSEC,
TACACS SWITCH is used for Standard Authorization Profiles, property of the request
body.

* auto_smart_port (string)— autoSmartPort, property of the request body.
* avc_profile (string)— avcProfile, property of the request body.

* dacl_name (string) - daclName, property of the request body.

* description (string)—description, property of the request body.

* easywired_session_candidate (boolean) - easywiredSessionCandidate,
property of the request body.

* id (string)— Resource UUID value, property of the request body.
* interface_ template (string) - interfaceTemplate, property of the request body.

* ipv6_acl_filter (string)— ipv6ACLFilter, property of the request body.
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* ipv6_dacl_name (string)—ipvbDaclName, property of the request body.

* mac_sec_policy (string) - Allowed Values: MUST_SECURE,
MUST_NOT_SECURE, SHOULD_SECURE, property of the request body.

* name (string) - Resource Name, property of the request body.

* neat (boolean) — neat, property of the request body.

* profile_name (string) - profileName, property of the request body.

* reauth (object) - reauth, property of the request body.

* service_template (boolean) - serviceTemplate, property of the request body.
* track_movement (boolean)— trackMovement, property of the request body.

* vlan (object) — vlan, property of the request body.

* voice_domain_permission (boolean)-voiceDomainPermission, property of the
request body.

* web_auth (boolean)— webAuth, property of the request body.

* web_redirection (object)— webRedirection, property of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

create (access_type=None, acl=None, advanced_attributes=None, agentless_posture=None, aires-
pace_acl=None, airespace_ipv6_acl=None, asa_vpn=None, authz_profile_type=None,
auto_smart_port=None, avc_profile=None, dacl_name=None, description=None, easy-
wired_session_candidate=None, id=None, interface_template=None, ipv6_acl_filter=None,
ipv6_dacl_name=None, mac_sec_policy=None, name=None, neat=None, pro-
file_name=None, reauth=None, service_template=None, track_movement=None, vilan=None,
voice_domain_permission=None, web_auth=None, web_redirection=None, headers=None,

payload=None, active_validation=True, **query_parameters)
Alias for create_authorization_profile
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get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the authorization profile.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

» ApiError - If the Identity Services Engine cloud returns an error.

byod_portal

class ByodPortal
Identity Services Engine BYODPortal API (version: 3.1.0).

Wraps the Identity Services Engine BYODPortal API and exposes the API as native Python methods that return
native Python objects.

BYOD Portal API provides the ability to Create, Read, Update, Delete and Search BYOD portals.

Revision History

Revision # | Resource Version | Cisco ISE Version | Description
0 1.0 2.2 Initial Cisco ISE Version

Resource Definition

Attribute Type Required Description Default Values | Example Val-
ues
Continued on next page
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Table 7 — continued from previous page

PortalSetup.action?po

name String Yes Resource BYOD Portal
Name (default)
id String No Resource 9a9b910c-
UUID, manda- 54d3-
tory for update 44a4-a3c3-
dd007¢171599
description String No Default portal
and user ex-
perience used
when employ-
ees register
a personal
device on the
network
portalTestUrl String No URL to bring https://{ise-
up a test page ip}:8443/portal/H
for this portal 54d3-
44a4-a3c3-
dd007¢171599
portalType Enum Yes Allowed val- | BYOD
ues: BYOD,
HOTSPOTGUEST,
MYDE-
VICE, SELF-
REGGUEST,
SPONSOR,
SPON-
SOREDGUEST
settings List No Defines all
of the set-
tings  groups
available for a
BYOD
List No The port,
o interface, cer-
portalSettings tificate,  and
other basic
settings of a
portal
Integer Yes The port 8443
* httpsPort number  that
the allowed
interfaces
will listen on.
Range  from
8000 to 8999

Continued on next page
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Table 7 — continued from previous page

Enum Yes Interfaces that [ “eth0”,
. the portal will “bond0” ]

allowedInterfaces be reachable
on. Allowed
values:  ethO,
ethl, eth2,
eth3, eth4,
ethS, bondO,
bond1, bond2
String Yes Logical name Default Portal
. of the x.509 Certificate

certificateGroupTag server certifi- Group
cate that will
be used for the

portal
String Yes Unique Id of
. the  endpoint
endpointldentityGroup identity group

where  user’s
devices will be
added.  Used
only in Hotspot
Portal
Enum No Allowed USEBROWSERLOCALE
. values: USE-
displayLan BROWSER-
LOCALE,
ALWAYSUSE
String No Used when English
. displayLang
fallbackLanguage = USE-
BROWSER-
LOCALE
String No Used when English
. displayLang =
alwaysUsedLanguage ALWAYSUSE

i

=t

List No Configuration
. of BYOD De-
byodSetting vice Welcome,
Registration
and  Success
steps
List No Configuration
. of BYOD
byodWelcomeSettings endpoint wel-
come step
configuration
Boolean No true

w

enableBYQOD

Continued on next page
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Table 7 — continued from previous page

Boolean No false
enableGuestAccess
Boolean No false
requireMDM
Boolean No true
includeAup
Enum No How the AUP | ONPAGE
. should be
aupDisplay displayed,
either on page
or as a link.
Only valid if
includeAup
= true. Al-
lowed values:
ONPAGE,
ASLINK
Boolean No false
requireAupAcceptance
Boolean No Require false
. BYOD devices
requireScralling to scroll down
to the bottom
of the AUP,
Only valid if
includeAup =
true
List No Configuration
. of BYOD
byodRegistrationSettings endpoint Reg-
istration  step
configuration
Boolean No Display Device | true
. ID field during
showDevicelD registration
String No Identity group aal3bb40-
. id for which 8bff-11e6-
endPointldentityGroupld endpoint 996¢-
belongs 525400048521

Continued on next page
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Table 7 — continued from previous page
List No Configuration
. of BYOD
byodRegistrationSuccessSettings endpoint
Registration
Success  step
configuration
Enum No After an Au- | AUTHSUCCESSPAGE
. thentication
successRedirect Success where
should device
be redirected.
String No Target URL Redirect URL
i for redirection,
redirectUrl used when suc-
cessRedirect =
URL
List No Configuration
. of BYOD
supportInfgSettings endpoint wel-
come step
configuration
Boolean No false

includeSupportInfoPage

Boolean No false
. includeMagAddr

Boolean No false
. includelpAddress

Boolean No false

includeBrowserUserAgent

Boolean No false
includePolicyServer
Boolean No false
includeFailureCode
Enum No Specifies how HIDE
. empty fields
emptyFieldDisplay are handled on
the Support
Information
Page.

Continued on next page

110 Chapter 1. The User Guide



ciscoisesdk Documentation, Release 2.0.3

Table 7 — continued from previous page

defaultEmp

String

tyFieldValue

No

The default
value dis-
played for an
empty field
Only valid
when empty-
FieldDisplay
= DISPLAY-
WITHDE-
FAULT-
VALUE

customizations

List

Defines all of
the Portal Cus-
tomizations
available for a
BYOD

portalThem

List

Defines the
configuration
for portal
theme

e id

String

The unique in-
ternal identifier
of the portal
theme

9e¢b421c0-
8c01-
11e6-996¢-
525400b48521

® name

String

Yes

The system- or
user-assigned
name of the
portal theme

Default Blue
theme

themeData

String

A CSS file,
represented
as a Base64-
encoded byte
array

Base 64 en-
coded  string
of Theme CSS
file

Continued on next page
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Table 7 — continued from previous page

portalTwea

List

kSettings

No

The Tweak
Settings are a
customization
of the Portal
Theme that has
been selected
for the portal.
When the
Portal Theme
selection is
changed, the
Tweak Settings
are  overwrit-
ten to match
the values in
the theme.
The Tweak
Settings  can
subsequently

be changed by
the user

bannerColgr

String

No

Hex value of
color

#0000FF

bannerText

String

Color

Banner  Text
color code
from GUI

pageBackg

String

roundColor

Color code
from GUI

String

pageLabel AndTextColor

Label and Text
color from GUI

* language

List

This property
is  supported
only for Read
operation and
it allows to
show the cus-
tomizations in
English. Other
languages are
not supported

viewLangu

String

hge

English

Continued on next page
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Table 7 — continued from previous page

List No Represent the
. portal  Global
globalCustomizations customizations
String No BYOD Portal
bannerTitle
String No Contact  Sup-
. port
contactText
String No Footer Element
footerElement
Image No
mobileLogoImage
String No Represented base 64 en-
* data as base 64 coded value of
encoded string image
of the image
byte array
Image No
desktopLogolmage
String No Represented base 64 en-
* data as base 64 coded value of
encoded string image
of the image
byte array
Image No
bannerImage
String No Represented base 64 en-
* data as base 64 coded value of
encoded string image
of the image
byte array
Image No
backgroundImage
String No Represented base 64 en-
* data as base 64 coded value of
encoded string image
of the image
byte array

Continued on next page
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Table 7 — continued from previous page

List No Represent the
. entire page
pageCustornizations customization
as a giant

dictionary

List No The Dictionary
* data will be ex-
posed here as
key value pair

String Yes ui_contact_ip_address_label

String Yes SVAgYWRkemYzczo=
* value

get_byod_portal_by_id (id, headers=None, **query_parameters)
This API allows the client to get a BYOD portal by ID.

Parameters
e id (basestring) —id path parameter. Portal id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError — If the Identity Services Engine cloud returns an error.

get_by_id (id, headers=None, **query_parameters)
Alias for get_byod_portal_by_id

update_byod_portal_ by id(id, customizations=None, description=None, name=None,

portal_test_url=None, portal_type=None, settings=None,
headers=None, payload=None, active_validation=True,
**query_parameters)

This API allows the client to update a BYOD portal by ID.

Parameters
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customizations (ob ject)— Defines all of the Portal Customizations available for a
BYOD, property of the request body.

description (string)— description, property of the request body.

id (basestring) — Resource UUID, mandatory for update, property of the request
body.

name (string)— Resource Name, property of the request body.

portal_ test_url (string)— URL to bring up a test page for this portal, property
of the request body.

portal_type (string)— Allowed values: BYOD, HOTSPOTGUEST, MYDEVICE,
SELFREGGUEST, SPONSOR, SPONSOREDGUEST, property of the request body.

settings (ob ject)— Defines all of the settings groups available for a BYOD, property
of the request body.

id - id path parameter. Portal id.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

payload (dict)— A JSON serializable Python object to send in the body of the Request.
active_validation (bool)— Enable/Disable payload validation. Defaults to True.

*xquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

REST response with following properties:

¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by

using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response

* text(str): representation of the request’s response

Return type RestResponse

Raises

* TypeError — If the parameter types are incorrect.

* MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.

update_by id (id, customizations=None, description=None, name=None, portal_test_url=None,

portal_type=None, settings=None, headers=None,  payload=None, ac-
tive_validation=True, **query_parameters)

Alias for update_byod_portal_by_id

delete_byod portal_by_id (id, headers=None, **query_parameters)
This API deletes a BYOD portal by ID.

Parameters

* id (basestring) —id path parameter. Portal id.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
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* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

delete_by_id (id, headers=None, **query_parameters)
Alias for delete_byod_portal_by_id

get_byod_portal (filter=None, filter_type=None, page=None, size=None, sortasc=None,

sortdsc=None, headers=None, **query_parameters)
This API allows the client to get all the BYOD portals. Filter: [name, descrip-

tion] To search resources by wusing toDate column,follow the format: DD-MON-YY
(Example:13-SEP-18) Day or  Year:GET /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET lers/config/guestuser/filter=toDate. CONTAINS.SEP Date:GET
/ers/config/guestuser/?filter=toDate. CONTAINS.13-SEP-18 Sorting: [name, description].

Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sortasc (basestring)— sortasc query parameter. sort asc.
* sortdsc (basestring)—sortdsc query parameter. sort desc.

e filter (basestring, list, set, tuple)-filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Description),
(EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), (NENDSW: Not
Ends With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

e filter_ type (basestring)—filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_all (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None, head-

ers=None, **query_parameters)
Alias for get_byod_portal

get_byod_portal_generator (filter=None, filter_type=None, page=None, size=None, sor-
tasc=None, sortdsc=None, headers=None, **query_parameters)
This API allows the client to get all the BYOD portals. Filter: [name, descrip-

tion] To search resources by wusing toDate column,follow the format: DD-MON-YY
(Example:13-SEP-18) Day or Year:GET /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/?filter=toDate. CONTAINS.SEP Date:GET
/ers/config/guestuser/?filter=toDate. CONTAINS.13-SEP-18 Sorting: [name, description].

Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sortasc (basestring)— sortasc query parameter. sort asc.
* sortdsc (basestring) - sortdsc query parameter. sort desc.

* filter (basestring, list, set, tuple)-filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Description),
(EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), (NENDSW: Not
Ends With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

» filter type (basestring)-filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
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Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:
— headers(MyDict): response headers.

— response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response
— text(str): representation of the request’s response
Return type Generator
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all generator (filter=None, filter_type=None, page=None, size=None, sortasc=None,

sortdsc=None, headers=None, **query_parameters)
Alias for get_byod_portal_generator

create_byod_portal (customizations=None, description=None, id=None, name=None, por-
tal_test_url=None, portal_type=None, settings=None, headers=None, pay-

load=None, active_validation=True, **query_parameters)
This API creates a BYOD portal.

Parameters

e customizations (ob ject) — Defines all of the Portal Customizations available for a
BYOD, property of the request body.

* description (string)— description, property of the request body.
e id (string)— Resource UUID, mandatory for update, property of the request body.
* name (string)— Resource Name, property of the request body.

* portal test_url (string)- URL to bring up a test page for this portal, property
of the request body.

e portal_type (string)— Allowed values: BYOD, HOTSPOTGUEST, MYDEVICE,
SELFREGGUEST, SPONSOR, SPONSOREDGUEST, property of the request body.

* settings (ob ject)—Defines all of the settings groups available for a BYOD, property
of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

* headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

create (customizations=None, description=None, id=None, name=None, portal_test_url=None,
portal_type=None, settings=None, headers=None, payload=None, active_validation=True,

**query_parameters)
Alias for create_byod_portal

get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the BYOD portal.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
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backup_and_restore

class BackupAndRestore
Identity Services Engine Backup And Restore API (version: 3.1.0).

Wraps the Identity Services Engine Backup And Restore API and exposes the API as native Python methods
that return native Python objects.

config_ backup (backup_encryption_key=None, backup_name=None, repository_name=None, head-

ers=None, payload=None, active_validation=True, **query_parameters)
Triggers on demand configuration backup on the ISE node. The API returns the task ID. Use the Task

Service status API to get the status of the backup job.
Parameters

* backup_encryption_key (string) — The encyption key for the backed up file.
Encryption key must satisfy the following criteria Contains at least one uppercase letter
[A-Z], Contains at least one lowercase letter [a-z], Contains at least one digit [0-9], Contain
only [A-Z][a-z][0-9]_#, Has at least 8 characters, Has not more than 15 characters, Must
not contain ‘CcliSsCco’, Must not begin with, property of the request body.

* backup_name (string) — The backup file will get saved with this name., property of
the request body.

* repository name (string)— Name of the configured repository where the gener-
ated backup file will get copied., property of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

config (backup_encryption_key=None, backup_name=None, repository_name=None, headers=None,

payload=None, active_validation=True, **query_parameters)
Alias for config_backup

cancel_backup (headers=None, **query_parameters)
Cancels the backup job running on the node.
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Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

cancel (headers=None, **query_parameters)
Alias for cancel_backup

get_last_config backup_status (headers=None, **query_parameters)
Gives the last backup status.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_last_status (headers=None, **query_parameters)
Alias for get_last_config_backup_status
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restore_config backup (backup_encryption_key=None, repository_name=None, re-
store_file=None, restore_include_adeos=None, headers=None,

payload=None, active_validation=True, **query_parameters)
Triggers a configuration DB restore job on the ISE node. The API returns the task ID. Use the Task Service

status API to get the status of the backup job.
Parameters

* backup_encryption_key (string) — The encryption key which was provided at
the time of taking backup., property of the request body.

* repository_ name (string) — Name of the configred repository where the backup
file exists., property of the request body.

* restore_file (string)—Name of the backup file to be restored on ISE node., prop-
erty of the request body.

* restore_include_adeos (string) — Determines whether the ADE-OS configure
is restored. Possible values true, false, property of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)—AJSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

» ApiError - If the Identity Services Engine cloud returns an error.

restore (backup_encryption_key=None, repository_name=None, restore_file=None, re-
store_include_adeos=None, headers=None, payload=None, active_validation=True,
**query_parameters)

Alias for restore_config_backup

update_scheduled config_ backup (backup_description=None, backup_encryption_key=None,
backup_name=None, end_date=None, frequency=None,
month_day=None, repository_name=None,
start_date=None, status=None, time=None,
week_day=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
Update the Schedule of the configuration backup on the ISE node as per the input parameters. This API

only helps in editing the schedule.
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Parameters

* backup_description (string) — Description of the backup., property of the re-
quest body.

* backup_encryption_key (string) — The encyption key for the backed up file.
Encryption key must satisfy the following criteria Contains at least one uppercase letter
[A-Z], Contains at least one lowercase letter [a-z], Contains at least one digit [0-9], Contain
only [A-Z][a-z][0-9]_#, Has at least 8 characters, Has not more than 15 characters, Must
not contain ‘CcliSsCco’, Must not begin with, property of the request body.

* backup_name (string) — The backup file will get saved with this name., property of
the request body.

* end_date (string) — End date of the scheduled backup job. Allowed format
MM/DD/YYYY. End date is not required in case of ONE_TIME frequency., property
of the request body.

* frequency (string) — Frequency with which the backup will get scheduled in the
ISE node., property of the request body. Available values are ‘DAILY’, ‘MONTHLY,
‘ONCE’ and “WEEKLY".

* month_day (string) — Day of month you want backup to be performed on when
scheduled frequency is MONTHLY. Allowed values from 1 to 28., property of the request
body.

* repository_name (string)— Name of the configured repository where the gener-
ated backup file will get copied., property of the request body.

* start_date (string) — Start date for scheduling the backup job. Allowed format
MM/DD/YYYY., property of the request body.

* status (string) — Enable or disable scheduled backup., property of the request body.
Available values are ‘DISABLE’ and ‘ENABLE’.

* time (string)—Time at which backup job get scheduled. example12:00 AM, property
of the request body.

* week_day (string)— Day of week you want backup to be performed on when sched-
uled frequency is WEEKLY, property of the request body. Available values are ‘FRT,
‘MON’, ‘SAT’, ‘SUN’, ‘THU’, ‘TUE’ and ‘WED’.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response

Return type RestResponse
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Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

update (backup_description=None, backup_encryption_key=None, backup_name=None,
end_date=None, frequency=None, month_day=None, repository_name=None,
start_date=None, status=None, time=None, week_day=None, headers=None, payload=None,

active_validation=True, **query_parameters)
Alias for update_scheduled_config_backup

create_scheduled_config_backup (backup_description=None, backup_encryption_key=None,
backup_name=None, end_date=None, frequency=None,
month_day=None, repository_name=None,
start_date=None, status=None, time=None,
week_day=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
Schedules the configuration backup on the ISE node as per the input parameters. This API helps in creating

the schedule for the first time.
Parameters

* backup_description (string) — Description of the backup., property of the re-
quest body.

* backup_encryption_key (string) — The encyption key for the backed up file.
Encryption key must satisfy the following criteria Contains at least one uppercase letter
[A-Z], Contains at least one lowercase letter [a-z], Contains at least one digit [0-9], Contain
only [A-Z][a-z][0-9]_#, Has at least 8 characters, Has not more than 15 characters, Must
not contain ‘CcliSsCco’, Must not begin with, property of the request body.

* backup_name (string) — The backup file will get saved with this name., property of
the request body.

* end_date (string) — End date of the scheduled backup job. Allowed format
MM/DD/YYYY. End date is not required in case of ONE_TIME frequency., property
of the request body.

* frequency (string) — Frequency with which the backup will get scheduled in the
ISE node., property of the request body. Available values are ‘DAILY’, ‘MONTHLY",
‘ONCE’ and “‘WEEKLY".

* month_day (string) — Day of month you want backup to be performed on when
scheduled frequency is MONTHLY. Allowed values from 1 to 28., property of the request
body.

* repository_name (string)— Name of the configured repository where the gener-
ated backup file will get copied., property of the request body.

* start_date (string) — Start date for scheduling the backup job. Allowed format
MM/DD/YYYY., property of the request body.

* status (string)— Enable or disable scheduled backup., property of the request body.
Auvailable values are ‘DISABLE’ and ‘ENABLE’.

* time (string) - Time at which backup job get scheduled. example12:00 AM, property
of the request body.
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* week_day (string)— Day of week you want backup to be performed on when sched-
uled frequency is WEEKLY, property of the request body. Available values are ‘FRI’,
‘MON’, ‘SAT’, ‘SUN’, ‘THU’, ‘TUE’ and ‘WED’.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

create (backup_description=None, backup_encryption_key=None, backup_name=None,
end_date=None, frequency=None, month_day=None, repository_name=None,
start_date=None, status=None, time=None, week_day=None, headers=None, payload=None,

active_validation=True, **query_parameters)
Alias for create_scheduled_config_backup

certificate_profile

class CertificateProfile
Identity Services Engine CertificateProfile API (version: 3.1.0).

Wraps the Identity Services Engine CertificateProfile API and exposes the API as native Python methods that
return native Python objects.

The certificate profile API allows the client to add, search and perform actions on the certificate profiles.

Revision History

Revision # | Resource Version | Cisco ISE Version | Description
0 1.0 24 Initial Cisco ISE Version
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Resource Definition

At- | Type| Re- | Description De- | Ex-
tribute quired fault | am-
Val- | ple
ues | Val-
ues
name String Yes | Resource Name Cer-
tifi-
cate_Profile
id String No | Resource UUID £9269682-
dcaf-
11e3-
adOa-
5bdcd2d9fd69
de- | String No
scrip
tion
al- Bool¢alNo | To be set true or false false
lowedA-
sUser-
Name
ex- | String No | Referred IDStore name for the Certificate Profile or [not applicable] in | [not | [not
ter- case no identity store is chosen ap- | ap-
nall- pli- | pli-
den- ca- ca-
ti- ble] | ble]
ty-
S-
tore-
Name
cer- | ENUMNo | Attribute name of the Certificate Profile - wused only | SUB-
tifi- when CERTIFICATE is chosen in usernameFrom. Al- | JECT.COMMON_NAME
cateAt- lowed values: - SUBJECT_COMMON_NAME - SUB-
tribute- JECT_ALTERNATIVE_NAME - SUBJECT_SERIAL_NUMBER
Name - SUBJECT - SUBJECT_ALTERNATIVE_NAME_OTHER_NAME
- SUBJECT_ALTERNATIVE_NAME_EMAIL - SUB-
JECT_ALTERNATIVE_NAME_DNS. - Additional internal value
ALL_SUBJECT_AND_ALTERNATIVE_NAMES is used automati-
cally when usernameFrom=UPN
match-ENUMNo | Match mode of the Certificate Profile. Allowed values: NEVER, RE- | NEVER
Mode SOLVE_IDENTITY_AMBIGUITY, BINARY_COMPARISON
user-| ENUMNo | The attribute in the certificate where the user name should be taken | CER-
name- from. TIFI-
From CATH

get_certificate_profile_by_ name (name, headers=None, **query_parameters)
This API allows the client to get a certificate profile by name.

Parameters

* name (basestring)—name path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
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* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_by_name (name, headers=None, **query_parameters)
Alias for get_certificate_profile_by_name

get_certificate_profile_by_id (id, headers=None, **query_parameters)
This API allows the client to get a certificate profile by ID.

Parameters
e id (basestring)—id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_by_id (id, headers=None, **query_parameters)
Alias for get_certificate_profile_by_id
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update_certificate_profile_by id (id, allowed_as_user_name=None, certifi-
cate_attribute_name=None, description=None, ex-
ternal_identity_store_name=None, match_mode=None,

name=None, username_from=None, head-
ers=None, payload=None, active_validation=True,
**query_parameters)

This API allows the client to update a certificate profile.
Parameters

* allowed_as_user_name (boolean)—allowedAsUserName, property of the request

body.

e certificate_attribute_name (string) - Attribute name of the
Certificate Profile used only when CERTIFICATE is chosen in user-
nameFrom. Allowed  values: SUBJECT_COMMON_NAME SUB-
JECT_ALTERNATIVE_NAME SUBJECT_SERIAL_NUMBER SUB-
JECT SUBJECT_ALTERNATIVE_NAME_OTHER_NAME SUB-

JECT_ALTERNATIVE_NAME_EMAIL  SUBJECT_ALTERNATIVE_NAME_DNS.
Additional internal value ALL_SUBJECT_AND_ALTERNATIVE_NAMES is used
automatically when usernameFrom=UPN, property of the request body.

* description (string) — description, property of the request body.

* external_identity_store_name (string) — Referred IDStore name for the
Certificate Profile or [not applicable] in case no identity store is chosen, property of the
request body.

* id (basestring) —id, property of the request body.

e match_mode (string) — Match mode of the Certificate Profile. Allowed values:
NEVER RESOLVE_IDENTITY_AMBIGUITY BINARY_COMPARISON, property of
the request body.

* name (string) - name, property of the request body.

e username_from (string) — The attribute in the certificate where the user name
should be taken from. Allowed values: CERTIFICATE (for a specific attribute as defined
in certificate AttributeName) UPN (for using any Subject or Alternative Name Attributes
in the Certificate an option only in AD), property of the request body.

¢ id - id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response

* text(str): representation of the request’s response
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Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

update_by_id (id, allowed_as_user_name=None, certificate_attribute_name=None, descrip-
tion=None, external_identity_store_name=None, match_mode=None, name=None,
username_from=None, headers=None, payload=None, active_validation=True,

**query_parameters)
Alias for update_certificate_profile_by_id

get_certificate_profile (page=None, size=None, headers=None, **query_parameters)
This API allows the client to get all the certificate profiles.

Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all (page=None, size=None, headers=None, **query_parameters)
Alias for get_certificate_profile

get_certificate_profile_generator (page=None, size=None, headers=None,

**query_parameters)
This API allows the client to get all the certificate profiles.

Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
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* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
A generator object containing the following object.

* RestResponse: REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response
Return type Generator
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_all_generator (page=None, size=None, headers=None, **query_parameters)
Alias for get_certificate_profile_generator

create_certificate_profile (allowed_as_user_name=None, certifi-
cate_attribute_name=None, description=None, exter-
nal_identity_store_name=None, id=None, match_mode=None,
name=None, username_from=None, headers=None, pay-

load=None, active_validation=True, **query_parameters)
This API allows the client to create a certificate profile.

Parameters

* allowed_as_user_name (boolean)—allowedAsUserName, property of the request

body.

e certificate_attribute_name (string) - Attribute name of the
Certificate Profile used only when CERTIFICATE is chosen in user-
nameFrom. Allowed  values: SUBJECT _COMMON_NAME SUB-
JECT_ALTERNATIVE_NAME SUBJECT_SERIAL_NUMBER SUB-
JECT SUBJECT_ALTERNATIVE_NAME_OTHER_NAME SUB-

JECT_ALTERNATIVE_NAME_EMAIL  SUBJECT_ALTERNATIVE_NAME_DNS.
Additional internal value ALL_SUBJECT_AND_ALTERNATIVE_NAMES is used
automatically when usernameFrom=UPN, property of the request body.

* description (string)— description, property of the request body.

* external_identity_store_name (string) — Referred IDStore name for the
Certificate Profile or [not applicable] in case no identity store is chosen, property of the
request body.

e id (string)—id, property of the request body.

e match_mode (string) — Match mode of the Certificate Profile. Allowed values:
NEVER RESOLVE_IDENTITY_AMBIGUITY BINARY_COMPARISON, property of
the request body.

* name (string) - name, property of the request body.
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e username_from (string) — The attribute in the certificate where the user name
should be taken from. Allowed values: CERTIFICATE (for a specific attribute as defined
in certificate AttributeName) UPN (for using any Subject or Alternative Name Attributes
in the Certificate an option only in AD), property of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

create (allowed_as_user_name=None, certificate_attribute_name=None, description=None,
external_identity_store_name=None, id=None, match_mode=None, name=None,
username_from=None, headers=None, payload=None, active_validation=True,

**query_parameters)
Alias for create_certificate_profile

get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the certificate profile.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response

Return type RestResponse
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Raises

* TypeError — If the parameter types are incorrect.

* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.

certificate_template

class CertificateTemplate

Identity Services Engine CertificateTemplate API (version: 3.1.0).

Wraps the Identity Services Engine CertificateTemplate API and exposes the API as native Python methods that

return native Python objects.

The certificate template API provides the ability to search for certificate templates.

Revision History

Revision # | Resource Version | Cisco ISE Version | Description
0 1.0 2.2 Initial Cisco ISE Version
Resource Definition
Attribute | Type | Re- Description Example Values
quired
name String| Yes Resource Name
id String| No Resource UUID f9269682-dcaf-11e3-ad0a-
5bdcd2d9fd69
descrip- String| No
tion
raProfile- | String| Yes RA profile for the Certificate template ISE internal CA
Name
keySize Inte- | No Key Size of the Certificate Template 2048 1024
ger
validity Inte- | No Validity period of the Certificate Template: | 730
ger Valid Range 21 - 3652

get_certificate_template_ by name (name, headers=None, **query_parameters)
This API allows the client to get a certificate template by name.

Parameters

* name (basestring)—name path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_by_name (name, headers=None, **query_parameters)
Alias for get_certificate_template_by_name

get_certificate_template_by_id (id, headers=None, **query_parameters)
This API allows the client to get a certificate template by ID.

Parameters
* id (basestring) - id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_by_ id (id, headers=None, **query_parameters)
Alias for get_certificate_template_by_id

get_certificate_template (page=None, size=None, headers=None, **query_parameters)
This API allows the client to get aall the certificate templates.

Parameters
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* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all (page=None, size=None, headers=None, **query_parameters)
Alias for get_certificate_template

get_certificate_template_generator (page=None, size=None, headers=None,

**query_parameters)
This API allows the client to get aall the certificate templates.

Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
A generator object containing the following object.

* RestResponse: REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response
Return type Generator
Raises

* TypeError — If the parameter types are incorrect.
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* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all_generator (page=None, size=None, headers=None, **query_parameters)
Alias for ger_certificate_template_generator

get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the certificate template.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.

certificates

class Certificates
Identity Services Engine Certificates API (version: 3.1.0).

Wraps the Identity Services Engine Certificates API and exposes the API as native Python methods that return
native Python objects.

get_csrs (filter=None, filter_type=None, page=None, size=None, sort=None, sort_by=None, head-
ers=None, **query_parameters)
This API supports Filtering, Sorting and Pagination. Filtering and Sorting supported on below mentioned

attributes: friendlyName subject timeStamp Supported Date Format: yyyy-MM-dd HH:mm:ss.SSS Sup-
ported Operators: EQ, NEQ, GT and LT .

Parameters
* page (int) - page query parameter. Page number.
* size (int)—size query parameter. Number of objects returned per page.
* sort (basestring)— sort query parameter. sort type asc or desc.

* sort_by (basestring)-sortBy query parameter. sort column by which objects needs
to be sorted.
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e filter (basestring, list, set, tuple)-filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. OPERATOR DESCRIP-
TION EQ Equals NEQ Not Equals GT Greater Than LT Less Then STARTSW Starts With
NSTARTSW Not Starts With ENDSW Ends With NENDSW Not Ends With CONTAINS
Contains NCONTAINS Not Contains .

e filter_ type (basestring)—filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_csrs_generator (filter=None, filter_type=None, page=None, size=None, sort=None,
sort_by=None, headers=None, **query_parameters)
This API supports Filtering, Sorting and Pagination. Filtering and Sorting supported on below mentioned

attributes: friendlyName subject timeStamp Supported Date Format: yyyy-MM-dd HH:mm:ss.SSS Sup-
ported Operators: EQ, NEQ, GT and LT .

Parameters
* page (int) - page query parameter. Page number.
* size (int)—size query parameter. Number of objects returned per page.
* sort (basestring)— sort query parameter. sort type asc or desc.

* sort_by (basestring)-sortBy query parameter. sort column by which objects needs
to be sorted.

e filter (basestring, list, set, tuple)—filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
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model description should specify if an attribute is a filtered field. OPERATOR DESCRIP-
TION EQ Equals NEQ Not Equals GT Greater Than LT Less Then STARTSW Starts With
NSTARTSW Not Starts With ENDSW Ends With NENDSW Not Ends With CONTAINS
Contains NCONTAINS Not Contains .

e filter_type (basestring)—filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
A generator object containing the following object.

* RestResponse: REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response
Return type Generator
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

generate_csr (allow_wild_card_cert=None, certificate_policies=None, digest_type=None,
hostnames=None, key_length=None, key_type=None, portal_group_tag=None,
san_dir=None, san_dns=None, san_ip=None, san_uri=None, subject_city=None,
subject_common_name=None, subject_country=None, subject_org=None, sub-
ject_org_unit=None, subject_state=None, used_for=None, headers=None, pay-
load=None, active_validation=True, **query_parameters)
Generate a certificate signing request for Multi-Use, Admin, EAP Authentication, RADIUS DTLS, Px-

Grid, SAML, Portal and IMS Services. Following Parameters are present in POST request body PARAM-
ETER DESCRIPTION EXAMPLE hostnames List of ise node hostnames for which CSRs should be gen-
erated [ise-host1, ise- host2] allowWildCardCert Allow use of WildCards in certificates false keyLength
Length of the Key used for CSR generation (required) 512 keyType Type of key used for CSR gener-
ation either RSA or ECDSA(required) RSA digestType Hash algorithm used for signing CSR(required)
SHA-256 usedFor Certificate Usage(required) MULTI-USE subjectCommonName Certificate common
name(CN)(required) $FQDNS$ subjectOrgUnit Certificate organizational unit(OU) Engineering subjectOrg
Certificate organization (O) Cisco subjectCity Certificate city or locality (L) San Jose subjectState Certifi-
cate state (ST) California subjectCountry Certificate country ( C) US sanDNS Array of SAN(Subject Alter-
native Name) DNS entries(optional) [ise.example.com] sanIP Array of SAN IP entries(optional) [1.1.1.1]
sanURI Array of SAN URI entries(optional) [https://1.1.1.1] sanDir Array of SAN DIR entries(optional)
[CN=AAA,DC=COM,C=IL] portalGroupTag Portal Group Tag when using certificate for PORTAL ser-
vice Default Portal Certificate Group NOTE: For allowWildCardCert to be false, the below mentioned
parameter is mandatory: hostnames When Certificate is selected to be used for Portal Service, the below
mentioned parameter is mandatory: portalGroupTag .

Parameters
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* allow_wild_card_cert (boolean) — allowWildCardCert, property of the request
body.

* certificate_policies (string) — certificatePolicies, property of the request
body.

* digest_type (string) — digestType, property of the request body. Available values
are ‘SHA-256’, ‘SHA-384" and ‘SHA-512’.

* hostnames (I ist)— hostnames, property of the request body (list of strings).

* key_ length (string)-keyLength, property of the request body. Available values are
‘1024°, ‘2048’, ‘4096’ and ‘512°.

* key_type (string) — keyType, property of the request body. Available values are
‘ECDSA’ and ‘RSA’.

* portal group_tag (string) - portalGroupTag, property of the request body.
* san_dns (I1ist)—sanDNS, property of the request body (list of strings).

e san_dir (11ist) - sanDir, property of the request body (list of strings).

* san_ip (11ist)— sanlP, property of the request body (list of strings).

* san_uri (1ist)-sanURI, property of the request body (list of strings).

* subject_city (string) - subjectCity, property of the request body.

* subject_common_name (string) — subjectCommonName, property of the request
body.

* subject_country (string)— subjectCountry, property of the request body.

* subject_org (string)— subjectOrg, property of the request body.

e subject_org_unit (string)— subjectOrgUnit, property of the request body.
* subject_state (string) - subjectState, property of the request body.

* used_for (string) — usedFor, property of the request body. Available values are
‘ADMIN’, ‘DTLS- AUTH’, ‘EAP-AUTH’, ‘IMS’, ‘MULTI-USE’, ‘PORTAL’, ‘PXGRID’
and ‘SAML’.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response

Return type RestResponse
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Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

export_csr (hostname, id, dirpath=None, save_file=None, filename=None, headers=None,

**query_parameters)
The response of this API carries a CSR corresponding to the requested ID.

Parameters

* hostname (basestring)—hostname path parameter. The hostname to which the CSR
belongs.

* id (basestring)—id path parameter. The ID of the CSR to be exported.

* dirpath (basestring)— Directory absolute path. Defaults to os.getcwd().

* save_file (bool) - Enable or disable automatic file creation of raw response.
e filename (basestring)— The filename used to save the download file.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns The DownloadResponse wrapper. Wraps the urllib3.response. HTTPResponse. For
more information check the urlib3 documentation

Return type DownloadResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.
* DownloadFailure —If was not able to download the raw
* response to a file. -

generate_intermediate_ca_csr (headers=None, **query_parameters)
CSR Generation for Intermediate Certificates.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response

* text(str): representation of the request’s response
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Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_csr_by_id (host_name, id, headers=None, **query_parameters)
This API displays details of a Certificate Signing Request of a particular node based on a given HostName

and ID.
Parameters
* host_name (basestring) — hostName path parameter. Name of the host of which
CSR’s should be returned.
e id (basestring) — id path parameter. The ID of the Certificate Signing Request re-
turned.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
Returns

REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

delete_csr_by_id (host_name, id, headers=None, **query_parameters)
This API deletes a Certificate Signing Request of a particular node based on a given HostName and ID.

Parameters

* host_name (basestring) — hostName path parameter. Name of the host of which
CSR’s should be deleted.

* id (basestring) — id path parameter. The ID of the Certificate Signing Request to be
deleted.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

regenerate_ise_root_ca (remove_existing_ise_intermediate_csr=None, headers=None, pay-

load=None, active_validation=True, **query_parameters)
This API will initiate regeneration of ISE root CA certificate chain. Response contains id which can be

used to track the status. Setting “removeExistingISEIntermediateCSR” to true will remove existing ISE
Intermediate CSR.

Parameters

* remove_existing_ ise_intermediate_csr (boolean)— Setting this attribute
to true will remove existing ISE Intermediate CSR, property of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

* ApiError — If the Identity Services Engine cloud returns an error.
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renew_certificates (cert_type=None, headers=None, payload=None, active_validation=True,

**query_parameters)
This API will initiate regeneration of certificates. Response contains id which can be used to track the

status.
Parameters

* cert_type (string) — certType, property of the request body. Available values are
‘IMS’ and ‘OCSP’.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

bind esr (admin=None, allow_extended_validity=None, allow_out_of _date_cert=None, al-
low_replacement_of _certificates=None, allow_replacement_of_portal_group_tag=None,
data=None, eap=None, host_name=None, id=None, ims=None, name=None, por-
tal=None, portal_group_tag=None, pxgrid=None, radius=None, saml=None, vali-
date_certificate_extensions=None, headers=None, payload=None, active_validation=True,
**query_parameters)

Bind CA Signed Certificate. NOTE: This API requires an existing Certificate Signing Request, and
the root certificate must already be trusted. NOTE: The certificate may have a validity period longer
than 398 days. It may be untrusted by many browsers. NOTE: Request Parameters accepting True and
False as input can be replaced by 1 and O respectively. Following Parameters are used in POST body
PARAMETER DESCRIPTION EXAMPLE name Friendly name of the certificate. Signed Certificate
data Plain-text contents of the certificate file. Every space needs to be replaced with newline escape
sequence (

) (required). awk ‘NF {sub(/

/, ¢**); printf “%sn”,$0;}” <<your .pem file>> allowExtendedValidity Allow the certificates greater than
validity of 398 days (required) false allowOutOfDateCert Allow out of date certificates (required)
false allowReplacementOfCertificates Allow Replacement of certificates (required) false allowRe-
placementOfPortalGroupTag Allow Replacement of Portal Group Tag (required) false admin Use
certificate to authenticate the ISE Admin Portal false eap Use certificate for EAP protocols that use
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SSL/TLS tunneling false radius Use certificate for RADSec server false pxgrid Use certificate for the
pxGrid Controller false ims Use certificate for the ISE Messaging Service false saml Use certificate
for SAML Signing false portal Use certificate for portal false portalGroupTag Portal Group Tag for
using certificate with portal role Default Portal Certificate Group validateCertificateExtensions Vali-
date Certificate Extensions false Following Roles can be used in any combinations ROLE DEFAULT
WARNING Admin False Enabling Admin role for this certificate will cause an application server
restart on the selected node. Note: Make sure required Certificate Chain is imported under Trusted
Certificates EAP Authentication False Only one system certificate can be used for EAP. Assigning
EAP to this certificate will remove the assignment from another certificate. Note: Make sure required
Certificate Chain is imported under Trusted Certificates RADIUS DTLS False Only one system cer-
tificate can be used for DTLS. Assigning DTLS to this certificate will remove the assignment from
another certificate. Note: Make sure required Certificate Chain is imported under Trusted Certificates
SAML False SAML cannot be used with other Usage. Enabling SAML will uncheck all other Usage.
Note: Make sure required Certificate Chain is imported under Trusted Certificates .

Args:

admin(boolean): Use certificate to authenticate the ISE Admin Portal, property of the request
body.

allow_extended_validity(boolean): Allow import of certificates with validity greater than 398
days (required), property of the request body.

allow_out_of_date_cert(boolean): Allow out of date certificates (required), property of the re-
quest body.

allow_replacement_of_certificates(boolean): Allow Replacement of certificates (required),
property of the request body.

allow_replacement_of_portal_group_tag(boolean): Allow Replacement of Portal Group Tag
(required), property of the request body.

data(string): Signed Certificate data (required), property of the request body.

eap(boolean): Use certificate for EAP protocols that use SSL/TLS tunneling, property of the
request body.

host_name(string): Name of Host whose CSR ID has been provided (required), property of
the request body.

id(string): ID of the generated CSR (required), property of the request body.
ims(boolean): Use certificate for the ISE Messaging Service, property of the request body.
name(string): Friendly Name of the certificate, property of the request body.
portal(boolean): Use for portal, property of the request body.
portal_group_tag(string): Set Group tag, property of the request body.
pxgrid(boolean): Use certificate for the pxGrid Controller, property of the request body.
radius(boolean): Use certificate for the RADSec server, property of the request body.
saml(boolean): Use certificate for SAML Signing, property of the request body.

validate_certificate_extensions(boolean): Validate Certificate Extensions, property of the re-
quest body.

headers(dict): Dictionary of HTTP Headers to send with the Request .
payload(dict): A JSON serializable Python object to send in the body of the Request.

active_validation(bool): Enable/Disable payload validation. Defaults to True.
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**query_parameters: Additional query parameters (provides support for parameters that
may be added in the future).

Returns:
RestResponse: REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response

Raises: TypeError: If the parameter types are incorrect. MalformedRequest: If the request body
created is invalid. ApiError: If the Identity Services Engine cloud returns an error.

export_system_certificate (export=None, id=None, password=None, dirpath=None,

save_file=None, filename=None, headers=None, payload=None,

active_validation=True, **query_parameters)
Export System Certificate. Following Parameters are used in POST body PARAMETER DESCRIP-

TION EXAMPLE id ID of a System Certificate(required) < SYSTEM_CERT_ID > export One of the
below option is required “CERTIFICATE” : Export only Certificate without Private Key “CERTIFI-
CATE_WITH_PRIVATE_KEY” : Export both Certificate and Private Key( “certificatePassword” is re-
quired) CERTIFICATE_WITH_PRIVATE_KEY password Certificate Password (required if “export” :
CERTIFICATE_WITH_PRIVATE_KEY ) Password Constraints: Alphanumeric Minimum of 8 Charac-
ters Maximum of 100 Characters Passw*** NOTE: The response of this API carries a ZIP file containing
the certificate and private key if “export” : “CERTIFICATE_WITH_PRIVATE_KEY” in the request. If
“export” : “CERTIFICATE” in request body, the response carries a ZIP file containing only the certificate.
WARNING: Exporting a private key is not a secure operation. It could lead to possible exposure of the
private key. .

Parameters

* export (string) — export, property of the request body. Available values are ‘CER-
TIFICATE’ and ‘CERTIFICATE_WITH_PRIVATE_KEY’.

» id (string)—id, property of the request body.

» password (string)— password, property of the request body.

* dirpath (basestring)— Directory absolute path. Defaults to os.getcwd().

* save_file (bool) - Enable or disable automatic file creation of raw response.

e filename (basestring)— The filename used to save the download file.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

The DownloadResponse wrapper. Wraps the urllib3.response. HTTPResponse. For more
information check the urlib3 documentation

Return type DownloadResponse
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Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.
* DownloadFailure — If was not able to download the raw

* response to a file. -

import_system certificate (admin=None, allow_extended_validity=None,
allow_out_of _date_cert=None, al-
low_replacement_of _certificates=None, al-
low_replacement_of _portal_group_tag=None, al-

low_shal_certificates=None, allow_wild_card_certificates=None,
data=None, eap=None, ims=None, name=None, pass-
word=None, portal=None, portal_group_tag=None,
portal_tag_transfer_for_same_subject=None, pri-
vate_key_data=None, pxgrid=None, radius=None,
role_transfer_for_same_subject=None, saml=None, val-
idate_certificate_extensions=None, headers=None, pay-
load=None, active_validation=True, **query_parameters)

Import an X509 certificate as a system certificate. NOTE: The certificate may have a validity period
longer than 398 days. It may be untrusted by many browsers. NOTE: Request Parameters accept-
ing True and False as input can be replaced by 1 and O respectively. Following Parameters are used
in POST body PARAMETER DESCRIPTION EXAMPLE name Friendly name of the certificate.
System Certificate password Password of the certificate to be imported (required). Passw*** data
Plain-text contents of the certificate file. Every space needs to be replaced with newline escape se-
quence (

) (required). awk ‘NF {sub(/

1, “**); printf “%sn”,$0;}’> <<your .pem file>> privateKeyData Plain-text contents of the private key file.
Every space needs to be replaced with newline escape sequence (

) (required). awk ‘NF {sub(//,

“”); printf “%sn”,$0;}” <<your .pem file>> allowOutOfDateCert Allow out of date certificates
(required) false allowSHA 1Certificates Allow SHA1 based certificates (required) false allowEx-
tended Validity Allow the certificates greater than validity of 398 days (required) false roleTrans-
ferForSameSubject Allow the transfer of roles to certificates with same subject false portalT-
agTransferForSameSubject Acquire the group tag of the matching certificate false admin Use
certificate to authenticate the ISE Admin Portal false eap Use certificate for EAP protocols that
use SSL/TLS tunneling false radius Use certificate for RADSec server false pxgrid Use cer-
tificate for the pxGrid Controller false ims Use certificate for the ISE Messaging Service false
saml Use certificate for SAML Signing false portal Use certificate for portal false portalGroup-
Tag Portal Group Tag for using certificate with portal role Default Portal Certificate Group al-
lowReplacementOfPortalGroupTag Allow Replacement of Portal Group Tag (required) false al-
lowWildCardCertificates Allow use of WildCards in certificates false validateCertificateExten-
sions Validate Certificate Extensions false Following Roles can be used in any combinations
ROLE DEFAULT WARNING Admin False Enabling Admin role for this certificate will cause
an application server restart on the selected node. Note: Make sure required Certificate Chain
is imported under Trusted Certificates EAP Authentication False Only one system certificate can
be used for EAP. Assigning EAP to this certificate will remove the assignment from another
certificate. Note: Make sure required Certificate Chain is imported under Trusted Certificates
RADIUS DTLS False Only one system certificate can be used for DTLS. Assigning DTLS to
this certificate will remove the assignment from another certificate. Note: Make sure required
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Certificate Chain is imported under Trusted Certificates SAML False SAML cannot be used with
other Usage. Enabling SAML will uncheck all other Usage. Note: Make sure required Certificate
Chain is imported under Trusted Certificates .

Args:

admin(boolean): Use certificate to authenticate the ISE Admin Portal, property of the
request body.

allow_extended_validity(boolean): Allow import of certificates with validity greater than
398 days (required), property of the request body.

allow_out_of_date_cert(boolean): Allow out of date certificates (required), property of
the request body.

allow_replacement_of_certificates(boolean): Allow Replacement of certificates (re-
quired), property of the request body.

allow_replacement_of_portal_group_tag(boolean): Allow Replacement of Portal Group
Tag (required), property of the request body.

allow_shal_certificates(boolean): Allow SHA1 based certificates (required), property of
the request body.

allow_wild_card_certificates(boolean): Allow Wildcard Certificates, property of the re-
quest body.

data(string): Certificate Content (required), property of the request body.

eap(boolean): Use certificate for EAP protocols that use SSL/TLS tunneling, property of
the request body.

ims(boolean): Use certificate for the ISE Messaging Service, property of the request
body.

name(string): Name of the certificate, property of the request body.
password(string): Certificate Password (required)., property of the request body.
portal(boolean): Use for portal, property of the request body.
portal_group_tag(string): Set Group tag, property of the request body.

portal_tag transfer for_same_subject(boolean): Allow overwriting the portal tag from
matching certificate of same subject, property of the request body.

private_key_data(string): Private Key data (required), property of the request body.
pxgrid(boolean): Use certificate for the pxGrid Controller, property of the request body.
radius(boolean): Use certificate for the RADSec server, property of the request body.

role_transfer_for_same_subject(boolean): Allow transfer of roles for certificate with
matching subject , property of the request body.

saml(boolean): Use certificate for SAML Signing, property of the request body.

validate_certificate_extensions(boolean): Validate Certificate Extensions, property of the
request body.

headers(dict): Dictionary of HTTP Headers to send with the Request .
payload(dict): A JSON serializable Python object to send in the body of the Request.

active_validation(bool): Enable/Disable payload validation. Defaults to True.
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**query_parameters: Additional query parameters (provides support for parameters
that may be added in the future).

Returns:
RestResponse: REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response

* text(str): representation of the request’s response

Raises: TypeError: If the parameter types are incorrect. MalformedRequest: If the request body
created is invalid. ApiError: If the Identity Services Engine cloud returns an error.

get_system_certificates (host_name, filter=None, filter_type=None, page=None, size=None,

sort=None, sort_by=None, headers=None, **query_parameters)
This API supports Filtering, Sorting and Pagination. Filtering and Sorting supported on below men-

tioned attributes: friendlyName issuedTo issuedBy validFrom Supported Date Format: yyyy-MM-dd
HH:mm:ss Supported Operators: EQ, NEQ, GT and LT expirationDate Supported Date Format: yyyy-
MM-dd HH:mm:ss Supported Operators: EQ, NEQ, GT and LT .

Parameters

* host_name (basestring) — hostName path parameter. Name of the host of which
system certificates should be returned.

* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sort (basestring)— sort query parameter. sort type asc or desc.

* sort_by (basestring)-sortBy query parameter. sort column by which objects needs
to be sorted.

e filter (basestring, list, set, tuple)—filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. OPERATOR DESCRIP-
TION EQ Equals NEQ Not Equals GT Greater Than LT Less Then STARTSW Starts With
NSTARTSW Not Starts With ENDSW Ends With NENDSW Not Ends With CONTAINS
Contains NCONTAINS Not Contains .

* filter_type (basestring)—filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

¢ headers(MyDict): response headers.
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response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response

Return type RestResponse

Raises

TypeError — If the parameter types are incorrect.
MalformedRequest — If the request body created is invalid.

ApiError — If the Identity Services Engine cloud returns an error.

get_system_certificates_generator (host_name, filter=None, filter_type=None,

This API supports Filtering, Sorting and Pagination. Filtering and Sorting supported on below men-
tioned attributes: friendlyName issuedTo issuedBy validFrom Supported Date Format: yyyy-MM-dd
HH:mm:ss Supported Operators: EQ, NEQ, GT and LT expirationDate Supported Date Format: yyyy-

page=None, size=None, sort=None, sort_by=None,
headers=None, **query_parameters)

MM-dd HH:mm:ss Supported Operators: EQ, NEQ, GT and LT .

Parameters

host_name (basestring) — hostName path parameter. Name of the host of which
system certificates should be returned.

page (int) — page query parameter. Page number.
size (int) - size query parameter. Number of objects returned per page.
sort (basestring)— sort query parameter. sort type asc or desc.

sort_by (basestring)-sortBy query parameter. sort column by which objects needs
to be sorted.

filter (basestring, list, set, tuple)—filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. OPERATOR DESCRIP-
TION EQ Equals NEQ Not Equals GT Greater Than LT Less Then STARTSW Starts With
NSTARTSW Not Starts With ENDSW Ends With NENDSW Not Ends With CONTAINS
Contains NCONTAINS Not Contains .

filter type (basestring)-filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

**xquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

A generator object containing the following object.

RestResponse: REST response with following properties:

— headers(MyDict): response headers.
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— response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response
— text(str): representation of the request’s response
Return type Generator
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_system_certificate_by_id (host_name, id, headers=None, **query_parameters)
This API displays details of a System Certificate of a particular node based on a given HostName and ID.

Parameters

* host_name (basestring) — hostName path parameter. Name of the host of which
system certificates should be returned.

* id (basestring) —id path parameter. The id of the system certificate.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

update_system_certificate (host_name, id, admin=None, al-
low_replacement_of _portal_group_tag=None, descrip-
tion=None, eap=None, expiration_ttl_period=None,
expiration_ttl_units=None, ims=None, name=None,
portal=None, portal_group_tag=None, por-
tal_tag_transfer_for_same_subject=None, pxgrid=None,
radius=None, renew_self_signed_certificate=None,
role_transfer_for_same_subject=None, saml=None, head-
ers=None, payload=None, active_validation=True,

**query_parameters)
Update a System Certificate. NOTE: Renewing a certificate will cause an application server restart on the

selected node. NOTE: Request Parameters accepting True and False as input can be replaced by 1 and 0
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respectively. Following Parameters are used in POST body PARAMETER DESCRIPTION EXAMPLE
name Friendly name of the certificate. System Certificate description Description of the Certificate Default
Description admin Use certificate to authenticate the ISE Admin Portal false eap Use certificate for EAP
protocols that use SSL/TLS tunneling false radius Use certificate for RADSec server false pxgrid Use cer-
tificate for the pxGrid Controller false ims Use certificate for the ISE Messaging Service false saml Use
certificate for SAML Signing false portal Use certificate for portal false portalGroupTag Portal Group Tag
for using certificate with portal role Default Portal Certificate Group allowReplacementOfPortalGroupTag
Allow Replacement of Portal Group Tag (required) false roleTransferForSameSubject Allow the transfer
of roles to certificates with same subject false portalTagTransferForSameSubject Acquire the group tag of
the matching certificate false renewSelfSignedCertificate Renew Self Signed Certificate false expirationT-
TLPeriod Expiration Period 365 expirationTTLUnits Expiration Units in one of the below formats days /
weeks / months / years days Following Roles can be used in any combinations ROLE DEFAULT WARN-
ING Admin False Enabling Admin role for this certificate will cause an application server restart on the
selected node. Note: Make sure required Certificate Chain is imported under Trusted Certificates EAP
Authentication False Only one system certificate can be used for EAP. Assigning EAP to this certificate
will remove the assignment from another certificate. Note: Make sure required Certificate Chain is im-
ported under Trusted Certificates RADIUS DTLS False Only one system certificate can be used for DTLS.
Assigning DTLS to this certificate will remove the assignment from another certificate. Note: Make sure
required Certificate Chain is imported under Trusted Certificates SAML False SAML cannot be used with
other Usage. Enabling SAML will uncheck all other Usage. Note: Make sure required Certificate Chain
is imported under Trusted Certificates .

Parameters

* admin (boolean) — Use certificate to authenticate the ISE Admin Portal, property of
the request body.

* allow_replacement_of_ portal_group_tag (boolean) — Allow Replace-
ment of Portal Group Tag (required), property of the request body.

* description (string) — Description of System Certificate, property of the request
body.

* eap (boolean)- Use certificate for EAP protocols that use SSL/TLS tunneling, property
of the request body.

* expiration_ttl_period (integer) — expirationTTLPeriod, property of the re-
quest body.

* expiration_ttl_units (string) — expirationTTLUnits, property of the request
body. Available values are ‘days’, ‘months’, ‘weeks’ and ‘years’.

* ims (boolean)— Use certificate for the ISE Messaging Service, property of the request
body.

* name (string)— Name of the certificate, property of the request body.
* portal (boolean) - Use for portal, property of the request body.
e portal_group_tag (string)— Set Group tag, property of the request body.

* portal_tag transfer_ for_ same_subject (boolean) — Allow overwriting
the portal tag from matching certificate of same subject, property of the request body.

* pxgrid (boolean) — Use certificate for the pxGrid Controller, property of the request
body.

* radius (boolean) — Use certificate for the RADSec server, property of the request
body.
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* renew_self signed_certificate (boolean)— Renew Self Signed Certificate,
property of the request body.

* role_transfer_ for_same_subject (boolean) — Allow transfer of roles for
certificate with matching subject , property of the request body.

* saml (boolean) - Use certificate for SAML Signing, property of the request body.
e id (basestring) —id path parameter. The ID of the System Certificate to be updated.

* host_name (basestring) — hostName path parameter. Name of Host whose certifi-
cate needs to be updated.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

delete_system certificate_by id (host_name, id, headers=None, **query_parameters)
This API deletes a System Certificate of a particular node based on a given HostName and ID.

Parameters

* host_name (basestring)—hostName path parameter. Name of the host from which
the System Certificate needs to be deleted.

e id (basestring)—id path parameter. The ID of the System Certificate to be deleted.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.
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* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_trusted_certificates (filter=None, filter_type=None, page=None, size=None, sort=None,

sort_by=None, headers=None, **query_parameters)
This API supports Filtering, Sorting and Pagination. Filtering and Sorting supported on below mentioned

attributes: friendlyName subject issuedTo issuedBy validFrom Supported Date Format: yyyy-MM- dd
HH:mm:ss Supported Operators: EQ, NEQ, GT and LT expirationDate Supported Date Format: yyyy-
MM-dd HH:mm:ss Supported Operators: EQ, NEQ, GT and LT status Allowed values: enabled, disabled
Supported Operators: EQ, NEQ .

Parameters
* page (int) - page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sort (basestring)— sort query parameter. sort type asc or desc.

* sort_by (basestring)-sortBy query parameter. sort column by which objects needs
to be sorted.

e filter (basestring, list, set, tuple)-filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. OPERATOR DESCRIP-
TION EQ Equals NEQ Not Equals GT Greater Than LT Less Then STARTSW Starts With
NSTARTSW Not Starts With ENDSW Ends With NENDSW Not Ends With CONTAINS
Contains NCONTAINS Not Contains .

* filter type (basestring)—filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response

Return type RestResponse
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Raises

TypeError — If the parameter types are incorrect.

* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.

get_trusted_certificates_generator (filter=None, filter_type=None, page=None,

size=None, sort=None, sort_by=None, head-
ers=None, **query_parameters)

This API supports Filtering, Sorting and Pagination. Filtering and Sorting supported on below mentioned
attributes: friendlyName subject issuedTo issuedBy validFrom Supported Date Format: yyyy-MM- dd
HH:mm:ss Supported Operators: EQ, NEQ, GT and LT expirationDate Supported Date Format: yyyy-
MM-dd HH:mm:ss Supported Operators: EQ, NEQ, GT and LT status Allowed values: enabled, disabled
Supported Operators: EQ, NEQ .

Parameters

* page (int)— page query parameter. Page number.

size (int) - size query parameter. Number of objects returned per page.
sort (basestring) — sort query parameter. sort type asc or desc.

sort_by (basestring)—sortBy query parameter. sort column by which objects needs
to be sorted.

filter (basestring, list, set, tuple)—filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. OPERATOR DESCRIP-
TION EQ Equals NEQ Not Equals GT Greater Than LT Less Then STARTSW Starts With
NSTARTSW Not Starts With ENDSW Ends With NENDSW Not Ends With CONTAINS
Contains NCONTAINS Not Contains .

filter_type (basestring)—filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

*xquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

A

generator object containing the following object.

RestResponse: REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response

Return type Generator

Raises
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* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

export_trusted certificate (id, dirpath=None, save_file=None, filename=None, head-

ers=None, **query_parameters)
The response of this API carries a trusted certificate file mapped to the requested id.

Parameters
e id (basestring)—id path parameter. The ID of the Trusted Certificate to be exported.
* dirpath (basestring)— Directory absolute path. Defaults to os.getcwd().
* save_file (bool) - Enable or disable automatic file creation of raw response.
¢ filename (basestring) — The filename used to save the download file.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

The DownloadResponse wrapper. Wraps the urllib3.response. HTTPResponse. For more
information check the urlib3 documentation

Return type DownloadResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.
* DownloadFailure — If was not able to download the raw

* response to a file. -

import_trust_certificate (allow_basic_constraint_cafalse=None, al-
low_out_of _date_cert=None, allow_shal _certificates=None,
data=None, description=None, name=None,

trust_for_certificate_based_admin_auth=None,
trust_for_cisco_services_auth=None, trust_for_client_auth=None,
trust_for_ise_auth=None, validate_certificate_extensions=None,
headers=None, payload=None, active_validation=True,
**query_parameters)

Import an X509 certificate as a trust certificate. NOTE: Request Parameters accepting True and False
as input can be replaced by 1 and 0 respectively. Following Parameters are used in POST body PA-
RAMETER DESCRIPTION EXAMPLE name Friendly name of the certificate Trust Certificate de-
scription Description of the certificate Passw*** data Plain-text contents of the certificate file. Every
space needs to be replaced with newline escape sequence (

) (required). awk ‘NF {sub(/

/, ¢®*); printf “%sn”,$0;}” <<your .pem file>> allowOutOfDateCert Allow out of date certificates (re-
quired) false allowSHA 1Certificates Allow SHA1 based certificates (required) false trustForlseAuth
Trust for authentication within ISE false trustForClientAuth Trust for client authentication and Sys-
log false trustForCertificateBasedAdminAuth Trust for Certificate based Admin authentication false
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trustForCiscoServicesAuth Trust for authentication of Cisco Services false validateCertificateExten-
sions Validate extensions for trust certificate false NOTE: If name is not set, a default name of the
following format will be generated: common-name#issuer#nnnnn where “nnnnn” is a unique num-
ber. You can always change the friendly name later by editing the certificate. You must choose how
this certificate will be trusted in ISE. The objective here is to distinguish between certificates that
are used for trust within an ISE deployment and public certificates that are used to trust Cisco ser-
vices. Typically, you will not want to use a given certificate for both purposes. Trusted For Usage
Authentication within ISE Use “trustForIseAuth’:true if the certificate is used for trust within ISE,
such as for secure communication between ISE nodes Client authentication and Syslog Use “trustFor-
ClientAuth”:true if the certificate is to be used for authentication of endpoints that contact ISE over
the EAP protocol. Also check this box if certificate is used to trust a Syslog server. Make sure to
have keyCertSign bit asserted under KeyUsage extension for this certificate. Note: ‘”’ can be set true
only if the “trustForlseAuth” has been set true. Certificate based admin authentication Use “trust-
ForCertificateBasedAdminAuth”:true if the certificate is used for trust within ISE, such as for secure
communication between ISE nodes Note: “trustForCertificateBasedAdminAuth” can be set true only
if “trustForlseAuth” and “trustForClientAuth” are true. Authentication of Cisco Services Use “trust-
ForCiscoServicesAuth”:true if the certificate is to be used for trusting external Cisco services, such as
Feed Service. .

Args:

allow_basic_constraint_cafalse(boolean): Allow Certificates with Basic Constraints CA Field
as False (required), property of the request body.

allow_out_of_date_cert(boolean): Allow out of date certificates (required), property of the re-
quest body.

allow_shal_certificates(boolean): Allow SHA1 based certificates (required), property of the
request body.

data(string): Certificate content (required), property of the request body.
description(string): Description of the certificate, property of the request body.
name(string): Name of the certificate, property of the request body.

trust_for_certificate_based_admin_auth(boolean): Trust for Certificate based Admin au-
thentication, property of the request body.

trust_for_cisco_services_auth(boolean): Trust for authentication of Cisco Services, property
of the request body.

trust_for_client_auth(boolean): Trust for client authentication and Syslog, property of the re-
quest body.

trust_for_ise_auth(boolean): Trust for authentication within ISE, property of the request
body.

validate_certificate_extensions(boolean): Validate trust certificate extension, property of the
request body.

headers(dict): Dictionary of HTTP Headers to send with the Request .
payload(dict): A JSON serializable Python object to send in the body of the Request.
active_validation(bool): Enable/Disable payload validation. Defaults to True.

**query_parameters: Additional query parameters (provides support for parameters that
may be added in the future).

Returns:

RestResponse: REST response with following properties:
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¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response

Raises: TypeError: If the parameter types are incorrect. MalformedRequest: If the request body
created is invalid. ApiError: If the Identity Services Engine cloud returns an error.

get_trusted_certificate_by_id (id, headers=None, **query_parameters)
This API can displays details of a Trust Certificate based on a given ID.
Parameters
* id (basestring)—id path parameter. The id of the trust certificate.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

update_trusted_certificate (id, authenticate_before_crl_received=None, auto-
matic_crl_update=None, automatic_crl_update_period=None,
automatic_crl_update_units=None, crl_distribution_url=None,
crl_download_failure_retries=None,
crl_download_failure_retries_units=None, description=None,

download_crl=None, enable_ocsp_validation=None, en-
able_server_identity_check=None, ignore_crl_expiration=None,
name=None, non_automatic_crl_update_period=None,
non_automatic_crl_update_units=None, re-
Ject_if_no_status_from_ocs_p=None, re-
Ject_if_unreachable_from_ocs_p=None, se-
lected_ocsp_service=None, status=None,

trust_for_certificate_based_admin_auth=None,
trust_for_cisco_services_auth=None,

trust_for_client_auth=None, trust_for_ise_auth=None,
headers=None, payload=None, active_validation=True,
**query_parameters)
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Update a trusted certificate present in ISE trust store. Following Parameters are used in PUT request
body PARAMETER DESCRIPTION EXAMPLE name Friendly name of the certificate(required) Trust
Certificate status Status of the certificate Enabled description Description of the certificate Certificate
for secure connection to cisco.com trustForIseAuth Trust for authentication within ISE false trustFor-
ClientAuth Trust for client authentication and Syslog false trustForCertificateBased AdminAuth Trust for
Certificate based Admin authentication false trustForCiscoServicesAuth Trust for authentication of Cisco
Services false enableOCSPValidation Switch to enable/disable OCSP Validation false selectedOCSPSer-
vice Name of selected OCSP Service INTERNAL_OCSP_SERVICE rejectIfNoStatusFromOCSP Switch
to reject certificate if there is no status from OCSP false rejectlfUnreachableFromOCSP Switch to re-
ject certificate if unreachable from OCSP false downloadCRL Switch to enable/disable download of CRL
false crlDistributionUrl Certificate Revocation List Distribution URL automaticCRLUpdate Switch to en-
able/disable automatic CRL update false automaticCRLUpdatePeriod Automatic CRL update period 5
automaticCRLUpdateUnits Unit of time for automatic CRL update Minutes nonAutomaticCRLUpdatePe-
riod Non automatic CRL update period 1 nonAutomaticCRLUpdateUnits Unit of time of non automatic
CRL update Hours crIDownloadFailureRetries If CRL download fails, wait time before retry 10 crlDown-
loadFailureRetriesUnits Unit of time before retry if CRL download fails Minutes enableServerldentity-
Check Switch to enable/disable verification if HTTPS or LDAP server certificate name fits the configured
server URL false authenticateBeforeCRLReceived Switch to enable/disable CRL Verification if CRL is
not Received false ignoreCRLExpiration Switch to enable/disable ignore CRL Expiration false Trusted
For Usage Authentication within ISE Use “trustForIseAuth”:true if the certificate is used for trust within
ISE, such as for secure communication between ISE nodes Client authentication and Syslog Use “trust-
ForClientAuth”:true if the certificate is to be used for authentication of endpoints that contact ISE over
the EAP protocol. Also check this box if certificate is used to trust a Syslog server. Make sure to have
keyCertSign bit asserted under KeyUsage extension for this certificate. Note: “trustForClientAuth” can
be set true only if the “trustForIseAuth” has been set true. Certificate based admin authentication Use
“trustForCertificateBasedAdminAuth”:true if the certificate is used for trust within ISE, such as for se-
cure communication between ISE nodes Note: “trustForCertificateBasedAdminAuth” can be set true only
if “trustForIseAuth” and “trustForClientAuth” are true. Authentication of Cisco Services Use “trustFor-
CiscoServicesAuth”:true if the certificate is to be used for trusting external Cisco services, such as Feed
Service. OCSP Configuration Usage Validation against OCSP service Use “enableOCSPValidation:true
to validate the certificate against OCSP service mentioned in the field selectedOCSPService OCSP Service
name Use “selectedOCSPService”:”Name of OCSP Service” Name of the OCSP service against which the
certificate should be validated Note: “selectedOCSPService” value will on be used if “enableOCSPValida-
tion” has been set true. Reject the request if OCSP returns UNKNOWN status Use “rejectlfNoStatusFro-
mOCSP”:true to reject the certificate if the OCSP service returns UNKNOWN status Note: “rejectIfNoS-
tatusFromOCSP:true” can be used only if “enableOCSPValidation” has been set true. Reject the request if
OCSP Responder is unreachable Use “rejectlfUnreachableFromOCSP”:true to reject the certificate if the
OCSP service is unreachable. Note: “rejectIfUnreachableFromOCSP:true” can be used only if “enableOC-
SPValidation” has been set true. Certificate Revocation List Configuration Usage Validation against CRL
Use “downloadCRL”:true to validate the certificate against CRL downloaded from URL mentioned in
the field crlDistributionUrl CRL distribution url Use “crlDistributionUr]” to specify the URL from where
the CRL should be downloaded Note: “crlDistributionUrl” value will only be used if “downloadCRL”
has been set true. Retrieve CRL time Use “automaticCRLUpdate”:true and automaticCRLUpdatePeriod,
automaticCRLUpdatePeriod to set the time before which CRL is automatically retrieved prior to expira-
tion Use “nonAutomaticCRLUpdatePeriod, nonAutomaticCRLUpdateUnits to set the time period for CRL
retrieval in loop. Note: All the above fields can be used only if “downloadCRL” has been set true. If down-
load fails Use “crlDownloadFailureRetries” and “crlDownloadFailureRetriesUnits” to set retry time period
if CRL download fails Note: “crlDownloadFailureRetries” and “crlDownloadFailureRetriesUnits” can be
used only if “downloadCRL” has been set true. Enable Server Identity Check Use “enableServerldentity-
Check”:true to verify that HTTPS or LDAPS server certificate name fits the configured server URL Note:
“enableServerldentityCheck:true” can be used only if “downloadCRL” has been set true. Bypass CRL Ver-
ification if CRL is not Received Use “authenticateBeforeCRLReceived”:true to bypass CRL Verification if
CRL is not Received Note: “authenticateBeforeCRLReceived:true” can be used only if “downloadCRL”
has been set true. Ignore that CRL is not yet valid or has expired Use “ignoreCRLExpiration”:true to
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ignore if CRL is not yet valid or expired Note: “ignoreCRLExpiration:true” can be used only if “down-
loadCRL” has been set true. Note: boolean properties accept integers values as well, with O considered as
false and other values being considered as true .

Parameters

e authenticate before_crl_received (boolean) — Switch to enable/disable
CRL Verification if CRL is not Received, property of the request body.

* automatic_crl_update (boolean)— Switch to enable/disable automatic CRL up-
date, property of the request body.

* automatic_crl_update_period (integer) — Automatic CRL update period,
property of the request body.

* automatic_crl_update_units (string) — Unit of time for automatic CRL up-
date, property of the request body. Available values are ‘Days’, ‘Hours’, ‘Minutes’ and
‘Weeks’.

* crl_distribution_url (string) — CRL Distribution URL, property of the re-
quest body.

e crl_download failure_retries (integer)-If CRL download fails, wait time
before retry, property of the request body.

* crl_download_ failure_retries_units (string)— Unit of time before retry
if CRL download fails, property of the request body. Available values are ‘Days’, ‘Hours’,
‘Minutes’ and “Weeks’.

* description (string) — Description for trust certificate, property of the request
body.

* download_crl (boolean)— Switch to enable/disable download of CRL, property of
the request body.

* enable_ocsp_validation (boolean) — Switch to enable/disable OCSP Valida-
tion, property of the request body.

* enable_server_identity_check (boolean) — Switch to enable/disable verifi-
cation if HTTPS or LDAP server certificate name fits the configured server URL, property
of the request body.

* ignore_crl_expiration (boolean)— Switch to enable/disable ignore CRL Expi-
ration, property of the request body.

* name (string) - Friendly name of the certificate, property of the request body.

* non_automatic_crl_update_period (integer)— Non automatic CRL update
period, property of the request body.

* non_automatic_crl_update_units (string) — Unit of time of non automatic
CRL update, property of the request body. Available values are ‘Days’, ‘Hours’, ‘Minutes’
and ‘Weeks’.

* reject_if no_status_from ocs_p (boolean) — Switch to reject certificate if
there is no status from OCSP, property of the request body.

* reject_if_unreachable_from ocs_p (boolean)— Switch to reject certificate
if unreachable from OCSP, property of the request body.

* selected _ocsp_service (string)—Name of selected OCSP Service, property of
the request body.
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* status (string)- status, property of the request body. Available values are ‘Disabled’
and ‘Enabled’.

e trust_for certificate_based admin_auth (boolean) — Trust for Certifi-
cate based Admin authentication, property of the request body.

e trust_for cisco_services_auth (boolean) — Trust for authentication of
Cisco Services, property of the request body.

* trust_for_client_auth (boolean) — Trust for client authentication and Syslog,
property of the request body.

e trust_for_ise_auth (boolean) - Trust for authentication within ISE, property of
the request body.

e id (basestring) —id path parameter. The id of the trust certificate.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError —If the Identity Services Engine cloud returns an error.

delete_trusted _certificate_by_id (id, headers=None, **query_parameters)
This API deletes a Trust Certificate from Trusted Certificate Store based on a given ID.

Parameters
e id (basestring)—id path parameter. The ID of the Trusted Certificate to be deleted.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

* headers(MyDict): response headers.

1.4. User API Doc 159


https://docs.python.org/3/library/stdtypes.html#dict
https://docs.python.org/3/library/stdtypes.html#dict
https://docs.python.org/3/library/functions.html#bool
https://docs.python.org/3/library/exceptions.html#TypeError
https://docs.python.org/3/library/stdtypes.html#dict

ciscoisesdk Documentation, Release 2.0.3

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.

clear_threats_and_vulnerabilities

class ClearThreatsAndVulnerabilities
Identity Services Engine ClearThreatsAndVulnerabilities API (version: 3.1.0).

Wraps the Identity Services Engine ClearThreatsAndVulnerabilities API and exposes the API as native Python
methods that return native Python objects.

Clear Threats and Vulnerabilities API allows the user to delete the ThreatContext and Threat events that are
associated with the given MAC Address.

Revision History

Revision # | Resource Version | Cisco ISE Version | Description
0 1.0 2.1 Initial Cisco ISE Version

Resource Definition

Attribute Type | Re- Description Example Values
quired
name String| Yes Resource Name
id String| Yes Resource UUID value
macAd- String| Yes One or more endpoint MAC ad- | [ “00:00:00:00:00:F2”,
dresses dresses “00:00:00:00:00:F3” ]
clear_threats_and vulnerabilities (mac_addresses=None, headers=None,
payload=None, active_validation=True,
**query_parameters)
This API allows the client to delete the ThreatContext and Threat events that are associated with the given
MAC Address.
Parameters

* mac_addresses (string)— macAddresses, property of the request body.
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* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

clear (mac_addresses=None, headers=None, payload=None, active_validation=True,

**query_parameters)
Alias for clear_threats_and_vulnerabilities

get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the clear threats and vulneribilities.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
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consumer

class Consumer

Identity Services Engine Consumer API (version: 3.1.0).

Wraps the Identity Services Engine Consumer API and exposes the API as native Python methods that return
native Python objects.

# Cisco ISE 3.0 pxGrid REST APIs
## License [Cisco Sample Code License](https://developer.cisco.com/site/license/cisco-sample-code-license/)

## Status These are the status icons for the requests so far. - : must create resources to test - : incomplete |
untested - : unsupported | bug

## Environment Variables This collection uses environment variables in scripts in the Tests tab to store data
(id, name, portalld, etc.) between requests. This allows you to GET or POST then immediately GET {id} on a
resource. Using No Environment will cause this convenience functionality to fail so be sure to choose one.

## Collection Variables This collection includes some default variables that you will want to update or override
with environment variables for your ISE deployment. Specifically, you will want to set: - ise_pxg: the ISE PAN
node name or IP address. Default: ise.securitydemo.net - rest_username: the username for ERS API access.
Must be a member of SuperAdmin, ERSAdmin or ERSOperator groups. Default: admin which is the ISE
SuperAdmin - rest_password: Default: Clscol2345

create_account (node_name=None, headers=None, payload=None, active_validation=True,

**query_parameters)
AccountCreate.

Parameters
* node_name (string)—nodeName, property of the request body.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.
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create (node_name=None, headers=None, payload=None, active_validation=True,

**query_parameters)
Alias for create_account

activate_account (description=None, headers=None, payload=None, active_validation=True,

**query_parameters)
AccountActivate.

Parameters

* description (string)— description, property of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

*xquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.

lookup_service (name=None, headers=None, payload=None, active_validation=True,
**query_parameters)
ServiceLookup.
Parameters

* name (string) - name, property of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.
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* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

access_secret (peer_node_name=None, headers=None, payload=None, active_validation=True,

**query_parameters)
AccessSecret.

Parameters
* peer_node_name (string) - peerNodeName, property of the request body.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.

device_administration_authentication_rules

class DeviceAdministrationAuthenticationRules

Identity Services Engine Device Administration - Authentication Rules API (version: 3.1.0).

Wraps the Identity Services Engine Device Administration - Authentication Rules API and exposes the API as
native Python methods that return native Python objects.

get_device_admin_authentication_rules (policy_id, headers=None, **query_parameters)
Device Admin Get authentication rules.

Parameters
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* policy_id (basestring)— policyld path parameter. Policy id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_all (policy_id, headers=None, **query_parameters)
Alias for get_device_admin_authentication_rules

create_device_admin_authentication_rule (policy_id, identity_source_name=None,
if_auth_fail=None,  if_process_fail=None,
if_user_not_found=None, link=None,
rule=None, headers=None, pay-
load=None, active_validation=True,

**query_parameters)
Device Admin Create authentication rule: Rule must include name and condition. Condition has hierarchi-

cal structure which define a set of conditions for which authentication policy rule could be match. Condi-
tion can be either reference to a stored Library condition, using model ConditionReference or dynamically
built conditions which are not stored in the conditions Library, using models ConditionAttributes, Condi-
tionAndBlock, ConditionOrBlock . .

Parameters

* identity_ source_name (string) — Identity source name from the identity stores,
property of the request body.

e if auth_fail (string) — Action to perform when authentication fails such as Bad
credentials, disabled user and so on, property of the request body.

e if process_fail (string) — Action to perform when ISE is uanble to access the
identity database, property of the request body.

* if user_ not_found (string)-— Action to perform when user is not found in any of
identity stores, property of the request body.

e link (object) - link, property of the request body.

* rule (object) — Common attributes in rule authentication/authorization, property of
the request body.

e policy_id (basestring)— policyld path parameter. Policy id.
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* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

create (policy_id, identity_source_name=None, if_auth_fail=None, if_process_fail=None,
if user_not_found=None, link=None, rule=None, headers=None, payload=None, ac-
tive_validation=True, **query_parameters)
Alias for create_device_admin_authentication_rule

reset_hit_counts_device_admin_authentication_rules (policy_id, headers=None,

**query_parameters)
Device Admin Reset HitCount for Authentication Rules.

Parameters
e policy_id (basestring)— policyld path parameter. Policy id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises

* TypeError — If the parameter types are incorrect.
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* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

reset_hit_ counts_by id (policy_id, headers=None, **query_parameters)
Alias for reset_hit_counts_device_admin_authentication_rules

get_device_admin_authentication_rule_by_ id (id, policy_id, headers=None,

**query_parameters)
Device Admin Get rule attributes.

Parameters
* policy_id (basestring)— policyld path parameter. Policy id.
e id (basestring) —id path parameter. Rule id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_by_id (id, policy_id, headers=None, **query_parameters)
Alias for get_device_admin_authentication_rule_by_id

update_device_admin_authentication_rule_by_id (id, policy_id, iden-
tity_source_name=None,
if_auth_fail=None,
if_process_fail=None,
if user_not_found=None,

link=None, rule=None, head-
ers=None, payload=None,
active_validation=True,
**query_parameters)
Device Admin Update rule.
Parameters

* identity_ source_name (string) — Identity source name from the identity stores,
property of the request body.

e if auth_fail (string) — Action to perform when authentication fails such as Bad
credentials, disabled user and so on, property of the request body.
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* if process_fail (string) — Action to perform when ISE is uanble to access the
identity database, property of the request body.

e if user not_found (string)-— Action to perform when user is not found in any of
identity stores, property of the request body.

* link (object) - link, property of the request body.

* rule (object) — Common attributes in rule authentication/authorization, property of
the request body.

* policy id (basestring) - policyld path parameter. Policy id.

e id (basestring) —id path parameter. Rule id.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

update_by_id (id, policy_id, identity_source_name=None, if _auth_fail=None, if _process_fail=None,
if_user_not_found=None, link=None, rule=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
Alias for update_device_admin_authentication_rule_by_id

delete_device_admin_authentication_rule_by id(id, policy_id, headers=None,

**query_parameters)
Device Admin Delete rule.

Parameters
* policy id (basestring) - policyld path parameter. Policy id.
e id (basestring) —id path parameter. Rule id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

delete_by_id (id, policy_id, headers=None, **query_parameters)
Alias for delete_device_admin_authentication_rule_by_id

device_administration_authorization_exception_rules

class DeviceAdministrationAuthorizationExceptionRules
Identity Services Engine Device Administration - Authorization Exception Rules API (version: 3.1.0).

Wraps the Identity Services Engine Device Administration - Authorization Exception Rules API and exposes
the API as native Python methods that return native Python objects.

get_device_admin_local_exception_rules (policy_id, headers=None,

**query_parameters)
Device Admin Get local exception rules.

Parameters
e policy_id (basestring)— policyld path parameter. Policy id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.

* MalformedRequest — If the request body created is invalid.
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* ApiError —If the Identity Services Engine cloud returns an error.

get_all (policy_id, headers=None, **query_parameters)
Alias for get_device_admin_local_exception_rules

create_device_admin_local_exception_rule (policy_id, commands=None, link=None,

profile=None, rule=None, headers=None,
payload=None, active_validation=True,
**query_parameters)

Device Admin Create local authorization exception rule: Rule must include name and condition. Condi-
tion has hierarchical structure which define a set of conditions for which authoriztion policy rule could be
match. Condition can be either reference to a stored Library condition, using model ConditionReference
or dynamically built conditions which are not stored in the conditions Library, using models ConditionAt-
tributes, ConditionAndBlock, ConditionOrBlock . .

Parameters

commands (I 1st) - Command sets enforce the specified list of commands that can be
executed by a device administrator, property of the request body (list of strings).

link (ob ject) — link, property of the request body.

profile (string)—Device admin profiles control the initial login session of the device
administrator, property of the request body.

rule (object) — Common attributes in rule authentication/authorization, property of
the request body.

policy_id (basestring) - policyld path parameter. Policy id.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

payload (dict)— A JSON serializable Python object to send in the body of the Request.
active_validation (bool)— Enable/Disable payload validation. Defaults to True.

**xquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response

Return type RestResponse

Raises

TypeError — If the parameter types are incorrect.

MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.

create (policy_id, commands=None, link=None, profile=None, rule=None, headers=None, pay-
load=None, active_validation=True, **query_parameters)
Alias for create_device_admin_local_exception_rule

170

Chapter 1. The User Guide


https://docs.python.org/3/library/stdtypes.html#list
https://docs.python.org/3/library/functions.html#object
https://docs.python.org/3/library/functions.html#object
https://docs.python.org/3/library/stdtypes.html#dict
https://docs.python.org/3/library/stdtypes.html#dict
https://docs.python.org/3/library/functions.html#bool
https://docs.python.org/3/library/exceptions.html#TypeError

ciscoisesdk Documentation, Release 2.0.3

reset_hit_counts_device_admin_local_exceptions (policy_id, headers=None,

**query_parameters)
Device Admin Reset HitCount for local exceptions.

Parameters
e policy_id (basestring)— policyld path parameter. Policy id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

reset_hit_counts_by_id (policy_id, headers=None, **query_parameters)
Alias for reset_hit_counts_device_admin_local_exceptions

get_device_admin_local_exception_rule_by id (id, policy_id, headers=None,

**query_parameters)
Device Admin Get local exception rule attributes.

Parameters
* policy id (basestring) - policyld path parameter. Policy id.
e id (basestring) —id path parameter. Rule id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response

Return type RestResponse
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Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_by_id (id, policy_id, headers=None, **query_parameters)
Alias for get_device_admin_local_exception_rule_by_id

update_device_admin_local_exception_rule_by_ id (i, policy_id, com-
mands=None, link=None, pro-
file=None, rule=None, head-
ers=None, payload=None,
active_validation=True,

**query_parameters)
Device Admin Update local exception rule.

Parameters

* commands (I1st)— Command sets enforce the specified list of commands that can be
executed by a device administrator, property of the request body (list of strings).

e link (object) - link, property of the request body.

* profile (string)—Device admin profiles control the initial login session of the device
administrator, property of the request body.

* rule (object) — Common attributes in rule authentication/authorization, property of
the request body.

e policy_id (basestring)— policyld path parameter. Policy id.

e id (basestring) —id path parameter. Rule id.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
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update_by_id (id, policy_id, commands=None, link=None, profile=None, rule=None, head-

ers=None, payload=None, active_validation=True, **query_parameters)
Alias for update_device_admin_local_exception_rule_by_id

delete_device_admin_ local_exception_rule_by id(id, policy_id, headers=None,

**query_parameters)
Device Admin Delete local exception rule.

Parameters
* policy id (basestring) - policyld path parameter. Policy id.
e id (basestring) —id path parameter. Rule id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

delete_by_id (id, policy_id, headers=None, **query_parameters)
Alias for delete_device_admin_local_exception_rule_by_id

device_administration_authorization_global_exception_rules

class DeviceAdministrationAuthorizationGlobalExceptionRules
Identity Services Engine Device Administration - Authorization Global Exception Rules API (version: 3.1.0).

Wraps the Identity Services Engine Device Administration - Authorization Global Exception Rules API and
exposes the API as native Python methods that return native Python objects.

get_device_admin_policy_ set_global_exception_rules (headers=None,

**query_parameters)
Device Admin Get global execption rules.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
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Returns

REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response

Return type RestResponse

Raises

TypeError — If the parameter types are incorrect.
MalformedRequest — If the request body created is invalid.

ApiError — If the Identity Services Engine cloud returns an error.

get_all (headers=None, **query_parameters)
Alias for get_device_admin_policy_set_global_exception_rules

create_device_admin_policy_set_global_exception (commands=None, link=None,

Device Admin Create global exception authorization rule: Rule must include name and condition. Condi-
tion has hierarchical structure which define a set of conditions for which authoriztion policy rule could be
match. Condition can be either reference to a stored Library condition, using model ConditionReference
or dynamically built conditions which are not stored in the conditions Library, using models ConditionAt-

profile=None, rule=None, head-
ers=None, payload=None,
active_validation=True,
**query_parameters)

tributes, ConditionAndBlock, ConditionOrBlock . .

Parameters

commands (I 1st)— Command sets enforce the specified list of commands that can be
executed by a device administrator, property of the request body (list of strings).

link (ob ject) - link, property of the request body.

profile (string)-Device admin profiles control the initial login session of the device
administrator, property of the request body.

rule (object) — Common attributes in rule authentication/authorization, property of
the request body.

headers (dict) — Dictionary of HTTP Headers to send with the Request .
payload (dict)— A JSON serializable Python object to send in the body of the Request.
active_validation (bool)— Enable/Disable payload validation. Defaults to True.

**xquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.
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* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

create (commands=None, link=None, profile=None, rule=None, headers=None, payload=None, ac-
tive_validation=True, **query_parameters)
Alias for create_device_admin_policy_set_global_exception

reset_hit_counts_device_admin_global_exceptions (headers=None,

**query_parameters)
Device Admin Reset HitCount for Global Exceptions.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError — If the Identity Services Engine cloud returns an error.

reset_hit_counts (headers=None, **query_parameters)
Alias for reset_hit_counts_device_admin_global_exceptions

get_device_admin_policy set_global_exception_by rule_id (id, headers=None,

**query_parameters)
Device Admin Get global exception rule attribute.

Parameters
e id (basestring) —id path parameter. Rule id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_by_id (id, headers=None, **query_parameters)
Alias for get_device_admin_policy_set_global_exception_by_rule_id

update_device_admin_policy_ set_global_exception_by rule_id (id, com-
mands=None,
link=None,
profile=None,
rule=None,
head-
ers=None, pay-
load=None, ac-
tive_validation=True,

**query_parameters)
Device Admin Update global exception authorization rule.

Parameters

* commands (I 1st)— Command sets enforce the specified list of commands that can be
executed by a device administrator, property of the request body (list of strings).

e link (object) - link, property of the request body.

* profile (string)-Device admin profiles control the initial login session of the device
administrator, property of the request body.

* rule (object) — Common attributes in rule authentication/authorization, property of
the request body.

e id (basestring) —id path parameter. Rule id.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

¢ headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

update_by_id (id, commands=None, link=None, profile=None, rule=None, headers=None, pay-
load=None, active_validation=True, **query_parameters)
Alias for update_device_admin_policy_set_global_exception_by_rule_id

delete_device_admin_policy_ set_global_exception_by_ rule_id (id, head-
ers=None,
**query_parameters)

Device Admin Delete global exception authorization rule.
Parameters
e id (basestring) —id path parameter. Rule id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

delete by id (id, headers=None, **query_parameters)
Alias for delete_device_admin_policy_set_global_exception_by_rule_id
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device_administration_authorization_rules

class DeviceAdministrationAuthorizationRules

Identity Services Engine Device Administration - Authorization Rules API (version: 3.1.0).

Wraps the Identity Services Engine Device Administration - Authorization Rules API and exposes the API as
native Python methods that return native Python objects.

get_device_admin_authorization_rules (policy_id, headers=None, **query_parameters)
Device Admin Get authorization rules.

Parameters
* policy_id (basestring) - policyld path parameter. Policy id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.

get_all (policy_id, headers=None, **query_parameters)

Alias for get_device_admin_authorization_rules

create_device_admin_authorization_rule (policy_id, commands=None, link=None,

profile=None, rule=None, headers=None,
payload=None, active_validation=True,

**query_parameters)
Device Admin Create authorization rule: Rule must include name and condition. Condition has hierarchi-

cal structure which define a set of conditions for which authoriztion policy rule could be match. Condition
can be either reference to a stored Library condition, using model ConditionReference or dynamically
built conditions which are not stored in the conditions Library, using models ConditionAttributes, Condi-
tionAndBlock, ConditionOrBlock . .

Parameters

* commands (I1st)— Command sets enforce the specified list of commands that can be
executed by a device administrator, property of the request body (list of strings).

e link (object) - link, property of the request body.

* profile (string)-Device admin profiles control the initial login session of the device
administrator, property of the request body.
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* rule (object) — Common attributes in rule authentication/authorization, property of
the request body.

* policy_id (basestring)— policyld path parameter. Policy id.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

create (policy_id, commands=None, link=None, profile=None, rule=None, headers=None, pay-

load=None, active_validation=True, **query_parameters)
Alias for create_device_admin_authorization_rule

reset_hit_counts_device_admin_authorization_rules (policy_id, headers=None,

**query_parameters)
Device Admin Reset HitCount for Authorization Rules.

Parameters
* policy_id (basestring)— policyld path parameter. Policy id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response

Return type RestResponse
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Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

reset_hit_counts_by_id (policy_id, headers=None, **query_parameters)
Alias for reset_hit_counts_device_admin_authorization_rules

get_device_admin_authorization_rule_by_id (id, policy_id, headers=None,

**query_parameters)
Device Admin Get authorization rule attributes.

Parameters
* policy id (basestring) - policyld path parameter. Policy id.
e id (basestring) —id path parameter. Rule id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_by_id (id, policy_id, headers=None, **query_parameters)
Alias for get_device_admin_authorization_rule_by_id

update_device_admin_authorization_rule_by id(id, policy_id, commands=None,
link=None, profile=None,
rule=None, headers=None, pay-
load=None, active_validation=True,
**query_parameters)
Device Admin Update authorization rule.

Parameters

* commands (] 1st)— Command sets enforce the specified list of commands that can be
executed by a device administrator, property of the request body (list of strings).

e link (object) - link, property of the request body.

* profile (string)-Device admin profiles control the initial login session of the device
administrator, property of the request body.
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* rule (object) — Common attributes in rule authentication/authorization, property of
the request body.

* policy_id (basestring)— policyld path parameter. Policy id.

e id (basestring) —id path parameter. Rule id.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_ validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

update_by_id (id, policy_id, commands=None, link=None, profile=None, rule=None, head-

ers=None, payload=None, active_validation=True, **query_parameters)
Alias for update_device_admin_authorization_rule_by_id

delete_device_admin_authorization_rule_by_id (id, policy_id, headers=None,

**query_parameters)
Device Admin Delete authorization rule.

Parameters
e policy_id (basestring)— policyld path parameter. Policy id.
* id (basestring) —id path parameter. Rule id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
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* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError — If the Identity Services Engine cloud returns an error.

delete_by_id (id, policy_id, headers=None, **query_parameters)
Alias for delete_device_admin_authorization_rule_by_id

device_administration_command_set

class DeviceAdministrationCommandSet
Identity Services Engine Device Administration - Command Set API (version: 3.1.0).

Wraps the Identity Services Engine Device Administration - Command Set API and exposes the API as native
Python methods that return native Python objects.

get_device_admin_command_sets (headers=None, **query_parameters)
Device Admin Return list of command sets. (Other CRUD APIs available through ERS).

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(list): A list of MyDict objects. Access the object’s properties by using the dot
notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all (headers=None, **query_parameters)
Alias for get_device_admin_command_sets
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device_administration_conditions

class DeviceAdministrationConditions
Identity Services Engine Device Administration - Conditions API (version: 3.1.0).

Wraps the Identity Services Engine Device Administration - Conditions API and exposes the API as native
Python methods that return native Python objects.

get_device_admin_conditions (headers=None, **query_parameters)
Device Admin Returns list of library conditions.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all (headers=None, **query_parameters)
Alias for get_device_admin_conditions

create_device_admin_condition (attribute_name=None, attribute_value=None, chil-
dren=None, condition_type=None, dates_range=None,
dates_range_exception=None, description=None,
dictionary_name=None, dictionary_value=None,
hours_range=None, hours_range_exception=None,
id=None, is_negate=None, link=None, name=None, opera-
tor=None, week_days=None, week_days_exception=None,
headers=None, payload=None, active_validation=True,

**query_parameters)
Device Admin Creates a library condition: Library Condition has hierarchical structure which define a

set of condition for which authentication and authorization policy rules could be match. Condition can
be compose from single dictionary attribute name and value using model LibraryConditionAttributes ,
or from combination of dictionary attributes with logical operation of AND/OR between them, using
models: LibraryConditionAndBlock or LibraryConditionOrBlock . When using AND/OR blocks, the
condition will include inner layers inside these blocks, these layers are built using the inner condition
models: ConditionAttributes , ConditionAndBlock , ConditionOrBlock , that represent dynamically built
Conditions which are not stored in the conditions Library, or using ConditionReference , which includes
an ID to existing stored condition in the library. The LibraryCondition models can only be used in the
outer-most layer (root of the condition) and must always include the condition name. When using one of
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the 3 inner condition models ( ConditionAttributes, ConditionAndBlock, ConditionOrBlock ), condition
name cannot be included in the request, since these will not be stored in the conditions library, and used
only as inner members of the root condition. When using ConditionReference model in inner layers, the
condition name is not required. ConditionReference objects can also include a reference ID to a condition
of type TimeAndDate . .

Parameters
* attribute_name (string)— Dictionary attribute name, property of the request body.

* attribute_value (string) — Attribute value for condition Value type is specified
in dictionary object if multiple values allowed is specified in dictionary object, property of
the request body.

* children (1ist) — In case type is andBlock or orBlock addtional conditions will be
aggregated under this logical (OR/AND) condition, property of the request body (list of
objects).

* condition_type (string) — Inidicates whether the record is the condition it-
self(data) or a logical(or,and) aggregation Data type enum(reference,single) indicates
than “conditonld” OR “ConditionAttrs” fields should contain condition data but not both
Logical aggreation(and,or) enum indicates that additional conditions are present under
the children field, property of the request body. Available values are ‘ConditionAnd-
Block’, ‘ConditionAttributes’, ‘ConditionOrBlock’, ‘ConditionReference’, ‘LibraryCon-
ditionAndBlock’, ‘LibraryConditionAttributes’, ‘LibraryConditionOrBlock’ and ‘Time-
AndDateCondition’.

* dates_range (object) — Defines for which date/s TimeAndDate condition will be
matched Options are Date range, for specific date, the same date should be used for
start/end date Default no specific dates In order to reset the dates to have no specific dates
Date format yyyy- mm-dd (MM = month, dd = day, yyyy = year), property of the request
body.

* dates_range_exception (object) — Defines for which date/s TimeAndDate con-
dition will be matched Options are Date range, for specific date, the same date should be
used for start/end date Default no specific dates In order to reset the dates to have no spe-
cific dates Date format yyyy- mm-dd (MM = month, dd = day, yyyy = year), property of
the request body.

* description (string)— Condition description, property of the request body.
* dictionary_name (string)— Dictionary name, property of the request body.
e dictionary value (string)— Dictionary value, property of the request body.

* hours_range (object) — Defines for which hours a TimeAndDate condition will be
matched Time format hh:mm ( h = hour , mm = minutes ) Default All Day , property of
the request body.

* hours_range_exception (object) — Defines for which hours a TimeAndDate
condition will be matched Time format hh:mm ( h = hour , mm = minutes ) Default All
Day , property of the request body.

* id (string) —id, property of the request body.

* is_negate (boolean) — Indicates whereas this condition is in negate mode, property
of the request body.

e link (object) - link, property of the request body.

* name (string)— Condition name, property of the request body.
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* operator (string)— Equality operator, property of the request body. Available values

I3

are ‘contains’, ‘endsWith’, ‘equals’, ‘greaterOrEquals’, ‘greaterThan’, ‘in’, ‘ipEquals’,
‘ipGreaterThan’, ‘ipLessThan’, ‘ipNotEquals’, ‘lessOrEquals’, ‘lessThan’, ‘matches’,
‘notContains’, ‘notEndsWith’, ‘notEquals’, ‘notln’, ‘notStartsWith’ and ‘startsWith’.

* week_days (11 st)—Defines for which days this condition will be matched Days format
Arrays of WeekDay enums Default List of All week days, property of the request body (list
of strings. Available values are ‘Friday’, ‘Monday’, ‘Saturday’, ‘Sunday’, ‘Thursday’,
‘Tuesday’ and ‘Wednesday’).

* week_days_exception (1ist) — Defines for which days this condition will NOT
be matched Days format Arrays of WeekDay enums Default Not enabled, property of
the request body (list of strings. Available values are ‘Friday’, ‘Monday’, ‘Saturday’,
‘Sunday’, ‘Thursday’, ‘Tuesday’ and ‘Wednesday’).

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.

create (attribute_name=None, attribute_value=None, children=None, condi-
tion_type=None, dates_range=None, dates_range_exception=None, descrip-
tion=None, dictionary_name=None, dictionary_value=None, hours_range=None,

hours_range_exception=None, id=None, is_negate=None, link=None, name=None, op-
erator=None, week_days=None, week_days_exception=None, headers=None, payload=None,

active_validation=True, **query_parameters)
Alias for create_device_admin_condition

get_device_admin_conditions_for_ authentication_rules (headers=None,

**query_parameters)
Device Admin Returns list of library conditions for authentication rules.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse

Raises

* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_all_authentication_rules (headers=None, **query_parameters)
Alias for get_device_admin_conditions_for_authentication_rules

get_device_admin_conditions_for authorization_rules (headers=None,

**query_parameters)
Device Admin Returns list of library conditions for authorization rules.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError — If the Identity Services Engine cloud returns an error.

get_all_authorization_rules (headers=None, **query_parameters)
Alias for get_device_admin_conditions_for_authorization_rules

get_device_admin_condition_by_ name (name, headers=None, **query_parameters)
Device Admin Returns a library condition.

Parameters

* name (basestring)—name path parameter. Condition name.
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* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_by_name (name, headers=None, **query_parameters)
Alias for get_device_admin_condition_by_name

update_device_admin_condition_by name (name, attribute_name=None, at-
tribute_value=None, children=None, con-
dition_type=None, dates_range=None,
dates_range_exception=None, descrip-
tion=None, dictionary_name=None, dic-
tionary_value=None, hours_range=None,
hours_range_exception=None, id=None,

is_negate=None, link=None, operator=None,
week_days=None, week_days_exception=None,
headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
Device Admin Update library condition using condition name.

Parameters
* attribute_name (string)— Dictionary attribute name, property of the request body.

* attribute_value (string) — Attribute value for condition Value type is specified
in dictionary object if multiple values allowed is specified in dictionary object, property of
the request body.

* children (I1ist) — In case type is andBlock or orBlock addtional conditions will be
aggregated under this logical (OR/AND) condition, property of the request body (list of
objects).

* condition_type (string) — Inidicates whether the record is the condition it-
self(data) or a logical(or,and) aggregation Data type enum(reference,single) indicates
than “conditonld” OR “ConditionAttrs” fields should contain condition data but not both
Logical aggreation(and,or) enum indicates that additional conditions are present under
the children field, property of the request body. Available values are ‘ConditionAnd-
Block’, ‘ConditionAttributes’, ‘ConditionOrBlock’, ‘ConditionReference’, ‘LibraryCon-
ditionAndBlock’, ‘LibraryConditionAttributes’, ‘LibraryConditionOrBlock’ and ‘Time-
AndDateCondition’.
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* dates_range (object) — Defines for which date/s TimeAndDate condition will be
matched Options are Date range, for specific date, the same date should be used for
start/end date Default no specific dates In order to reset the dates to have no specific dates
Date format yyyy- mm-dd (MM = month, dd = day, yyyy = year), property of the request
body.

* dates_range_exception (object) — Defines for which date/s TimeAndDate con-
dition will be matched Options are Date range, for specific date, the same date should be
used for start/end date Default no specific dates In order to reset the dates to have no spe-
cific dates Date format yyyy- mm-dd (MM = month, dd = day, yyyy = year), property of
the request body.

* description (string)— Condition description, property of the request body.
e dictionary_ name (string) - Dictionary name, property of the request body.
* dictionary value (string) - Dictionary value, property of the request body.

* hours_range (object) — Defines for which hours a TimeAndDate condition will be
matched Time format hh:mm ( h = hour , mm = minutes ) Default All Day , property of
the request body.

* hours_range_exception (object) — Defines for which hours a TimeAndDate
condition will be matched Time format hh:mm ( h = hour , mm = minutes ) Default All
Day , property of the request body.

e id (string)—id, property of the request body.

* is_negate (boolean) — Indicates whereas this condition is in negate mode, property
of the request body.

e link (object) - link, property of the request body.
* name (basestring)— Condition name, property of the request body.

* operator (string)— Equality operator, property of the request body. Available values
are ‘contains’, ‘endsWith’, ‘equals’, ‘greaterOrEquals’, ‘greaterThan’, ‘in’, ‘ipEquals’,
‘ipGreaterThan’, ‘ipLessThan’, ‘ipNotEquals’, ‘lessOrEquals’, ‘lessThan’, ‘matches’,

‘notContains’, ‘notEndsWith’, ‘notEquals’, ‘notIn’, ‘notStartsWith’ and ‘startsWith’.

* week_days (11 st)— Defines for which days this condition will be matched Days format
Arrays of WeekDay enums Default List of All week days, property of the request body (list
of strings. Available values are ‘Friday’, ‘Monday’, ‘Saturday’, ‘Sunday’, ‘Thursday’,
‘Tuesday’ and ‘Wednesday’).

* week_days_exception (I1ist) — Defines for which days this condition will NOT
be matched Days format Arrays of WeekDay enums Default Not enabled, property of
the request body (list of strings. Available values are ‘Friday’, ‘Monday’, ‘Saturday’,
‘Sunday’, ‘Thursday’, ‘Tuesday’ and “Wednesday’).

* name — name path parameter. Condition name.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)—AJSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

REST response with following properties:
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¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError — If the Identity Services Engine cloud returns an error.

update_by name (name, attribute_name=None, attribute_value=None, children=None, condi-
tion_type=None, dates_range=None, dates_range_exception=None, descrip-
tion=None, dictionary_name=None, dictionary_value=None, hours_range=None,
hours_range_exception=None, id=None, is_negate=None, link=None, opera-
tor=None, week_days=None, week_days_exception=None, headers=None, pay-

load=None, active_validation=True, **query_parameters)
Alias for update_device_admin_condition_by_name

delete_device_admin_condition_by_ name (name, headers=None, **query_parameters)
NDevice Admin Delete a library condition using condition Name.

Parameters
* name (basestring)—name path parameter. Condition name.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

delete_by_ name (name, headers=None, **query_parameters)
Alias for delete_device_admin_condition_by_name

get_device_admin_conditions_for_ policy_sets (headers=None, **query_parameters)
Device Admin Returns list of library conditions for policy sets.
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Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_all_ for_ policy_sets (headers=None, **query_parameters)
Alias for get_device_admin_conditions_for_policy_sets

get_device_admin_condition_by_ id (id, headers=None, **query_parameters)
Device Admin Returns a library condition.

Parameters
* id (basestring) —id path parameter. Condition id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.
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get_by_id (id, headers=None, **query_parameters)
Alias for get_device_admin_condition_by_id

update_device_admin_condition_by_id (id, attribute_name=None, attribute_value=None,
children=None, condition_type=None,
dates_range=None, dates_range_exception=None,
description=None, dictionary_name=None,
dictionary_value=None, hours_range=None,
hours_range_exception=None, is_negate=None,
link=None, name=None, operator=None,
week_days=None, week_days_exception=None,
headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
Device Admin Update library condition.

Parameters
* attribute_name (string)- Dictionary attribute name, property of the request body.

* attribute_value (string) — Attribute value for condition Value type is specified
in dictionary object if multiple values allowed is specified in dictionary object, property of
the request body.

* children (1ist) — In case type is andBlock or orBlock addtional conditions will be
aggregated under this logical (OR/AND) condition, property of the request body (list of
objects).

* condition_type (string) — Inidicates whether the record is the condition it-
self(data) or a logical(or,and) aggregation Data type enum(reference,single) indicates
than “conditonld” OR “ConditionAttrs” fields should contain condition data but not both
Logical aggreation(and,or) enum indicates that additional conditions are present under
the children field, property of the request body. Available values are ‘ConditionAnd-
Block’, ‘ConditionAttributes’, ‘ConditionOrBlock’, ‘ConditionReference’, ‘LibraryCon-
ditionAndBlock’, ‘LibraryConditionAttributes’, ‘LibraryConditionOrBlock’ and ‘Time-
AndDateCondition’.

* dates_range (object) — Defines for which date/s TimeAndDate condition will be
matched Options are Date range, for specific date, the same date should be used for
start/end date Default no specific dates In order to reset the dates to have no specific dates
Date format yyyy- mm-dd (MM = month, dd = day, yyyy = year), property of the request
body.

* dates_range_exception (object) — Defines for which date/s TimeAndDate con-
dition will be matched Options are Date range, for specific date, the same date should be
used for start/end date Default no specific dates In order to reset the dates to have no spe-
cific dates Date format yyyy- mm-dd (MM = month, dd = day, yyyy = year), property of
the request body.

* description (string)— Condition description, property of the request body.
e dictionary_ name (string) - Dictionary name, property of the request body.
* dictionary_value (string)— Dictionary value, property of the request body.

* hours_range (object) — Defines for which hours a TimeAndDate condition will be
matched Time format hh:mm ( h = hour , mm = minutes ) Default All Day , property of
the request body.

* hours_range_exception (object) — Defines for which hours a TimeAndDate
condition will be matched Time format hh:mm ( h = hour , mm = minutes ) Default All
Day , property of the request body.
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e id (basestring)—id, property of the request body.

* is_negate (boolean) — Indicates whereas this condition is in negate mode, property
of the request body.

e link (object) - link, property of the request body.
* name (string) - Condition name, property of the request body.

* operator (string)— Equality operator, property of the request body. Available values

I3

are ‘contains’, ‘endsWith’, ‘equals’, ‘greaterOrEquals’, ‘greaterThan’, ‘in’, ‘ipEquals’,
‘ipGreaterThan’, ‘ipLessThan’, ‘ipNotEquals’, ‘lessOrEquals’, ‘lessThan’, ‘matches’,
‘notContains’, ‘notEndsWith’, ‘notEquals’, ‘notIn’, ‘notStartsWith’ and ‘startsWith’.

* week_days (11 st)— Defines for which days this condition will be matched Days format
Arrays of WeekDay enums Default List of All week days, property of the request body (list
of strings. Available values are ‘Friday’, ‘Monday’, ‘Saturday’, ‘Sunday’, ‘Thursday’,
‘Tuesday’ and ‘Wednesday’).

* week_days_exception (1ist) — Defines for which days this condition will NOT
be matched Days format Arrays of WeekDay enums Default Not enabled, property of
the request body (list of strings. Available values are ‘Friday’, ‘Monday’, ‘Saturday’,
‘Sunday’, “Thursday’, ‘Tuesday’ and “Wednesday’).

¢ id - id path parameter. Condition id.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError — If the Identity Services Engine cloud returns an error.

update_by_id (id, attribute_name=None, attribute_value=None, children=None, condi-
tion_type=None, dates_range=None, dates_range_exception=None, descrip-
tion=None, dictionary_name=None, dictionary_value=None, hours_range=None,
hours_range_exception=None, is_negate=None, link=None, name=None, op-
erator=None, week_days=None, week_days_exception=None, headers=None,

payload=None, active_validation=True, **query_parameters)
Alias for update_device_admin_condition_by_id
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delete_device_admin_condition_by_id (id, headers=None, **query_parameters)
Device Admin Delete a library condition.

Parameters
e id (basestring) —id path parameter. Condition id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

delete_by_id (id, headers=None, **query_parameters)
Alias for delete_device_admin_condition_by_id

device_administration_dictionary_attributes_list

class DeviceAdministrationDictionaryAttributesList
Identity Services Engine Device Administration - Dictionary Attributes List API (version: 3.1.0).

Wraps the Identity Services Engine Device Administration - Dictionary Attributes List API and exposes the API
as native Python methods that return native Python objects.

get_device_admin_dictionaries_authentication (headers=None,

**query_parameters)
Network Access Returns list of dictionary attributes for authentication.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.
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* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_all_authentication (headers=None, **query_parameters)
Alias for get_device_admin_dictionaries_authentication

get_device_admin_dictionaries_authorization (headers=None, **query_parameters)
Network Access Returns list of dictionary attributes for authorization.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
e ApiError —If the Identity Services Engine cloud returns an error.

get_all_authorization (headers=None, **query_parameters)
Alias for get_device_admin_dictionaries_authorization

get_device_admin_dictionaries_policy_set (headers=None, **query_parameters)
Network Access Returns list of dictionary attributes for policyset.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

* headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all_policy_set (headers=None, **query_parameters)
Alias for get_device_admin_dictionaries_policy_set

device_administration_identity_stores

class DeviceAdministrationIdentityStores
Identity Services Engine Device Administration - Identity Stores API (version: 3.1.0).

Wraps the Identity Services Engine Device Administration - Identity Stores API and exposes the API as native
Python methods that return native Python objects.

get_device_ admin_ identity_stores (headers=None, **query_parameters)
Device Admin Return list of identity stores for authentication. (Other CRUD APIs available through ERS).

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(list): A list of MyDict objects. Access the object’s properties by using the dot
notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_all (headers=None, **query_parameters)
Alias for get_device_admin_identity_stores
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device_administration_network_conditions

class DeviceAdministrationNetworkConditions

Identity Services Engine Device Administration - Network Conditions API (version: 3.1.0).

Wraps the Identity Services Engine Device Administration - Network Conditions API and exposes the API as
native Python methods that return native Python objects.

get_device_admin_network_conditions (headers=None, **query_parameters)
Device Admin Returns a list of network conditions.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.

get_all (headers=None, **query_parameters)

Alias for get_device_admin_network_conditions

create_device_admin_network_condition (condition_type=None, conditions=None,

description=None, id=None, link=None,
name=None, headers=None, payload=None,

active_validation=True, **query_parameters)
Device AdminCreates network condition.

Parameters

* condition_type (string) - This field determines the content of the conditions field,
property of the request body. Available values are ‘DeviceCondition’, ‘DevicePortCondi-
tion’ and ‘EndstationCondition’.

* conditions (I1st)— conditions, property of the request body (list of objects).
e description (string) — description, property of the request body.

* id (string)—id, property of the request body.

e link (object) - link, property of the request body.

* name (string)— Network Condition name, property of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
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* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

create (condition_type=None, conditions=None, description=None, id=None, link=None,

name=None, headers=None, payload=None, active_validation=True, **query_parameters)
Alias for create_device_admin_network_condition

get_device_admin_network_condition_by_id (id, headers=None, **query_parameters)
Device Admin Returns a network condition.

Parameters
* id (basestring)—id path parameter. Condition id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.
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get_by_id (id, headers=None, **query_parameters)
Alias for get_device_admin_network_condition_by_id

update_device_admin_network_condition_by_ id(id, condition_type=None,  condi-
tions=None, description=None,
link=None, name=None, head-
ers=None, payload=None,
active_validation=True,

**query_parameters)
Device Admin Update network condition.

Parameters

* condition_type (string) - This field determines the content of the conditions field,
property of the request body. Available values are ‘DeviceCondition’, ‘DevicePortCondi-
tion” and ‘EndstationCondition’.

* conditions (I1st)— conditions, property of the request body (list of objects).

e description (string)— description, property of the request body.

e id (basestring) —id, property of the request body.

e link (object) - link, property of the request body.

* name (string)— Network Condition name, property of the request body.

* id - id path parameter. Condition id.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

update_by_id (id, condition_type=None, conditions=None, description=None, link=None,
name=None, headers=None, payload=None, active_validation=True,

**query_parameters)
Alias for update_device_admin_network_condition_by_id
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delete_device_admin_network_condition_by_id (id, headers=None,

**query_parameters)
Device Admin Delete network condition.

Parameters
e id (basestring) —id path parameter. Condition id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

delete_by_id (id, headers=None, **query_parameters)
Alias for delete_device_admin_network_condition_by_id

device_administration_policy_set

class DeviceAdministrationPolicySet
Identity Services Engine Device Administration - Policy Set API (version: 3.1.0).

Wraps the Identity Services Engine Device Administration - Policy Set API and exposes the API as native
Python methods that return native Python objects.

get_device_admin_policy_sets (headers=None, **query_parameters)
Device Admin List of policy sets.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

1.4. User API Doc 199


https://docs.python.org/3/library/stdtypes.html#dict
https://docs.python.org/3/library/exceptions.html#TypeError
https://docs.python.org/3/library/stdtypes.html#dict

ciscoisesdk Documentation, Release 2.0.3

content(bytes): representation of the request’s response

text(str): representation of the request’s response

Return type RestResponse

Raises

TypeError — If the parameter types are incorrect.
MalformedRequest — If the request body created is invalid.

ApiError — If the Identity Services Engine cloud returns an error.

get_all (headers=None, **query_parameters)
Alias for get_device_admin_policy_sets

create_device_admin_policy_set (condition=None, default=None, description=None,

Device Admin Create a new policy set: Policy must include name , service identifier (either server se-
quence or allowed protocol) and a condition. Condition has hierarchical structure which define a set of
condition for which policy could be match. Condition can be either reference to a stored Library condition,
using model ConditionReference , or, dynamically built conditions which are not stored in the conditions

hit_counts=None, id=None, is_proxy=None, link=None,
name=None, rank=None, service_name=None,
state=None, headers=None,  payload=None, ac-
tive_validation=True, **query_parameters)

Library, using models ConditionAttributes, ConditionAndBlock, ConditionOrBlock . .

Parameters

condition (object) — condition, property of the request body.

default (boolean)—Flag which indicates if this policy set is the default one, property
of the request body.

description (string) — The description for the policy set, property of the request
body.

hit_counts (integer) — The amount of times the policy was matched, property of
the request body.

id (string) - Identifier for the policy set, property of the request body.

is_proxy (boolean) — Flag which indicates if the policy set service is of type ‘Proxy
Sequence’ or ‘Allowed Protocols’, property of the request body.

1link (ob ject) — link, property of the request body.

name (string) — Given name for the policy set, [Valid characters are alphanumerics,
underscore, hyphen, space, period, parentheses], property of the request body.

rank (integer) - The rank(priority) in relation to other policy set. Lower rank is higher
priority., property of the request body.

service_name (string) — Policy set service identifier Allowed Protocols,Server Se-
quence.., property of the request body.

state (string) — The state that the policy set is in. A disabled policy set cannot be
matched., property of the request body. Available values are ‘disabled’, ‘enabled’ and
‘monitor’.

headers (dict) - Dictionary of HTTP Headers to send with the Request .
payload (dict)— A JSON serializable Python object to send in the body of the Request.

active_validation (bool)— Enable/Disable payload validation. Defaults to True.
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* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

create (condition=None, default=None, description=None, hit_counts=None, id=None,
is_proxy=None, link=None, name=None, rank=None, service_name=None, state=None,

headers=None, payload=None, active_validation=True, **query_parameters)
Alias for create_device_admin_policy_set

reset_hit_counts_device_admin_policy_sets (headers=None, **query_parameters)
Device Admin Reset HitCount for PolicySets.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

reset_hit_counts (headers=None, **query_parameters)
Alias for reset_hit_counts_device_admin_policy_sets

get_device_admin_policy set_by_id (id, headers=None, **query_parameters)
Device Admin Get policy set attributes.
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Parameters
e id (basestring) —id path parameter. Policy id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
» ApiError - If the Identity Services Engine cloud returns an error.

get_by_id (id, headers=None, **query_parameters)
Alias for get_device_admin_policy_set_by_id

update_device_admin_policy_ set_by_id(id, condition=None, default=None, descrip-
tion=None, hit_counts=None, is_proxy=None,
link=None, name=None, rank=None, ser-
vice_name=None, state=None, headers=None,
payload=None, active_validation=True,

**query_parameters)
Device Admin Update a policy set.

Parameters
e condition (object) — condition, property of the request body.

* default (boolean)—Flag which indicates if this policy set is the default one, property
of the request body.

* description (string) — The description for the policy set, property of the request
body.

* hit_counts (integer) — The amount of times the policy was matched, property of
the request body.

* id (basestring) — Identifier for the policy set, property of the request body.

* is_proxy (boolean)— Flag which indicates if the policy set service is of type ‘Proxy
Sequence’ or ‘Allowed Protocols’, property of the request body.

e link (object) - link, property of the request body.

* name (string) — Given name for the policy set, [Valid characters are alphanumerics,
underscore, hyphen, space, period, parentheses], property of the request body.
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* rank (integer)— The rank(priority) in relation to other policy set. Lower rank is higher
priority., property of the request body.

* service_name (string) - Policy set service identifier Allowed Protocols,Server Se-
quence.., property of the request body.

* state (string) — The state that the policy set is in. A disabled policy set cannot be
matched., property of the request body. Available values are ‘disabled’, ‘enabled’ and
‘monitor’.

e id - id path parameter. Policy id.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

update_by_id (id, condition=None, default=None, description=None,  hit_counts=None,
is_proxy=None, link=None, name=None, rank=None, service_name=None,
state=None, headers=None, payload=None, active_validation=True,

**query_parameters)
Alias for update_device_admin_policy_set_by_id

delete_device_admin_policy set_by_id (id, headers=None, **query_parameters)
Device Admin Delete a policy set.

Parameters
e id (basestring) —id path parameter. Policy id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

¢ headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

delete_by_id (id, headers=None, **query_parameters)
Alias for delete_device_admin_policy_set_by_id

device_administration_profiles

class DeviceAdministrationProfiles

Identity Services Engine Device Administration - Profiles API (version: 3.1.0).

Wraps the Identity Services Engine Device Administration - Profiles API and exposes the API as native Python
methods that return native Python objects.

get_device_ admin profiles (headers=None, **query_parameters)
Device Admin Returns list of shell profiles. (Other CRUD APIs available through ERS).

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(list): A list of MyDict objects. Access the object’s properties by using the dot
notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

* ApiError —If the Identity Services Engine cloud returns an error.

get_all (headers=None, **query_parameters)

Alias for get_device_admin_profiles
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device_administration_service_names

class DeviceAdministrationServiceNames
Identity Services Engine Device Administration - Service Names API (version: 3.1.0).

Wraps the Identity Services Engine Device Administration - Service Names API and exposes the API as native
Python methods that return native Python objects.

get_device_admin_service_names (headers=None, **query_parameters)
Returns list of Allowed Protocols and Server Sequences for Device Admin Policy Set results. ‘isLocalAu-
thorization’ property is available only for Network Access Policy Set results of type Server Sequence.
(Other CRUD APIs available through ERS).

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(list): A list of MyDict objects. Access the object’s properties by using the dot
notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all (headers=None, **query_parameters)
Alias for get_device_admin_service_names

device_administration_time_date_conditions

class DeviceAdministrationTimeDateConditions
Identity Services Engine Device Administration - Time/Date Conditions API (version: 3.1.0).

Wraps the Identity Services Engine Device Administration - Time/Date Conditions API and exposes the API as
native Python methods that return native Python objects.

get_device_admin_time_conditions (headers=None, **query_parameters)
Device Admin Returns a list of time and date conditions.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_all (headers=None, **query_parameters)
Alias for get_device_admin_time_conditions

create device_ admin_ time condition (attribute_name=None, attribute_value=None,
children=None, condition_type=None,
dates_range=None, dates_range_exception=None,
description=None, dictionary_name=None,
dictionary_value=None, hours_range=None,
hours_range_exception=None, id=None,
is_negate=None, link=None, name=None,
operator=None, week_days=None,
week_days_exception=None, headers=None,
payload=None, active_validation=True,
**query_parameters)

Device Admin Creates time/date condition.
Parameters
* attribute_name (string) - Dictionary attribute name, property of the request body.

e attribute value (string) — Attribute value for condition Value type is specified
in dictionary object if multiple values allowed is specified in dictionary object, property of
the request body.

* children (Iist) — In case type is andBlock or orBlock addtional conditions will be
aggregated under this logical (OR/AND) condition, property of the request body (list of
objects).

* condition_type (string) — Inidicates whether the record is the condition it-
self(data) or a logical(or,and) aggregation Data type enum(reference,single) indicates
than “conditonld” OR “ConditionAttrs” fields should contain condition data but not both
Logical aggreation(and,or) enum indicates that additional conditions are present under
the children field, property of the request body. Available values are ‘ConditionAnd-
Block’, ‘ConditionAttributes’, ‘ConditionOrBlock’, ‘ConditionReference’, ‘LibraryCon-
ditionAndBlock’, ‘LibraryConditionAttributes’, ‘LibraryConditionOrBlock’ and ‘Time-
AndDateCondition’.

* dates_range (object) — Defines for which date/s TimeAndDate condition will be
matched Options are Date range, for specific date, the same date should be used for
start/end date Default no specific dates In order to reset the dates to have no specific dates
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Date format yyyy- mm-dd (MM = month, dd = day, yyyy = year), property of the request
body.

dates_range_exception (object) — Defines for which date/s TimeAndDate con-
dition will be matched Options are Date range, for specific date, the same date should be
used for start/end date Default no specific dates In order to reset the dates to have no spe-
cific dates Date format yyyy- mm-dd (MM = month, dd = day, yyyy = year), property of
the request body.

description (string)— Condition description, property of the request body.
dictionary_ name (string)— Dictionary name, property of the request body.
dictionary_value (string) - Dictionary value, property of the request body.

hours_range (object) — Defines for which hours a TimeAndDate condition will be
matched Time format hh:mm ( h = hour , mm = minutes ) Default All Day , property of
the request body.

hours_range_exception (object) — Defines for which hours a TimeAndDate
condition will be matched Time format hh:mm ( h = hour , mm = minutes ) Default All
Day , property of the request body.

id (string) - id, property of the request body.

is_negate (boolean) — Indicates whereas this condition is in negate mode, property
of the request body.

1link (ob ject) — link, property of the request body.
name (string)— Condition name, property of the request body.

operator (string)—Equality operator, property of the request body. Available values
are ‘contains’, ‘endsWith’, ‘equals’, ‘greaterOrEquals’, ‘greaterThan’, ‘in’, ‘ipEquals’,
‘ipGreaterThan’, ‘ipLessThan’, ‘ipNotEquals’, ‘lessOrEquals’, ‘lessThan’, ‘matches’,

‘notContains’, ‘notEndsWith’, ‘notEquals’, ‘notIn’, ‘notStartsWith’ and ‘startsWith’.

week_days (11 st)—Defines for which days this condition will be matched Days format
Arrays of WeekDay enums Default List of All week days, property of the request body (list
of strings. Available values are ‘Friday’, ‘Monday’, ‘Saturday’, ‘Sunday’, ‘Thursday’,
‘Tuesday’ and ‘Wednesday’).

week_days_exception (1ist) — Defines for which days this condition will NOT
be matched Days format Arrays of WeekDay enums Default Not enabled, property of
the request body (list of strings. Available values are ‘Friday’, ‘Monday’, ‘Saturday’,
‘Sunday’, ‘Thursday’, ‘Tuesday’ and ‘Wednesday’).

headers (dict) - Dictionary of HTTP Headers to send with the Request .
payload (dict)— A JSON serializable Python object to send in the body of the Request.
active_validation (bool)— Enable/Disable payload validation. Defaults to True.

**xquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

REST response with following properties:

* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by

using the dot notation or the bracket notation.
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* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.

create (attribute_name=None, attribute_value=None, children=None, condi-
tion_type=None, dates_range=None, dates_range_exception=None, descrip-
tion=None, dictionary_name=None, dictionary_value=None, hours_range=None,

hours_range_exception=None, id=None, is_negate=None, link=None, name=None, op-
erator=None, week_days=None, week_days_exception=None, headers=None, payload=None,

active_validation=True, **query_parameters)
Alias for create_device_admin_time_condition

get_device_admin_time_condition_by_id (id, headers=None, **query_parameters)
Device Admin Returns a network condition.

Parameters
e id (basestring) —id path parameter. Condition id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_by_id (id, headers=None, **query_parameters)
Alias for get_device_admin_time_condition_by_id
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update_device_admin_time_condition_by_ id (id, attribute_name=None, at-

tribute_value=None, children=None,
condition_type=None, dates_range=None,
dates_range_exception=None, descrip-
tion=None, dictionary_name=None, dictio-
nary_value=None, hours_range=None,
hours_range_exception=None,
is_negate=None, link=None, name=None,
operator=None, week_days=None,
week_days_exception=None,
headers=None, payload=None,
active_validation=True,
**query_parameters)

Device Admin Update network condition.

Parameters

attribute_name (string)—Dictionary attribute name, property of the request body.

attribute_value (string) — Attribute value for condition Value type is specified
in dictionary object if multiple values allowed is specified in dictionary object, property of
the request body.

children (1ist) — In case type is andBlock or orBlock addtional conditions will be
aggregated under this logical (OR/AND) condition, property of the request body (list of
objects).

condition_type (string) — Inidicates whether the record is the condition it-
self(data) or a logical(or,and) aggregation Data type enum(reference,single) indicates
than “conditonld” OR “ConditionAttrs” fields should contain condition data but not both
Logical aggreation(and,or) enum indicates that additional conditions are present under
the children field, property of the request body. Available values are ‘ConditionAnd-
Block’, ‘ConditionAttributes’, ‘ConditionOrBlock’, ‘ConditionReference’, ‘LibraryCon-
ditionAndBlock’, ‘LibraryConditionAttributes’, ‘LibraryConditionOrBlock’ and ‘Time-
AndDateCondition’.

dates_range (object) — Defines for which date/s TimeAndDate condition will be
matched Options are Date range, for specific date, the same date should be used for
start/end date Default no specific dates In order to reset the dates to have no specific dates
Date format yyyy- mm-dd (MM = month, dd = day, yyyy = year), property of the request
body.

dates_range_exception (object) — Defines for which date/s TimeAndDate con-
dition will be matched Options are Date range, for specific date, the same date should be
used for start/end date Default no specific dates In order to reset the dates to have no spe-
cific dates Date format yyyy- mm-dd (MM = month, dd = day, yyyy = year), property of
the request body.

description (string)— Condition description, property of the request body.
dictionary name (string)— Dictionary name, property of the request body.
dictionary_ value (string) - Dictionary value, property of the request body.

hours_range (object) — Defines for which hours a TimeAndDate condition will be
matched Time format hh:mm ( h = hour , mm = minutes ) Default All Day , property of
the request body.

hours_range_exception (object) — Defines for which hours a TimeAndDate
condition will be matched Time format hh:mm ( h = hour , mm = minutes ) Default All
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Day , property of the request body.
e id (basestring) —id, property of the request body.

* is negate (boolean) — Indicates whereas this condition is in negate mode, property
of the request body.

* link (object) - link, property of the request body.
* name (string) - Condition name, property of the request body.

* operator (string)— Equality operator, property of the request body. Available values

I3

are ‘contains’, ‘endsWith’, ‘equals’, ‘greaterOrEquals’, ‘greaterThan’, ‘in’, ‘ipEquals’,
‘ipGreaterThan’, ‘ipLessThan’, ‘ipNotEquals’, ‘lessOrEquals’, ‘lessThan’, ‘matches’,
‘notContains’, ‘notEndsWith’, ‘notEquals’, ‘notIn’, ‘notStartsWith’ and ‘startsWith’.

* week_days (11st)— Defines for which days this condition will be matched Days format
Arrays of WeekDay enums Default List of All week days, property of the request body (list
of strings. Available values are ‘Friday’, ‘Monday’, ‘Saturday’, ‘Sunday’, ‘Thursday’,
‘Tuesday’ and ‘Wednesday’).

* week_days_exception (I1ist) — Defines for which days this condition will NOT
be matched Days format Arrays of WeekDay enums Default Not enabled, property of
the request body (list of strings. Available values are ‘Friday’, ‘Monday’, ‘Saturday’,
‘Sunday’, ‘Thursday’, ‘Tuesday’ and “Wednesday’).

* id - id path parameter. Condition id.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

update_by_id (id, attribute_name=None, attribute_value=None, children=None, condi-
tion_type=None, dates_range=None, dates_range_exception=None, descrip-
tion=None, dictionary_name=None, dictionary_value=None, hours_range=None,
hours_range_exception=None, is_negate=None, link=None, name=None, op-
erator=None, week_days=None, week_days_exception=None, headers=None,
payload=None, active_validation=True, **query_parameters)
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Alias for update_device_admin_time_condition_by_id

delete_device_admin_time_condition_by_id (id, headers=None, **query_parameters)
Device Admin Delete Time/Date condition.

Parameters
e id (basestring)—id path parameter. Condition id.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

delete_by_id (id, headers=None, **query_parameters)
Alias for delete_device_admin_time_condition_by_id

downloadable_acl

class DownloadableAcl
Identity Services Engine Downloadable ACL API (version: 3.1.0).

Wraps the Identity Services Engine DownloadableACL API and exposes the API as native Python methods that
return native Python objects.

Downloadable ACL API allows the client to add, delete, update, search and perform actions on downloadable
ACL.

Revision History

Revi- Resource Cisco ISE | Description Revision Revision Modification
sion Version Version Modification
#
Attribute Description
0 1.0 2.3 Initial Cisco ISE Version
1 1.1 2.6 Support new attribute IP | daclType Added Enum At-
version in 2.6 tribute ‘daclType’
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Resource Definition

At- Type| Re- Description Default | Example Values
tribute quired Values
name | String Yes Resource Name. Name may contain alphanu- multiline_acl
meric or any of the following characters [_.-]
id String Yes Resource UUID cle0e9e0-717f-11eb-
9fb2-b6cb23d38630
de- String No Use the string n for a newline description
scrip-
tion
dacl String Yes The DACL Content. Use the string n for a new- permit ip any any
line
da- Enum No Allowed values: IPV4, IPV6, IP_ AGNOSTIC IPV4
clType

get_downloadable_acl_by_id (id, headers=None, **query_parameters)
This API allows the client to get a downloadable ACL by ID.

Parameters
* id (basestring) - id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError — If the Identity Services Engine cloud returns an error.

get_by_id (id, headers=None, **query_parameters)
Alias for get_downloadable_acl_by_id

update_downloadable_acl_by_ id(id, dacl=None, dacl_type=None, description=None,
name=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
This API allows the client to update a downloadable ACL.
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Parameters

* dacl (string) — The DACL Content. Use the string n for a newline, property of the
request body.

* dacl_type (string)— Allowed values: IPV4, IPV6, IP_AGNOSTIC, property of the
request body.

* description (string)— Use the string n for a newline, property of the request body.
* id (basestring)—id, property of the request body.

* name (string) — Resource Name. Name may contain alphanumeric or any of the fol-
lowing characters [_.-], property of the request body.

* id - id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

update_by_id (id, dacl=None, dacl_type=None, description=None, name=None, headers=None,

payload=None, active_validation=True, **query_parameters)
Alias for update_downloadable_acl_by_id

delete_downloadable_acl_by id (id, headers=None, **query_parameters)
This API deletes a downloadable ACL.

Parameters
* id (basestring)—id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

REST response with following properties:
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¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by

using the dot notation or the bracket notation.
* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError — If the Identity Services Engine cloud returns an error.

delete_by_id (id, headers=None, **query_parameters)
Alias for delete_downloadable_acl_by_id

get_downloadable_acl (page=None, size=None, headers=None, **query_parameters)
This API allows the client to get all downloadable ACLs.

Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-

ters that may be added in the future).
Returns
REST response with following properties:

* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by

using the dot notation or the bracket notation.
» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all (page=None, size=None, headers=None, **query_parameters)
Alias for getr_downloadable_acl

get_downloadable_acl_generator (page=None, size=None, headers=None,

**query_parameters)
This API allows the client to get all downloadable ACLs.

Parameters

* page (int)— page query parameter. Page number.
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* size (int)—size query parameter. Number of objects returned per page.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:
— headers(MyDict): response headers.

— response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response
— text(str): representation of the request’s response
Return type Generator
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all generator (page=None, size=None, headers=None, **query_parameters)
Alias for getr_downloadable_acl_generator

create_downloadable_acl (dacl=None, dacl_type=None, description=None, name=None,
headers=None, payload=None, active_validation=True,

**query_parameters)
This API creates a downloadable ACL.

Parameters

* dacl (string) — The DACL Content. Use the string n for a newline, property of the
request body.

* dacl_type (string)— Allowed values: IPV4, IPV6, IP_AGNOSTIC, property of the
request body.

* description (string)— Use the string n for a newline, property of the request body.

* name (string) — Resource Name. Name may contain alphanumeric or any of the fol-
lowing characters [_.-], property of the request body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

* headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

create (dacl=None, dacl_type=None, description=None, name=None, headers=None, payload=None,

active_validation=True, **query_parameters)
Alias for create_downloadable_acl

get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the downloadable ACL.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.

egress_matrix_cell

class EgressMatrixCell
Identity Services Engine EgressMatrixCell API (version: 3.1.0).

Wraps the Identity Services Engine EgressMatrixCell API and exposes the API as native Python methods that
return native Python objects.

Egress Policy Matrix Cell API allows the client to add, update, delete and search egress matrix cells among
other operations.
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Revision History

Revision # | Resource Version | Cisco ISE Version | Description
0 1.0 2.0 Initial Cisco ISE Version
1 1.1 23 Introducing bulk operations

Resource Definition

Attribute | Type Re- Description Default Example Values
quired Values
name String Yes Resource Name ANY-ANY
id String No Resource UUID, mandatory for 192¢1a900-8c01-11e6-996¢-
update 525400048521
descrip- String No Default egress rule
tion
default- Enum Yes Allowed  values: NONE, | NONE PERMIT _IP
Rule DENY_IP, PERMIT_IP
destina- String Yes 92bb1950-8c01-11e6-996¢-
tionSgtld 525400048521
matrix- Enum Yes Allowed values: DISABLED, | DIS- ENABLED
CellStatus ENABLED, MONITOR ABLED
sgACLs List | Yes [“92951ac0-8c01-11e6-
996c-5254000485217']
sourceS- String Yes 92bb1950-8c01-11e6-996¢-
gtld 525400048521

clear all matrix cells (headers=None, **query_parameters)
This API allows the client to clear all the egress matrix cells.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises

* TypeError — If the parameter types are incorrect.
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* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

clear (headers=None, **query_parameters)
Alias for clear_all_matrix_cells

set_all_cells_status (status, headers=None, **query_parameters)
his API allows the client to set status of all the egress matrix cells.

Parameters
* status (basestring) — status path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

set_status (status, headers=None, **query_parameters)
Alias for set_all_cells_status

clone_matrix_cell (dst_sgt _id, id, src_sgt_id, headers=None, **query_parameters)
This API allows the client to clone an egress matrix cell.

Parameters
e id (basestring) —id path parameter.
* src_sgt_id (basestring) - srcSgtld path parameter.
e dst_sgt_id (basestring) - dstSgtld path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.
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* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

clone (dst_sgt_id, id, src_sgt_id, headers=None, **query_parameters)
Alias for clone_matrix_cell

get_egress_matrix cell_by_ id (id, headers=None, **query_parameters)
This API allows the client to get an egress matrix cell by ID.

Parameters
e id (basestring) — id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_by_id (id, headers=None, **query_parameters)
Alias for ger_egress_matrix_cell_by_id

update_egress_matrix_cell_by_id (id, default_rule=None, description=None, des-

tination_sgt_id=None, matrix_cell_status=None,
name=None, sgacls=None, source_sgt_id=None,
headers=None, payload=None, active_validation=True,
**query_parameters)

This API allows the client to update an egress matrix cell.

Parameters

* default_rule(string)— Allowed values: NONE, DENY_IP, PERMIT_IP, property
of the request body.

* description (string)— description, property of the request body.
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* destination_sgt_id (string) - destinationSgtld, property of the request body.
e id (basestring) —id, property of the request body.

* matrix_cell_status (string) — Allowed values: DISABLED, ENABLED,
MONITOR, property of the request body.

* name (string)— name, property of the request body.

* sgacls (11ist)— sgacls, property of the request body (list of strings).

* source_sgt_id (string) - sourceSgtld, property of the request body.

e id - id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError — If the Identity Services Engine cloud returns an error.

update_by id (id, default_rule=None, description=None, destination_sgt_id=None,  ma-
trix_cell_status=None, name=None, sgacls=None, source_sgt_id=None, head-

ers=None, payload=None, active_validation=True, **query_parameters)
Alias for update_egress_matrix_cell_by_id

delete_egress_matrix cell_by_id (id, headers=None, **query_parameters)
This API deletes an egress matrix cell.

Parameters
e id (basestring) - id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

* headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

delete_by_id (id, headers=None, **query_parameters)
Alias for delete_egress_matrix_cell_by_id

get_egress_matrix_cell (filter=None, filter_type=None, page=None, size=None, sortasc=None,
sortdsc=None, headers=None, **query_parameters)

This API allows the client to get all the egress matrix cell. Filter: [sgtSrc-
Value, matrixStatus, description, sgtSrcName, sgtDstName, sgtDstValue] To search re-
sources by wusing toDate column,follow the format: DD-MON-YY  (Example:13-
SEP-18) Day or Year:GET /ers/config/guestuser/ilter=toDate. CONTAINS.13
Month:GET fers/config/guestuser/?filter=toDate. CONTAINS.SEP Date:GET

fers/config/guestuser/?filter=toDate. CONTAINS.13-SEP-18 Sorting: [description, sgtSrcName, sgtDst-
Name, sgtDstValue].

Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sortasc (basestring)— sortasc query parameter. sort asc.
* sortdsc (basestring) - sortdsc query parameter. sort desc.

e filter (basestring, list, set, tuple)-filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Description),
(EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), (NENDSW: Not
Ends With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

* filter_type (basestring)—filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:

¢ headers(MyDict): response headers.
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* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None, head-

ers=None, **query_parameters)
Alias for ger_egress_matrix_cell

get_egress_matrix_ cell_generator (filter=None, filter_type=None, page=None, size=None,

sortasc=None, sortdsc=None, headers=None,
**query_parameters )
This API allows the client to get all the egress matrix cell. Filter: [sgtSrc-
Value, matrixStatus, description, sgtSrcName, sgtDstName, sgtDstValue] To search re-
sources by wusing toDate column,follow the format: DD-MON-YY  (Example:13-
SEP-18) Day or Year:GET lers/config/guestuser/filter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/?filter=toDate. CONTAINS.SEP Date:GET

/ers/config/guestuser/?filter=toDate. CONTAINS.13-SEP-18 Sorting: [description, sgtSrcName, sgtDst-
Name, sgtDstValue].

Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sortasc (basestring)— sortasc query parameter. sort asc.
* sortdsc (basestring)— sortdsc query parameter. sort desc.

e filter (basestring, list, set, tuple)-filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Description),
(EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), (NENDSW: Not
Ends With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

e filter_type (basestring)—filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

A generator object containing the following object.
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RestResponse: REST response with following properties:
— headers(MyDict): response headers.

— response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response

— text(str): representation of the request’s response

Return type Generator

Raises

TypeError — If the parameter types are incorrect.
MalformedRequest — If the request body created is invalid.

ApiError — If the Identity Services Engine cloud returns an error.

get_all_generator (filter=None, filter_type=None, page=None, size=None, sortasc=None,

sortdsc=None, headers=None, **query_parameters)

Alias for get_egress_matrix_cell_generator

create_egress_matrix_cell (default_rule=None, description=None, destination_sgt_id=None,

matrix_cell_status=None, name=None, sgacls=None,
source_sgt_id=None,  headers=None, payload=None, ac-
tive_validation=True, **query_parameters)

This API creates an egress matrix cell.

Parameters

default_rule (string)— Allowed values: NONE, DENY_IP, PERMIT_IP, property
of the request body.

description (string)— description, property of the request body.
destination_sgt_id (string) — destinationSgtld, property of the request body.

matrix_cell_status (string) — Allowed values: DISABLED, ENABLED,
MONITOR, property of the request body.

name (string)— name, property of the request body.

sgacls (11ist)—sgacls, property of the request body (list of strings).
source_sgt_id (string) - sourceSgtld, property of the request body.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

payload (dict)— A JSON serializable Python object to send in the body of the Request.
active_validation (bool)— Enable/Disable payload validation. Defaults to True.

**xquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response
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* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError — If the Identity Services Engine cloud returns an error.

create (default_rule=None, description=None, destination_sgt_id=None, matrix_cell_status=None,
name=None, sgacls=None, source_sgt_id=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
Alias for create_egress_matrix_cell

get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the egress matrix cell.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
» TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

* ApiError —If the Identity Services Engine cloud returns an error.

bulk_request_for_egress_matrix_cell (operation_type=None, re-
source_media_type=None, headers=None,
payload=None, active_validation=True,
**query_parameters)

This API allows the client to submit the bulk request.
Parameters
* operation_type (string) - operationType, property of the request body.

* resource_media_type (string) — resourceMediaType, property of the request
body.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.

* active_validation (bool)— Enable/Disable payload validation. Defaults to True.
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* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

bulk_request (operation_type=None, resource_media_type=None, headers=None, payload=None,

active_validation=True, **query_parameters)
Alias for bulk_request_for_egress_matrix_cell

monitor_bulk_status_egress_matrix_cell (bulkid, headers=None, **query_parameters)
This API allows the client to monitor the bulk request.

Parameters
* bulkid (basestring) - bulkid path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

monitor_bulk_status (bulkid, headers=None, **query_parameters)
Alias for monitor_bulk_status_egress_matrix_cell
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endpoint_certificate

class EndpointCertificate
Identity Services Engine EndpointCertificate API (version: 3.1.0).

Wraps the Identity Services Engine EndpointCertificate API and exposes the API as native Python methods that
return native Python objects.

Endpoint Certificate API allows the client to create endpoint certificates signed by the Cisco ISE Internal CA.
This API can takes in certificate request details, create a RSA key pair, create a certificate and return the
resulting key pair and certificate as a ZIP file. ZIP files are returned as an octet stream.

Revision History

Revision #

Resource Version

Cisco ISE Version

Description

0

1.0

2.0

Initial Cisco ISE Version

Resource Definition
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Attribute Type Required Description Example Values

name String Yes Resource Name

id String No Resource UUID,
mandatory for
update

description String No

certTemplateName | String Yes Name of an Inter- | Certificate_Template_Name
nal CA template

format Enum Yes Allowed val- | PKCS8

ues: PKCS12,
PKCS12_CHAIN,
PKCSS,
PKCS8_CHAIN
password String Yes Protects the private | Password_123
key. Must have
more than 8 char-
acters, less than 15
characters, at least
one upper case let-
ter, at least one
lower case letter, at
least one digit, and
can only contain
[A-Z][a-z][0-9]_#
certificateRequest | Map Yes Key value map.
Must have CN and
SAN entries

String Yes Matches the re- | userName [or] ma-
* CN quester’s User | chineName
Name, unless
the Requester is
an ERS Admin.
ERS Admins are
allowed to create
requests for any

CN
String Yes Valid MAC Ad- | 11-22-33-44-55-
e SAN dress, delimited by | 66

3K

create_endpoint_certificate (cert_template_name=None, certificate_request=None, for-
mat=None, password=None, dirpath=None, save_file=None,
filename=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
This API allows the client to create an endpoint certificate.

Parameters

* cert_template_name (string)— Name of an Internal CA template, property of the
request body.

* certificate_request (object)—Key value map. Must have CN and SAN entries,
property of the request body.

e format (string) — Allowed values: PKCS12, PKCS12_CHAIN, PKCSS,
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PKCS8_CHAIN, property of the request body.

» password (string)— Protects the private key. Must have more than 8 characters, less
than 15 characters, at least one upper case letter, at least one lower case letter, at least one
digit, and can only contain [A-Z][a-z][0-9]_#, property of the request body.

* dirpath (basestring)— Directory absolute path. Defaults to os.getcwd().

* save_file (bool) - Enable or disable automatic file creation of raw response.

e filename (basestring)— The filename used to save the download file.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

The DownloadResponse wrapper. Wraps the urllib3.response. HTTPResponse. For more
information check the urlib3 documentation

Return type DownloadResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.
* DownloadFailure —If was not able to download the raw
* response to a file. —

create (cert_template_name=None, certificate_request=None, format=None, password=None,
dirpath=None, save_file=None, filename=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
Alias for create_endpoint_certificate

get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the endpoint certificate.

Parameters
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

« content(bytes): representation of the request’s response
* text(str): representation of the request’s response

Return type RestResponse
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Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.

e ApiError - If the Identity Services Engine cloud returns an error.

endpoint_identity_group

class EndpointIdentityGroup
Identity Services Engine EndpointldentityGroup API (version: 3.1.0).

Wraps the Identity Services Engine EndpointldentityGroup API and exposes the API as native Python methods
that return native Python objects.

Endpoint Identity Groups API allows the client to add, delete, update, and search endpoint groups.

Revision History

Revision # | Resource Version | Cisco ISE Version | Description
0 1.0 1.3 Initial Cisco ISE Version
1 1.1 24 Added GetByName operation

Resource Definition

Attribute | Type | Re- Description Default Example Values
quired Values
name String | Yes Resource Name Cisco-Meraki-Devicee
id String | No Resource UUID, manda- 1€2700a0-8c00-11e6-996¢-
tory for update 525400b48521
descrip- String | No Identity Group for Profile:
tion Cisco-Meraki-Device
sys- Boolean Yes false true
temDe-
fined

get_endpoint_group_by_ name (name, headers=None, **query_parameters)
This API allows the client to get an endpoint identity group by name.

Parameters
* name (basestring)—name path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).
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Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.
* ApiError —If the Identity Services Engine cloud returns an error.

get_by_name (name, headers=None, **query_parameters)
Alias for get_endpoint_group_by_name

get_endpoint_group_by_id (id, headers=None, **query_parameters)
This API allows the client to get an endpoint identity group by ID.

Parameters
* id (basestring) - id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_by_ id (id, headers=None, **query_parameters)
Alias for get_endpoint_group_by_id

update_endpoint_group_by_id(id, description=None, name=None, system_defined=None,
headers=None,  payload=None,  active_validation=True,

**query_parameters)
This API allows the client to update an endpoint identity group.
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Parameters

description (string) — description, property of the request body.

id (basestring) - id, property of the request body.

name (string)— name, property of the request body.

system_defined (boolean) — systemDefined, property of the request body.

id - id path parameter.

headers (dict) — Dictionary of HTTP Headers to send with the Request .

payload (dict)— A JSON serializable Python object to send in the body of the Request.
active_validation (bool) — Enable/Disable payload validation. Defaults to True.

**xquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

REST response with following properties:

headers(MyDict): response headers.

response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

content(bytes): representation of the request’s response

text(str): representation of the request’s response

Return type RestResponse

Raises

TypeError — If the parameter types are incorrect.
MalformedRequest — If the request body created is invalid.

ApiError — If the Identity Services Engine cloud returns an error.

update_by_id (id, description=None, name=None, system_defined=None, headers=None, pay-

load=None, active_validation=True, **query_parameters)

Alias for update_endpoint_group_by_id

delete_endpoint_group_by_id (id, headers=None, **query_parameters)
This API deletes an endpoint identity group.

Parameters

id (basestring) —id path parameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

**xquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns

REST response with following properties:

* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by

using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
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* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError — If the Identity Services Engine cloud returns an error.

delete_by_id (id, headers=None, **query_parameters)
Alias for delete_endpoint_group_by_id

get_endpoint_groups (filter=None, filter_type=None, page=None, size=None, sortasc=None,
sortdsc=None, headers=None, **query_parameters)

This API allows the client to get all the endpoint identity groups. Filter:  [name]
To search resources by wusing toDate column,follow the format: DD-MON-YY
(Example:13-SEP-18) Day or  Year:GET /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/filter=toDate. CONTAINS.SEP Date:GET

/ers/config/guestuser/?filter=toDate. CONTAINS.13-SEP-18 Sorting: [name, description].
Parameters
* page (int)— page query parameter. Page number.
* size (int) - size query parameter. Number of objects returned per page.
* sortasc (basestring)— sortasc query parameter. sort asc.
* sortdsc (basestring) - sortdsc query parameter. sort desc.

e filter (basestring, list, set, tuple)-filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Description),
(EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), (NENDSW: Not
Ends With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

* filter type (basestring)—filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

 content(bytes): representation of the request’s response
* text(str): representation of the request’s response

Return type RestResponse
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Raises
e TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_all (filter=None, filter_type=None, page=None, size=None, sortasc=None, sortdsc=None, head-

ers=None, **query_parameters)
Alias for get_endpoint_groups

get_endpoint_groups_generator (filter=None, filter_type=None, page=None, size=None,

sortasc=None, sortdsc=None, headers=None,
**query_parameters)
This API allows the client to get all the endpoint identity groups. Filter:  [name]
To search resources by wusing toDate column,follow the format: DD-MON-YY
(Example:13-SEP-18) Day or Year:GET /ers/config/guestuser/?filter=toDate. CONTAINS.13
Month:GET /ers/config/guestuser/?filter=toDate. CONTAINS.SEP Date:GET

lers/config/guestuser/?filter=toDate. CONTAINS.13-SEP-18 Sorting: [name, description].
Parameters
* page (int) - page query parameter. Page number.
* size (int)—size query parameter. Number of objects returned per page.
* sortasc (basestring)— sortasc query parameter. sort asc.
* sortdsc (basestring) - sortdsc query parameter. sort desc.

e filter (basestring, list, set, tuple)-filter query parameter. Simple fil-
tering should be available through the filter query string parameter. The structure of a
filter is a triplet of field operator and value separated with dots. More than one filter can
be sent. The logical operator common to ALL filter criteria will be by default AND, and
can be changed by using the “filterType=or” query string parameter. Each resource Data
model description should specify if an attribute is a filtered field. (Operator: Description),
(EQ: Equals), (NEQ: Not Equals), (GT: Greater Than), (LT: Less Then), (STARTSW:
Starts With), (NSTARTSW: Not Starts With), (ENDSW: Ends With), (NENDSW: Not
Ends With), (CONTAINS: Contains), (NCONTAINS: Not Contains), .

* filter_ type (basestring)-filterType query parameter. The logical operator com-
mon to ALL filter criteria will be by default AND, and can be changed by using the pa-
rameter.

* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:
— headers(MyDict): response headers.

— response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response

— text(str): representation of the request’s response
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Return type Generator
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all_generator (filter=None, filter_type=None, page=None, size=None, sortasc=None,
sortdsc=None, headers=None, **query_parameters)
Alias for get_endpoint_groups_generator

create_endpoint_group (description=None, name=None, system_defined=None, headers=None,

payload=None, active_validation=True, **query_parameters)
This API creates an endpoint identity group.

Parameters
* description (string)— description, property of the request body.
* name (string) - name, property of the request body.
* system defined (boolean) - systemDefined, property of the request body.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active_validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

create (description=None, name=None, system_defined=None, headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
Alias for create_endpoint_group

get_version (headers=None, **query_parameters)
This API helps to retrieve the version information related to the endpoint identity group.

Parameters

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
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* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
e MalformedRequest — If the request body created is invalid.

* ApiError - If the Identity Services Engine cloud returns an error.

external_radius_server

class ExternalRadiusServer
Identity Services Engine ExternalRADIUSServer API (version: 3.1.0).

Wraps the Identity Services Engine ExternalRADIUSServer API and exposes the API as native Python methods
that return native Python objects.

External RADIUS Server API allows the client to add, delete, update, search and perform actions on external
RADIUS server.

Revision History

Revi- | Resource Cisco ISE | Description Revision Revision Modification
sion Version Version Modification
#
Attribute Description
0 1.0 23 Initial Cisco ISE Version
1 1.1 2.6 Support new attribute | proxyTime- Added int Attribute
Proxy Dead Timeout out ‘proxyTimeout’

Resource Definition
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At- Type Re- | Description De- | Example
tribute quired fault | Values
Val-
ues
name | String Yes | Resource Name. Allowed charactera are alphanumeric and _ exter-
(underscore). nalRa-
diusServerl
id String No | Resource UUID, mandatory for update da095377-
dce8-
486e-933a-
6ea788bbf51a
de- String No example
scrip- external
tion radius
server
hostIP| String Yes | The IP of the host - must be a valid IPV4 address 1.1.1.1
sharedr String Yes | Shared secret maximum length is 128 characters sharedSe-
Se- cret
cret
en- Boolgalles | KeyWrap may only be enabled if it is supported on the device. true
ableKey- When running in FIPS mode this option should be enabled for
Wrap such devices
en- String No | The encryptionKey is required only if enableKeyWrap is true, 1616161616161616
cryp- otherwise it must be ignored or empty. The maximum length is
tion- 16 ASCII characters or 32 HEXADECIMAL characters (depend
Key on selection in field ‘keyInputFormat’)
au- String No | The authenticatorKey is required only if enableKeyWrap is true, 20202020202020202020
then- otherwise it must be ignored or empty. The maximum length is
tica- 20 ASCII characters or 40 HEXADECIMAL characters (depend
torKey| on selection in field ‘keyInputFormat’)
key- | Enum Yes | Specifies the format of the input for fields ‘encryptionKey’ and ASCII
In- ‘authenticatorKey’. Allowed Values: ASCII, HEXADECIMAL
put-
For-
mat
au- In- | Yes | Valid Range 1 to 65535 1812
then- | te-
tica- | ger
tion-
Port
ac- In- | Yes | Valid Range 1 to 65535 1813
count-| te-
ing- | ger
Port
time- | In- | Yes | Valid Range 1 to 120 5
out te-
ger
re- In- | Yes | Valid Range 1t0 9 3
tries | te-
ger
prox- | In- | No | Valid Range 1 to 600 300
y- te-
Time-| ger
out
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get_external_radius_server_by_ name (name, headers=None, **query_parameters)
This API allows the client to get an external RADIUS server by name.

Parameters
* name (basestring)— name path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
e ApiError - If the Identity Services Engine cloud returns an error.

get_by_name (name, headers=None, **query_parameters)
Alias for get_external_radius_server_by_name

get_external_ radius_server_ by_id (id, headers=None, **query_parameters)
This API allows the client to get an external RADIUS server by ID.

Parameters
e id (basestring) —id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
¢ headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises

e TypeError — If the parameter types are incorrect.
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* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_by_id (id, headers=None, **query_parameters)
Alias for ger_external_radius_server_by_id

update_external_radius_server by id (id, accounting_port=None, authentica-
tion_port=None, authenticator_key=None,
description=None, enable_key_wrap=None,
encryption_key=None, host_ip=None,
key_input_format=None, name=None,
proxy_timeout=None, retries=None,
shared_secret=None, timeout=None, head-
ers=None, payload=None, active_validation=True,
**query_parameters)

This API allows the client to update an external RADIUS server.
Parameters

* accounting port (integer) — Valid Range 1 to 65535, property of the request
body.

* authentication_port (integer) — Valid Range 1 to 65535, property of the re-
quest body.

* authenticator_key (string) — The authenticatorKey is required only if en-
ableKeyWrap is true, otherwise it must be ignored or empty. The maximum length is 20
ASCII characters or 40 HEXADECIMAL characters (depend on selection in field ‘keyIn-
putFormat’), property of the request body.

* description (string)— description, property of the request body.

* enable_key_wrap (boolean)— KeyWrap may only be enabled if it is supported on
the device. When running in FIPS mode this option should be enabled for such devices,
property of the request body.

* encryption_key (string)— The encryptionKey is required only if enableKeyWrap
is true, otherwise it must be ignored or empty. The maximum length is 16 ASCII charac-
ters or 32 HEXADECIMAL characters (depend on selection in field ‘keyInputFormat’),
property of the request body.

* host_ip (string) — The IP of the host must be a valid IPV4 address, property of the
request body.

e id (basestring) —id, property of the request body.

* key_input_format (string) — Specifies the format of the input for fields ‘encryp-
tionKey’ and ‘authenticatorKey’. Allowed Values: ASCII HEXADECIMAL, property of
the request body.

* name (string)— Resource Name. Allowed charactera are alphanumeric and _ (under-
score)., property of the request body.

* proxy_timeout (integer)— Valid Range 1 to 600, property of the request body.
* retries (integer)— Valid Range 1 to 9, property of the request body.

* shared_secret (string) — Shared secret maximum length is 128 characters, prop-
erty of the request body.

* timeout (integer)— Valid Range 1 to 120, property of the request body.

e id - id path parameter.

238 Chapter 1. The User Guide



ciscoisesdk Documentation, Release 2.0.3

* headers (dict) — Dictionary of HTTP Headers to send with the Request .
* payload (dict)— A JSON serializable Python object to send in the body of the Request.
* active validation (bool)— Enable/Disable payload validation. Defaults to True.

* xxquery_parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
* headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

update_by_id (id, accounting_port=None, authentication_port=None, authenticator_key=None, de-
scription=None, enable_key_wrap=None, encryption_key=None, host_ip=None,
key_input_format=None, name=None, proxy_timeout=None, retries=None,
shared_secret=None,  timeout=None,  headers=None, payload=None, ac-

tive_validation=True, **query_parameters)
Alias for update_external_radius_server_by_id

delete_external_radius_server_by_id (id, headers=None, **query_parameters)
This API deletes an external RADIUS server.

Parameters
* id (basestring)—id path parameter.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

* content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises

* TypeError — If the parameter types are incorrect.
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* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

delete by id (id, headers=None, **query_parameters)
Alias for delete_external_radius_server_by_id

get_external_radius_server (page=None, size=None, headers=None, **query_parameters)
This API allows the client to get all the external RADIUS servers.

Parameters
* page (int) - page query parameter. Page number.
* size (int)—size query parameter. Number of objects returned per page.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
REST response with following properties:
 headers(MyDict): response headers.

* response(MyDict): response body as a MyDict object. Access the object’s properties by
using the dot notation or the bracket notation.

» content(bytes): representation of the request’s response
* text(str): representation of the request’s response
Return type RestResponse
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all (page=None, size=None, headers=None, **query_parameters)
Alias for get_external_radius_server

get_external_ radius_server_generator (page=None, size=None, headers=None,

**query_parameters)
This API allows the client to get all the external RADIUS servers.

Parameters
* page (int) - page query parameter. Page number.
* size (int)—size query parameter. Number of objects returned per page.
* headers (dict) — Dictionary of HTTP Headers to send with the Request .

* xxquery_ parameters — Additional query parameters (provides support for parame-
ters that may be added in the future).

Returns
A generator object containing the following object.
* RestResponse: REST response with following properties:

— headers(MyDict): response headers.
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— response(MyDict): response body as a MyDict object. Access the object’s properties
by using the dot notation or the bracket notation.

— content(bytes): representation of the request’s response
— text(str): representation of the request’s response
Return type Generator
Raises
* TypeError — If the parameter types are incorrect.
* MalformedRequest — If the request body created is invalid.
* ApiError - If the Identity Services Engine cloud returns an error.

get_all_generator (page=None, size=None, headers=None, **query_parameters)
Alias for get_external_radius_server_generator

create_external_radius_server (accounting_port=None, authentication_port=